sunchmn networks

Everserver

System Administrator’s
Guide



Copyright © 2002, Synchron Networks, Inc. All rights reserved. No part of this documentation may be
reproduced in any form or by any means or used to make any derivative work without written
permission from Synchron Networks. Permission to duplicate all or part of this documentation
exclusively for internal use by the purchaser of a license for the software described herein is hereby
granted for support of the licensed use of the software.

THE SPECIFICATIONS AND INFORMATION REGARDING THE SOFTWARE DESCRIBED IN THIS
MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS, INFORMATION,
AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE, BUT ARE
PRESENTED WITHOUT WARRANTY, TERM, OR CONDITION OF ANY KIND, EITHER IMPLIED OR
EXPRESSED, INCLUDING, BUT NOT LIMITED TO THE IMPLIED WARRANTIES.

The license and limited warranty for the software described in this manual are set forth in the
license.txt file supplied with the product CD and are incorporated herein by reference.

Synchron Networks and Everserve are trademarks of Synchron Networks, Inc.

All other company and product names may be trademarks of the respective companies with which they
are associated.

This product incorporates FIORANOMQ from Fiorano Software, Inc., and other software provided
under license by third parties (see Third Party Software). Use of such software is subject to the terms
and conditions of the corresponding licenses. Electronic copies of those license agreements are
included in the Third Party Software directory of the distribution media.

Part No. 2.0-3.20-SAG-03

Synchron Networks



Table of Contents

gl r0To [V e 1 (o] ¢ B 13
ADOUL thiS GUIAE ...eeeiiiiiei e 14
Intended AUdIENCE ..... oo 15
TechniCal SUPPOIT ......eeeecee e 15
Typographical ConveNntioNS...........coooiiiiiiiiiiiccc e 16
B =] 1 011 0T ] (o e ) 2SRRI 17

Part 1

Everserve Installation and Configuration

Planning Your Everserve COmMMUNItY ..............coovueeeeieeeeiiiaaeanennns 21
Before YOU Begin .....coooiiiiiii e 22

SUMMAIY ..ottt et e e e e e e e aaaaes 22
Obtaining an Inventory of DeVICEeS ..........ccccuiiiiiiiiiiieieeee s 23
Designing Your COmMmMUNILY .....cooomiiiiiiiiiiiei e 24

Determining Logical Target Groupings...........ccccccuvviiiiiiiiiieeiineeeeeeenn. 24

USING REIAYS.....uiiiieieeee e 25

Planning for Fail-over and Redundancy.............cccccuiiiiiiiieiiiiiniennnn. 26

INSEAIALION ..o 27
Pre-installation Checklist.............ccuuiiiiiiii e 28

Synchron Networks iii



System Administrator’s Guide

System ReqUIrEMENTS ......ooeiiii i 29
Supported Databases...........oouvvieiiiiiiiiiieeeeeee 29
Supported Platforms..........oooiiiiii e 29

Community Managers, Publishers, and Relays .............cccccceennn.. 30
TAPGELS ... 30

Setting up the Database............coooiiiiiiiiii 30
Database SeCUrity .......cccuuuviiiiiiieee 30
Database Optimization ..............ooouviiiiiiiiiic e, 31
1YY T OSSP 32

Installing MySQL on Windows Systems...........ccccviiiiiiiiniininninns 32
Installing MySQL on Solaris Systems ............eeeeiiiiiiiiiiiis 34

Installing Everserve on Windows Devices..........ccccoiviviiiiiiiiiiieieiice e, 36
Target Only InStallations ... 36
Community Manager, Publisher, and Relay Installations ................ 43
Silent Installations............oooiiiiiie 61

Installing Everserve on Solaris DeviCes ...........cccccoiiiiiiiiiiiiiiiiieeeeeeee 64
PKG-ADD Installation for Solaris...........cccccoeeiiiiiiiiiieeeeeee 64

SUMIMIY ..ttt ettt e e e e e e e e e e e e e e eees 64
Uninstall Prior Versions of Everserve............cccccoiiiiiiiiiiiiininnennn. 64
Installing MySQIL ........ooiiee e 66
INStalling EVEIrSEerve.........coooo i 66
Silent InsStallations...........cooiiiiiii s 72

Installing Everserve for Internet Messaging ...........ccooovviiiiiiiiiiiiiiiiieeeeee, 75
Configuration SUMMArY ..........ovviiiiiiiiee e 76
JMS Server Only Installations ..., 76

Windows JMS Only Installations ..., 77

iv Synchron Networks



System Administrator’s Guide

Solaris JMS Only Installations .............ccccceeeiiiiiiiiiiiii, 83

Post Installation Tasks ..........coooiiiiiiiiii e 85
System ConfiQUIation .................eeeeeeeeeeiiieeeeieeeisee e e e e aaeeeeenians 87
Configuring Alternate TCP and JMS POrtS ..........ouuiiiiiiiiiiiiiiiis 88
Configuring RMI TCP POrt ......ovveiiiieiiieeee e 88
Configuring Fiorano JMS Ports ... 89
Limiting Target Capabilities ...............uuuuiiiiiiiiiiii e 90
Configuring Everserve to Run as a Specific User..........ccc..ccoooee... 91
Locking Down Directories, Files, and Executable Operations ......... 92
Configuring SYStEM LOGS ....ccviiiiiiiiiiiii e 94
Changing Logging Layout and Format.............cccoevviiiiiiiieeeeee, 94
Specifying Logging Priority Values............cccoooviviiiiiiiciieeeeeeeeeee 96
Specifying Format and Destination of STDOUT Logging................. 97
Specifying Format and Destination of STDERR Logging................. 97
Logging Java EXceplions .........ccoooviiiiiiiiii e 98
Logging Everserve Start and Stop Activity ..., 98
Logging Server Connectivity Problems ..........cccccoooeiiiiiiiiiiiiiiiiiiiin, 99
Setting-up Email Notification..............ccccoooiiiiiicc e, 100
Setting Delivery TIMEOULS ........cooeeiiiiie e 102

Synchron Networks



System Administrator’s Guide

Part 2

Community Management
Command Line Interface Operations ............cccceeeeeeeeeeeeevreeeennn.. 105
Using the Interactive Command Shell............ccccoooiiiiiiiiiee 106
Controlling Operative States.............ooooiiiiiiiiiiiiicee e, 107
Starting EVEIrSEIve .......oooooiiiiiiiii e 107
StoOpPING EVEISEIVE ... 107
Pausing EVErSEIve ... 108
Resuming EVErserve ... 108
Managing ComMMUNILIES..........uuuuuiiiiiee e e e e eeeeees 109
Community DesCriptionS............ceeeiiiiiiiiiiiieeeeeecee e 109
Creating @ New CommuUNItY.......ccccoiiiiiiiiiieiieeeeeeee e 110
Changing a Community Definition............cccoooiiiiiiiicce e 111
Deleting a CommuUNIty ...........ooooiiiimiiiicceee e 112
Recreating a Community Seed...........ccccooiiiiiiiiiiiiiiieeeee 113
MaNaGING PEEIS ... 114
Peer DeSCriPliONS .......ii i 114
Creating @ PEET ..o 115
Adding Peers to a Community...........ooooviiiiiiiiiiiiiiieeee e 116
Specifying Peer Connections in the Community..................o.oo...l. 117
Connecting a Sender to an Everserve Device ...........cccccceeeennnnn. 118
Default Peer Connections (When a Sender is Not Specified)..... 119
Specifying Peer Connections.............ceviiiiiiiiiiiiiieiii 120
Creating and Adding Several Peers to a Community ................... 122
Changing a Peer Definition.............cccooumiiiiiiiiis 124

vi Synchron Networks



System Administrator’s Guide

Changing the Sender Connections for a Peer...............ccc........ 126
Removing a Sender froma Peer............ccccciiiiiiiiiiiiii, 126
Activating a New Everserve Device .........ccocoveeiiiiiiiiiiiieeeee, 128
Removing a Peer from a Community ...........cccooiiiiiiiiiiiiiee 129
Deleting @ PEEr .........uuiiiiiiiieeie e 130
Publishing Commands.............ooooiiiiiiiiiiiii e 131
Delivering Packages ...........ueeeiiiiiiiiiiiiiiie e 131
Executing Files in Batch Mode.............oooiiii 133
Information Services Commands...........cooeeviiiiiiiiiiiiiieeeee e 135
Specifying Date Ranges.............uuuiiiiiiiiiiiii 135
ShOW COMMANAS....cciiii i 135
Show CoOmMMUNIIES ... 136
SNOW PEEIS ...ttt e e e e e eeeeeeeees 137
ShOW PrOCESSES ... 140
ShOW RECEIPES ...ttt e e eeeeeeeees 142
ShOW DeliVENIES ... 144
Show Deliverylog .......cccccuiiiiiiiiiiiiieeceeee e 145
List COMMANGAS .....ouniiiiiiiiiiiiieeeeeee e 147
LISIXML. e 147
LISTROIES ... 147
Listing Environment Settings ... 147
Listing Everserve Version..........ccooovvviiiiiiiieeiciee e, 148

[ 1= o SRR 148

Synchron Networks vii



System Administrator’s Guide

Creating @ COMMUNILY ........cooveeeeeeiieeiee e 149
Community HIErarChy .............ceeiiiiiiiiiiii e 150
Multiple Community Managers............ccceeeeeeeeiiieeeeeeeeeeeeenn 151
Multiple PUDIISNErS .......ccooo o 151
Tiered Relays and Multiple Targets ...........cccccvviiiiiiiiiiiiiee, 151
Creating the “Example” Community ...........cviiiiiiiiiiiiiiiieeeeeee 152
Using the Everserve Command Shell..............oooooiiiiiiiiiieeee 152
Create the CommUNItY.........oooiiiiiiie s 152
Create the Community and Community Managers..................... 152

Create the PUbliShers............ooovviiiiiiiii e 153

Create the Relays .........cooooviiiiiiiiccccee e 154

Create the Targets ... 157

Joining the CommuNity .......cccooeiiiiiiii e 162
Configuring Backup PublisShers ..., 164
Creating Backup Communities .............uuuviiiiiiiiiiiiiiiieieeees 166
Publishing Packages............ouuueiiiiiiiie e 172
Publishing to an Entire Community ...........cccooiiiiiiiiiiee 172
Publishing to @ Relay .............uuuiiiiiiiieeee 175
Publishing to a Single Target...........ooiiiiiiiiiii, 177
Publishing to a Lists of Targets..........cccocoiiiiiiiiiiiiieeee 179
Everweb Operations...............ccuuuuuueeeeiieiiiieeeeeeiiiieeeeeeeiiiiaeaaaean, 181
Connecting to EVEIWED ........coooiiii e 182
Everweb Page OVErVIBW ... 184
Page Navigation ............coooiiiii i 185
Status INAICAtOrS .....cooviiiiiiii e 185

viii Synchron Networks



System Administrator’s Guide

Managing CommUNILIES ..........ooeiiiiiiecieee e 186
Creating CoOmMMUNILIES........c.uuiiiiiiiiiiiiieee e 186
Changing Community Definitions.........ccccooeeeeiiiiiiiiiii, 189
Deleting Community Definitions ..............ovvviiiiiiiiee, 190

Managing PeErS.......cooiiiiii e 191
Creating PEEIS ...ttt 191
Adding Peers to a Community ...........oooomiiiiiiiiiiiie e 195
Changing Peer Definitions ..............ueeeeeiiiiiiii 199
Removing a Peer from a Community ..........ccccoeeeiiiiiiiiiiiiiiiiiieiin, 200
Deleting Peer Definitions............coooiiiiiiiiiiccccccieeee e, 204
Viewing Community Peers ... 205

Viewing System Log FileS.......ooooiiiiiiiiiiei e 206
Viewing Server Log File ... 206
Viewing the Processes Log File .........ccccouiiiiiiiiiiii, 207

Server OPEratioNS..........coiiiiiiicee e 210

Logging Off EVEIWED .......ccooiiiee e 211

Part 3
Maintenance and Troubleshooting
Database and Filestore Maintenance..............c..cccccooevevuuciniennnnn. 215

Database TabIes ........ccooo oo 216

ArChiving RECOIAS ... e e eeaes 233
BeSt PractiCes ......ouiiiiiiiiiee e 233
Specifying Date Ranges.............uuuiiiiiiiiiiiiiiiii e 233
Archiving Delivery ReCOrds..........cooovviiiiiiiiiiiiiie e 234

Synchron Networks ix



System Administrator’s Guide

Archiving Process ReCOrds ..........couuiiiiiiiiiiiiiiiieeeeiiiee e 235
Archiving Deliverylog ReCords...........ccooovviiiiiiiiiiieiiiieeeeeeeiiee e 236
Archiving All RECOIAS ........uuiiiiiiiiiiiiiiiiee e 237
PUrging RECOIAS. ... oo 238
BeSt PractiCes. ... ... 238
Purging Delivery ReCOrds...........ouviiiiiiiiiiiiiieeeeee 239
Purging Deliverylog Records..........ccoooiiiiiiiiiiiiiiic e 240
Purging Process ReCOrdS.........ccoovvuuiiiiiiiiiiiic e 241
Purging All RECOIS ... 242
Restoring Archived ReCOrds..........cooooiiiiiiiiiiiiiieeee e 243
Restoring Delivery ReCOrds............ucoiiiiiiiiiiiiiiiiceieeeeeeee e 243
Restoring Deliverylog Records ... 244
Restoring Process ReCOrds............uuoiiiiiiiiiiiiiiiiiieii e 245
Restoring All RECOIAS.......covvviiiiiiei e 246
Restoring Purged ReCOrds ... 247

ErrOr RECOVEIY ..o eaaaans 248
Backing-up and Restoring Databases...........ccccoeiiiiiiiiiiiiiiiiiiiee 248
SYSIEM LOGS ..ottt 251
SEIVEI LOQGS ... ittt e e e e —————— 252
Auditing the SYStem............uuiiiiii 252
Database TabIes..........uuuuiiiiii e 253

Viewing Server Log Files..........coooiiiiiiiiieeeeee 253
Controlling everserve.log Verbosity ..., 253
Log4j.Xml Properti€s .........oouuuuiiiiiiiiiiiee e 254

Log4j Configuration Quick Reference ..........ccccccceeiiiiiiiiiinnnnnnnn. 258

X Synchron Networks



System Administrator’s Guide

everserve_log.bak File Maintenance ............cccccceeiiiiiiiiieececeeennn, 259

PrOCESS LOGS .oiiiiiiiieieee ettt 259
Appendix A: Summary of CLI Commands .........c....cccccvvevvennnn.... 261
Appendix B: Sample Script for Creating Communities............... 265
Appendix C: Third Party Software...........cccccceeveeeeuriieeaeeirnannan, 271
GlOSSAIY e 273
INAEX e 277

Synchron Networks xi



System Administrator’s Guide

Synchron Networks



Introduction

This System Administrator’s Guide provides information on many of the
fundamental principles used to properly set up community devices to send or
receive messages deployed by Everserve. This guide provides systematic
instructions on how to install Everserve, create communities, and deliver data and
applications to mass numbers of globally distributed Everserve devices.

The topics in this Introduction include:
* About this Guide

* Intended Audience

» Technical Support

» Typographical Conventions

* Terminology

Synchron Networks
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About this Guide

This System Administrator’s Guide describes how to install and configure your Everserve network for
optimum secure content and application deployment. This guide provides information and instructions
on how to establish and configure a community of Everserve devices. For information on how to create
and publish packages to community peers, refer to the Everserve Publisher’s Guide.

This guide is divided into the following sections:

Introduction, which you are reading now, introduces the structure of this guide, introduces key terms
and conventions used in this manual, provides information about additional resources, and describes
Everserve’s key features.

Part 1 Everserve Installation and Configuration

Planning Your Everserve Community provides information and helpful tips on planning the community
hierarchy and transmission routing, pre-installation checklists, and other aspects of the installation
process that should be considered before installing Everserve.

Installation describes how to install a MySQL database, install Everserve onto Windows and Solaris
devices, and provides information on how to set up a community with secure Internet messaging.

System Configuration provides information on how to configure port connections, system logs, set up
email notification, and change delivery time-outs.

Part 2 Community Management

Command Line Interface Operations describes how to use the command line interface to create,
populate, and configure a community, and describes how to issue commands to community devices.

Creating a Community describes how to create, populate, and configure a complex community
consisting of backup community managers, backup publishers, relays and multiple targets.

Everweb Operations describes how to create a community and peers using Everserve’s graphical user
interface, Everweb.

Part 3 Maintenance and Troubleshooting

Database and Filestore Maintenance describes the recommended routine record archiving and
purging operations for Everserve devices.

System Logs provides information on how to monitor system activity and errors using Everserve
system log files.

Appendix A: Summary of CLI Commands lists all commands and corresponding parameters that can
be issued from the command line interface.

Appendix B: Sample Script for Creating Communities provides an example script of all commands
used to create the community described in the section Creating a Community.

14 Synchron Networks
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Appendix C: Third Party Software provides the copyrights to all third party software used in the
development of Everserve.

Glossary provides an alphabetical list of terms that are used in this guide.

Intended Audience

This guide describes the concepts, processes, and procedures that a System Administrator should
know or have a reasonable understanding of, to efficiently manage communities of Everserve devices.
This guide has been written with the assumption that the reader or end user has an advanced
familiarity with Windows or UNIX administration, however, no previous knowledge of Everserve is
required. Additionally, a familiarity with managing database information is highly recommended.

Technical Support

Technical support is available by:

+ Calling (831)247-3983
» Accessing Synchron’s Web site at http://www.synchronnetworks.com/support
» Sending email to Synchron’s technical support experts at support@synchronnetworks.com

You can also access newsgroups that contain discussions and links to related forums about Everserve
at:

¢ news://newsgroups.synchronnetworks.com
e http://www.synchronnetworks.com/newsgroups

Synchron Networks 15
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Typographical Conventions

The following typographical and keying conventions are used in this guide:

Convention Description

Bold Used to indicate emphasis and to distinguish user entries and mouse
clicks.

Bold Italic Used to identify a new term. All new terms and their definitions can be

found in the Glossary.

Script Text Indicates text you must enter at a command prompt. Script text also
indicates screen text and code examples.

Italics Indicates variable values you must provide (for example, you may be
prompted to supply the name of a file for fileName). Italics also
indicate emphasis and the titles of books.

<Return> Refers to the key on the keyboard labeled with the word Return or the
word Enter.

% Represents the UNIX command-shell prompt for a command that
does not require root privileges.

$ Represents the UNIX command-shell prompt for a command that
requires root privileges.

Entering When instructed to "enter" or "issue" a command, type the command

commands and then press <Return>. For example, the instruction "Enter the

st art command" means type start at a command prompt and then
press <Return>.

<> Indicates a user variable.
[1 Enclose optional items in syntax descriptions.
{} Enclose items from which you must make an entry syntax

descriptions.

| Separates items in a list of choices enclosed in { } (braces) in code
examples. In most cases, spaces are used to separate list items.

Ellipsis in syntax descriptions indicate that you can repeat the
preceding item one or more times. Ellipsis in examples indicates that
information was omitted from the example for the sake of brevity.
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Terminology

The following table provides a brief list of terms that are used frequently throughout this guide. For a
complete list of terms and their definitions, refer to the Glossary in this guide.

Term Description

Community A community is a set of peers, together with the role that each peer
has within that community, and routing information that specifies how
packages are routed to each within that community.

Peer A device (for example, a personal computer or server) that is a
member of a community having one of the following roles: community
manager, publisher, relay, or target. If a peer belongs to more than
one community, it may have a different role in each community.

Community Manager A community manager is one of the roles that a peer may have. A
community manager has the right to create the definition of the
community, add or remove peers from a community, and change the
roles or routing information of peers within a community.

Publisher A publisher is a peer that defines the contents of a package and
initiates package delivery to a set of targets. After targets open and
execute the package, the results are sent back to the publisher in the
form of a return receipt. Return receipts are stored and accessed in
the publisher’s database.

Relay A relay is a peer that receives a package from either a publisher or
another relay and sends the package to targets. Return receipts from
the targets are sent to the sending relay, then forwarded to the
originating publisher.

Target A target is a peer that receives a package. When a target receives a
package, it opens the package, executes the commands or scripts
contained in the package, and sends a return receipt back to the
originating publisher.

Package A set of files and scripts that are delivered to remote computers. All
packages are digitally signed by the publisher that originates package
delivery. All files and scripts to be delivered are defined by the
package specification.

Package Specification A package specification is an XML file that contains the list of files,
scripts, and commands that are used to build and create the package.

Synchron Networks 17
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Term

Description

Return Receipts

A return receipt is the result of opening a package. Included in the
return receipt is the standard output, standard error, and return code
of all scripts executed. It also includes the results of applying the file
operations. Return receipts are sent by targets to the publishers that
originated the package.

Deployment

The process of propagating application files to target systems, then
automatically installing the application without human intervention. If a
target is unavailable to receive the package, the package is queued
until delivery can be made.

Transport

The means by which Everserve systems communicate with each
other.

18

Synchron Networks




Part 1

Everserve
Installation and
Configuration

Synchron Networks 19



System Administrator’s Guide

20

Synchron Networks



Planning Your
Everserve
Community

As networks increase in size to accommodate today’s information landscape,
planning how your network will be used to deliver information becomes
increasingly important to ensure an efficient transfer of data. As networks scale,
the difficulty in management increases significantly, especially when network
objects are geographically distant.

This section discusses the primary tasks and related processes to be considered
before configuring your community of Everserve devices. The topics in this
section include:

» Before You Begin
« Obtaining an Inventory of Devices
» Designing Your Community

Synchron Networks
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Before You Begin

Before you install Everserve on any of your devices, you will need to consider several factors about
your current computing environment. These considerations will affect the success of the installation
and operation of your Everserve systems. Getting started with Everserve can be a very exciting
experience if you are (properly) prepared.

The first step to success is to plan your Everserve community topology before you install Everserve.
This will ensure devices that are intended to have a desired function (or role) in the community are
configured correctly and will operate as intended. This section describes how to determine which
devices will manage the community objects, which devices will publish packages to community
targets, which RMI port to use to transmit messages, how and when to tunnel through firewalls, and
other critical details that should be taken into consideration when designing Everserve communities.

Another important detail to consider before installing Everserve is the database you wish to use.
Everserve requires each community manager, publisher, and relay in the community have a database
installed locally. The section Setting up the Database in this guide provides information on the
databases supported by Everserve, how to configure the database, and other important information
critical to a successful installation of Everserve.

Once Everserve has been installed onto a device, you may want to customize the system
configuration settings before using Everserve. The section System Configuration in this guide provides
useful information and tips on how to optimize systems for efficient and reliable package delivery.

After installing Everserve on the device that will manage the community, you can create your
community of publishers, relays, and targets. Once the community is created and the peers have
joined the community, the publisher peer then creates package specifications that define the files,
directories, scripts, and commands to send to community peers.

Summary

The following is a summary of the tasks that are key to a successful installation and operation of your
Everserve devices. Before you begin installation, consider the following:

» Plan how you want to configure your community. Determine which Everserve devices will act as the
community managers, publishers, relays, and targets.

» Obtain hostnames or IP addresses of all systems in the community. This data is needed for the
community manager to create peers and to define the community.

» Set-up and configure the database you will use with Everserve.

» Install Everserve onto the device that will act as the community manager, then install Everserve
with appropriate role capabilities on all other devices in the community.

22 Synchron Networks
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Obtaining an Inventory of Devices

Most network operating systems can support an asset management and/or auto-discovery utility that
will generate a list of devices currently residing on your network. If you do not have access to an asset
management tool that can provide accurate information about the systems in your computing
environment, you will need to obtain a snapshot of your network to effectively plan for your Everserve
community. With this information, determine:

*  Which device will act as the community manager.

* Which device will act as the community publisher.

* Which devices, if any, will be used as relays.

+  Which devices will act as targets, receiving and executing packages.

» The logical groupings of devices that would require or expect identical packages.

* How to plan for failover and redundancy to ensure package delivery.

* Which transmission port you will want to use to send packages to the devices in the community.

« Which firewalls, if any, will require configuration to permit Everserve messages to pass between
devices separated by the Internet.

*  Whether the devices in the planned community meet the minimum system requirements for their
intended role.

Synchron Networks 23
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Designing Your Community

There are several types of community models you can employ when designing your Everserve
community. Smaller networks of devices can be designed in less hierarchical topologies where relays
may not be needed due to the linear nature of the community design. In cases where large numbers of
devices are employed, it becomes increasingly important to have logical and efficient community
topologies in place to accommodate network traffic, ensure delivery of all packages, manage wide
area load balancing, and minimize the amount of time and effort required to maintain community
activity.

Determining Logical Target Groupings

Creating logical groups for your network helps to ensure that only the correct and appropriate
packages (containing applications, files, scripts, and commands) are distributed to the intended
targets. Logical groups might be groupings of similar operating systems, functional workgroups, or
groups of targets requiring access to the same dataset (such as Web page content or applications).

Because Everserve supports heterogeneous computing environments, it is possible to have numerous
devices in your network that are running on different operating systems such as a mix of Windows and
Solaris devices. To ensure all targets receive packages that are appropriate and understood by their
operating systems, you could create two logical groups of targets: one group for Windows targets, and
one group for Solaris targets. This type of configuration would ensure that all targets receive only those
packages that are appropriate for their operating system.
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Using Relays

Using relays is an easy and effective way to group targets together as well as providing a mechanism
for mass scalability. A relay sends packages to all targets that are connected to that relay. Using the
example described earlier (Determining Logical Target Groupings), you could configure your
community in such a way that a publisher will send different packages to different relays. Each relay
would be connected with targets having the same OS. When the publisher sends the (OS specific)
package to the relay, the relay then forwards the package to all targets to which it is connected.

Figure 1 illustrates the configuration of the community described above. In this example, the
community consists of Windows and Solaris devices that have been logically grouped together using
relays.

Solaris
Targets

Windows
Targets

Publisher

Figure 1 Logical Target Grouping in a Community
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Planning for Fail-over and Redundancy

Because network or Internet connections can sometimes fail or be suddenly dropped, you may want to
plan a back-up package routing scheme that will ensure all packages are delivered to all targets
immediately, rather than having packages held in a queue until the connection is established. You can
build redundancy into your Everserve community so that when packages are distributed, they are
automatically sent on multiple transport routes to all targets in the community. The first package

instance to reach each target is executed on the target, while duplicate packages arriving afterward
are ignored.

One example of creating a community with redundancy is illustrated in Figure 2. In this example, the
publisher sends the same package to both community relays (relays A and B), then both relays send
the package to all targets in the community. The targets will only accept the first arrival of the same
package, as determined by the package’s sequence number (each package sent by a publisher has a
unique package sequence number).

Publisher
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Figure 2 Example, Redundancy Topology using Multiple Relays
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Installation

This section provides important information needed to successfully install
Everserve. Before installing Everserve, you must plan your community topology,
determining details such as which device in the community will act as the
community manager, which device will publish packages, which devices will
receive and apply packages. These are critical factors that foster the community’s
configuration and operation. If you have not reviewed the section Planning Your
Everserve Community in this guide, please do so before installing Everserve onto
any device.

The topics in this section include:

Pre-installation Checklist

System Requirements

Setting up the Database

Installing Everserve on Windows Devices
Installing Everserve on Solaris Devices
Installing Everserve for Internet Messaging
Post Installation Tasks
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Note: All devices that are to participate in your Everserve communities must have
Everserve installed. A device may participate in a community as a community
manager, publisher, relay, or target, but must receive the corresponding
installation to function in any of these role-types.

Pre-installation Checklist

To help identify critical information that you will be prompted for during installation, make sure you have
the following readily available before you insert the installation CD and begin installing Everserve.
*  Which database will be used for each community manager, publisher, and relay in the community?
* Which device will act as the community manager?
»  Which device will act as the publisher for the community?
»  Which device(s) will act as relays?
*  Which device(s) will act as targets?
* Identify the ports will you use for:
*  RMI transmissions (default = 1099)
+ JMS data (default = 1856)
* JMS administration (default = 1857)
»  Secure HTTPS (default = 8443)
+ Everserve database port (MySQL default = 3306)

* Do the devices in the community meet all recommended system requirements (hardware and
software)?

« Will the publisher device use the Everserve Package Editor available on the graphical user
interface to create packages? If not does the publisher have an XML editor available to create
package specifications? (Although an XML editor is not required, it is recommended for package
specification editing.)
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System Requirements

System Requirements

The minimum system requirements for each Everserve system depends on the role that system has in
the community; where a role can be a community manager, publisher, relay, or target.

Supported Databases

Each community manager, publisher, and relay requires a database. You can choose a database to
use at install time, or configure a pre-existing database on your systems with Everserve. Everserve
supports MySQL 4.0.2 (recommended), as well as other databases. If choosing to use a database

other than MySQL, please contact technical support for assistance to configure the database tables
used with Everserve.

Note:

the Everserve install process.

Supported Platforms

Everserve supports the following platforms:

Windows NT4 service pack 6a or greater
Windows 2000 service pack 2

Windows XP

Windows 98, 95 (target installs only)
Solaris 7, Solaris 8, (SPARC)
Netscape 6.2 and IE 5.5 Web browsers

You must have the database initialized with a password and running during

The following table lists the minimum system requirements for Everserve for each supported operating
system and role-type in the community:

Everserve Disk

Database Disk

Windows Devices RAM (MB) Space (MB) Space (MB)
Community Manager/ 256 (minimum) 158 60 (minimum)
Publishers 512 (Recommended) 90 (Recommended)
Relays 256 (minimum) 146 60 (minimum)

512 (Recommended) 90 (Recommended)
Targets 32 (minimum) 38 N/A

64 (Recommended

Solaris Devices
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Everserve Disk Database Disk
Windows Devices RAM (MB) Space (MB) Space (MB)
Community Manager/ 256 (minimum) 65 65
Publishers/Relays 512 (Recommended)
Targets 128 65 N/A

Note: All devices regardless of operating system or role-type require SVGA
resolution (800 x 600 with 256 color) for GUI installation.

Community Managers, Publishers, and Relays

The internal structure of community managers, publishers, and relays is nearly identical, with each
having similar system requirements. Although community managers and publishers have access to
Everserve’s graphical user interface (Everweb), relays do not. Each of these role-types contain their
own JMS Server, transport mechanism, and require a database.

Targets

Targets connect to and use the transport mechanism of a community manager, publisher, or relay to
receive packages and to send back return receipts to the originator (community manager or publisher).
Targets maintain their persistence store on their own file system and do not require a database. During
installation, targets do not receive the files necessary to run the Web interface from their device.

Setting up the Database

Each device in the community that is configured as either a community manager, publisher, or relay
requires a database. If any of your systems do not already have a database that you can use with
Everserve, you can install the MySQL database from the installation CD.

The database must be running prior to Everserve installation. Use the Services Panel on Windows to
verify that MySQL is running; on Solaris, look for the MySQL daemon in the process table using the
“ps” command.

When installing Everserve, the installer will create a database account with the username “everserve”
and the password “everserve.” For security purposes, it is recommended that you change the
username/password for the database.

Database Security

Regardless of the database you use with Everserve, you should always take necessary precautions to
protect your database from unauthorized access, snooping, hacking, and intrusions. Everserve is a
deployment tool and does not provide database security—this is the customer’s complete and total
responsibility. For information and tips on the appropriate measures to take to protect your database,
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secure access, assign appropriate user rights and privileges, and change your database username/
password, refer to your database manufacturer’s documentation.

Database Optimization

If using MySQL as your Everserve database, you can improve the database performance by modifying
the default buffer allocations. For information on how to change these settings, visit Synchron’s
Technical Support Web site at http://www.synchronnetworks.com/support.
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MySQL

MySQL is an optional database supported by Everserve. If you wish to use MySQL for your Everserve
database and it is not currently installed on the device, you can choose to install MySQL when
installing Everserve onto community manager, publisher, or relay devices in your community.

Installing MySQL on Windows Systems

1. Insert the installation CD into the device’s CD-ROM drive.
The system displays the Start Here HTML screen:

4¥ synchron Networks - Microsoft Internet Explorer provided by EarthLi ;lglil

Fle Edt View Favorites Tooks Help  @Send| ﬁ
=Back v = ¥ & & | @search GFavorites @vedia 3 | By~ S - |Links =
Agdressl ~| Pco

Everserve-

—— T ——

Thank you for choosing Eversenve, the ultimate secure distribution platform for vour business information!

Yau can follow the Quiick Start Guide to perfarm an initial trial installation and walkthrough, to familiarize yourself with
Everserve, in conjunction with the product cancepts covered in the Product Oviansdow.

Please read the planning and installation sections of the Systerm Administrator's Guide to hegin planning foryour full
deployment of Eversenve.

Guick Start Guide

YWiew Documentation
Installers

Third Party Software Licenses
Technical Support Site
Syhchiran Home Page

Copyright 2002 & Synchron Metworks, Inc.

< :
&) Done I_ l_ l_ @ Local intranet

N

2. Click Installers.
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The system displays a component install screen:

4} Synchron Networks - Microsoft Internet Explorer provided by E _ |0 il
Ele Edit Mew Favorites Tools Help Send ﬁ
=Back v = v @D & | @Qsearch CaFavorites @Media o8 | Boyw S ~ 1= |Links =

Address I

Everserver

— T ——

Installers
Pleaze selectthe component you wish to install
Motes:

1 Except on Target-only installations, vou must have a supported database installed
and running on the device before installing Everserve. The installer for MySal, the —_
default supported database, is provided below.

2 Bydefaulta JMS server is installed in the same location as the roles it supports:
Separate JMS Server-only installers are supplied for configurations where the JMS
Server needs to be installed in a different [ocation (2.0 in a DMZ) fram the rales it
supports.  For maore information on such configurations, consult the Systern
Administrator's Guide

Everserve Installers

Supported Typical "

Installer Platforms Uisage Size
Everserve windows NT, XP, Installing any 52.2MB
2.0 Full Install 2000 role on these

platforms

Everserve windows NT, XP, Installing target- 19.0MB
20 2000 anly role an
Target Install these platforms
Everserve wWindows 95, 98 Installing target- 19.0 ME
20 anly role an
Target Install these platforms -

4
‘gj Done | ,7 ,7 @ Local intranet: v

3. Scroll down the page and click the MySql Installer link that corresponds to the devices’ operating
system.

4. Follow the installation and setup instructions provided.

Note: Although Everserve does not require that you secure your database, you may
enter a username and password for database security purposes. To do so,
follow the instructions in Step 5 as follows:

5. Atfter installing MySQL, go to the MySQL\ bi n directory and run the wi nnysql admi n. exe
application. Enter a username/password for the MySQL database.
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The system will initialize MySQL on the device. A MySQL icon (in the form of a traffic light) will be
added to the device’s desktop task bar indicating the operational state of MySQL.

Installing MySQL on Solaris Systems

It is recommended that you review the MySQL install documentation before installing MySQL. The
MySQL documentation can be found at the following Web site: http://www.mysqgl.com

1.

Go to the directory in which to install MySQL and verify there is sufficient disk space for the
MySQL installation (/usr/local is used in this example). For example:

# cd /usr/|ocal
# df -k .

2. Copy the two files listed below from the / Third Party Software/ nysql directory on the
installation CD to the directory used for the MySQL install.
Note: The following example uses an 'x' to indicate the Solaris version, either 7 or 8.
When issuing the following commands, replace the 'x’ (in the x-sparc
references) with the appropriate Solaris version running on the device.
# cp "/cdronfeverserve2.0/ Third Party Software/nysql/nysql-nmax-4.0. 2-
al pha- sun-sol ari s2. x-sparc. tar.gz"
# cp “cdrom everserve2.0/ Third Party Software/nysql/gtar-sparc.gz”
3. Execute the following commands:
# groupadd nysql
# useradd -g nysql nysql
# . /gtar-sparc.gz xvzf nysql-max-4.0.2-al pha-sun-sol ari s2. x-
sparc.tar.gz
# 1n -s nysqgl - max- 4. 0. 2- al pha-sun-sol ari s2. x-sparc mnysdl
# cd nysql
# scripts/nmysql __install _db
Note: Although Everserve does not require that you secure your database, at this
time you may enter a username and password for database security
purposes. To do so, follow the instructions displayed on the screen then
continue with the MySQL installation as follows:
# chown -R root *
# chown -R nysqgl data/
# chgrp -R nysql *
# chown -R root bin/
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# cp -f support-files/mnmy-mediumcnf /etc/mnmy.cnf
# bin/nysql d_safe --user=nysqgl &

4. \Verify the MySQL process is running by issuing the "ps" command. For example:
# ps
PID TTY TI ME CVD
27158 pts/1 0: 00 ksh
27311 pts/1 0: 00 ps
27162 pts/1 0: 00 bash
27287 pts/ 1 0: 00 nysqld_s

Synchron Networks 35



Installation System Administrator’s Guide

Installing Everserve on Windows Devices

Everserve provides interactive and non-interactive installations for Windows NT4, XP, 2000, and 9x
operating systems. The install program allows you to configure devices as either a community
manager, publisher, relay, or target. By default, all devices receive target capabilities at install time,
which lets you configure any device as a target.

Everserve's interactive installation uses a graphical user interface (GUI) installer, while the non-
interactive installation is performed using the silent installers. The GUI installation prompts you for
selections and information used to set up Everserve on the device, while silent installations use a
properties file that contains the necessary information needed to install Everserve on the device.
Properties files must be edited to specify install parameters critical for a complete and successful
installation.

Note: If invoking the installer from a Windows command panel and not the install
CD, you must copy setup.exe to a temporary directory on the device’s hard
drive, then run setup.exe from this temporary directory.

Target Only Installations

Everserve provides three methods you can use to install a device with target only capabilities: a
graphical interface that will install target only capabilities on the device, a graphical custom installer
that allows any role type to be installed on the device, and a silent installer that does not require user
interaction to install a device with target only capabilities.

The following section describes how to install Everserve onto a device with target only capabilities
using the interactive graphical installer. For information and instructions on how to perform a target
only installation (or other role capability installations) using the custom installer, see Community
Manager, Publisher, and Relay Installations. For information on how to run a non-interactive
installation for targets (or other role capability installations), see Silent Installations.

To Perform a Target Only Installation (GUI Install):

1. Insert the installation CD into the device’s CD-ROM drive.
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The system displays the Start Here HTML screen:

5 synchron Networks - Microsoft Internet Explorer provided by EarthLi ;lglil

Fle Edt View Favorites Tooks Help  &Send| ﬁ
=Eack v = v & At | @search GaFavorites @Media <3 | By S 0] - |Lin|<s ®
Agdressl j PGo

& sunchron networks

Everserver

T —

Thank you far choasing Eversende, the ultimate secure distribution platform for your husiness information!

ou can follow the Quick Start Guide to perform an initial trial installation and walkthrough, to familiarize yourself with
Everserve, in conjunction with the product concepts covered in the Product Owviendew.

Please read the planning and installation sections of the Systerm Administrators Guide to begin planning foryour full
deployment of Eversene.

Guick Start Guide

Wiew Documentation
Installers

Third Party Software Licenses
Technical Suppart Site
Synchron Home Page

Copyright 2002 @ Synchron Metworks, Inc.

N

- |
&) Done I_ l_ l_ @ Local intranet

2. Click Installers.
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The system displays the following screen:

=8 Synchron Networks - Microsoft Internet Explorer provided by E _|O0 5]

Fle Edt Wew Favorites Tools Help &Send ﬁ
w=Back v = v @ @ & | @search GiFavortes Wveda 3| B S © ~ E

Address I
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Installers

Please selectthe component you wish to install

Motes:

1 Except on Target-only installations, vou must have a supported database installed
and running on the device befora installing Everserve. The installer for MySal, the —
default supported database, is provided below.

2. Bydefaulta JMS server is installed in the same location as the roles it supports.
Separate JMS Server-only installers are supplied for configurations where the JMS
Server needs to he installed in a different [ocation {e.0. in a DMZ) from the roles it
supports.  For more information on such configurations, consultthe Systern
Administrator's Guide.

Everserve Installers

Supported Typical -

Installer Platforms Usage Size
Everserve windows NT, XP, Installing ary 522 ME
2.0 Full Install 2000 role on these

platforms
Everserve windows NT, XP, Installing target- 19.0MB
20 2000 anly rale an
Target Install these platforms
Everserve windows 95, 98 Installing target- 19.0MB
20 only role on
Target Install these platforms -
4 4
‘@ Done | liﬁ@é Local intranet v

3. Click the Windows 2.0 Target Install link for the device’s operating system to begin the
installation.
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The system displays the Everserve License Agreement page:

ﬁ synchron Networks - Microsoft Internet Explorer provided by E
Fle Edt View Favorites Took Hep  &%end|

EBack * = ~ D | @search GiFavorites @veda <4 | Bv S LAE| |L\nks »
Address |@ WiBinidepotisnap\shAP_2,0-3, 11D _Imageitargetinstal.htm

’47 synchron networ

Everserve-

————

Everserve Target Installation

Please read the software license agreement before proceeding with the
installation.

SYMNCHRON NETVWORKS, INC

SOFTWARE LICEMSE AGREEMEMT

PLEASE READ THIS SOFTVWARE LICENSE AGREEMENT CAREFULLY. BY INSTALLING OR
USING THE SOFTWARE, ¥OU ACCEPT AND AGREE TO THE TERMS AND COMDITIONS OF
THIS AGREEMENT. IF ¥ OU DO MNOT AGREE TO THESE TERMS AND COMDITIONS, DO NOT
INSTALL OR USE THE SOFTWARE.

This agreement (the "Agreement™) is made between Synchron Networks, Inc., ("Synchron®) and

ou, the custorner ("Licensee"). The terms and conditions of this Agreement are intended by the
parties as a final expression of their agreerment with respect to the Licensed Product (as defined
below) and may be contradicted only by a written agreement. In the absence of such an agreement
this Agreement shall constitute the complete and exclusive statement of the terms and conditions
with respect to the Licensed Product and no extrinsic evidence whatsoever may be introduced in
any proceeding, which may invaole the Agreerment. The Agreement governs any releases, revisions
or enhancerments to the Licensed Product Synchron ray provide unless superseded by o
subseqguent written agreement

SECTION 1. EVALUATION LICEMNSE TERMS AND CONDITIOMS

1.1 Software. Forthe purpose of this Agreement, Synchron Metwarks' licensed camputer software
program(s) installed on equipment owned by or under control of Licensee will be referred to as the
“Software" and, together with the supporting docurnentation for such Software, as the "Licensed

Product."

e »
&) Done [T | Erocainwanet 4

4. After reading and agreeing to the license agreement, click | Accept the License Agreement to
continue the installation.

The system displays an Explorer window.
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5. From the Explorer window, double-click on Setup.
The system displays the Setup installation Wizard:
_ = x]

ii§ Everserve

Welcome to the Everserve Setup Wizard

The installer will guide you through the steps required to install Everserve an your computer.

Click "Mext" to continue.

WARNING: This computer program is protected by copyright lew and international treafies.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severs
civil or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

Cancel Brevinus

6. Click Next to continue.
The system displays the following screen:

ji§ Everserve

Select Installation Folder

The installer will install Everserve in the following folder.
To install in this folder, click "Mext". To install to a different new ar existing falder, enter ane below

or click "Browse".
CAProgram Files\Synchron Netwarks\Eversersel, Browse.. |

Eolder:

ou can install the software on the following drives:
Disk &

“Wolume
1
3

=

=F

20 I
| »

Presvious

Rl
Disk Cost... |

Cancel
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7. Click Next to accept the default installation location, or click Browse and choose an alternate
directory for the installation.

The system displays the following screen:

ji§! Everserve X|

NT Service Configuration

Selectthe environment in which to startthe Everserve service (LocalSystem or Specific User)
[fyou choose to start the service for a specific user. the userwill be given rights to start
senices.

& Local System

I Allow service to interact with desktap

 Current User

Lsemame I

Fassword I

Cancel EBrevious MNext

8. If you wish to start Everserve as a service for all users on the device, click Local System.

To allow Everserve to interact with the devices’ desktop, click the Allow Service to Interact with
Desktop check box.

If you wish to enable Everserve only when a specific user is logged into the device, click Current
User and enter the username and password required.

Note: For Windows 2000 devices, when choosing to start the Everserve service for
the Current User, that user must have system level permissions and added to
the “log on as a service” group. These permissions are granted from the
Administrator Tools> Local Security Policy dialog box.

Giving a user system permissions is not typically advised as that user’s
account privileges will exceed those of the System Administrator.

9. Click Next.

Synchron Networks 41



Installation System Administrator’s Guide

The system displays the following screen:

1]

Confirm Installation

The installer is ready to install Eversenve on your computer.

Click "Next" to start the installation

Cancel Presjous

10. Click Next to continue the installation.

The system installs all necessary files required for the device to run as a target only in
communities. After installation completes, the system displays the following screen:

=1aix|

Installation Complete

Everserve has been sucessfully installed.

Click "Cloge" to exit

Cancel Presdiaus
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11. Click Close.
The system displays the following screen:

i Everserve %]

You must restartyvour system for the configuration changes made to Everserve to take
effect. Click ‘es to restart now or Mo if you plan ta manually restart |ater,

Note: To ensure all configuration settings are invoked properly, you must reboot the
device before running Everserve.

12. Click Yes to reboot the device at this time, click No to reboot manually at a later time.

Community Manager, Publisher, and Relay Installations

The following installation procedure can be used to install any role capability onto Windows devices.
For information on how to interactively install Everserve on Solaris devices, see PKG-ADD Installation
for Solaris in this guide.

To Run the Windows Custom GUI Installer:

1. Ensure the database you will use with Everserve has been properly installed, initialized, and is
running during this installation.

Note: Devices used as a target (only) do not require a database.

2. Insert the installation CD into the device’s CD-ROM drive.
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The system displays the Start Here HTML screen:

4} synchron Networks - Microsoft Internet Explorer provided by EarthLi ;lglil

Fle Edt View Favorites Tools Help  @Send| ﬁ
=Back v = ¥ & & | @search GFavorites @vedia 3 | By~ S - |Links =
Agdressl j G0

47 synchron network

Everserve-

T ——

Thank you for choosing Eversende, the ultimate secure distribution platform for yvour business information!

Yau can follow the Quiick Start Guide to perfarm an initial trial installation and walkthrough, to familiarize yourself with
Everserve, in conjunction with the product cancepts covered in the Product Oviansdow.

Please read the planning and installation sections of the System Administrators Guide to begin planning faryour full
deployment of Eversene.

Quick Start Guide

Wiew Documentation
Installers

Third Party Software Licenses
Technical Support Site
Synchron Home Page

Copyright 2002 & Synchron Networks, Inc.

-
|@ Cone l_ l_ l_ @ Local infranet A

3. Click Installers.
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The system displays the following screen:

synchron Networks - Microsoft Internet Explorer provided by E

Ele Edit Mew Favorites Tools Help Send

-lolx|
-]

d=Back v = v @ @ &} | Qsearch [GFavorites @veda 3| B> S @ ~ E

| Lirks >

Address I

27 synchron networks

Everserver

— T ——

Installers

Pleaze selectthe component you wish to install

Motes:

1 Except on Target-only installations, vou must have a supported database installed
and running on the device before installing Everserve. The installer for MySal, the
default supported database, is provided below.

2 Bydefaulta JMS server is installed in the same location as the roles it supports:
Separate JMS Server-only installers are supplied for configurations where the JMS
Server needs to be installed in a different [ocation (2.0 in a DMZ) fram the rales it

supports.  For maore information on such configurations, consult the Systern
Administrator's Guide

Everserve Installers

~| @60

Supported Typical "

Installer Platforms Uisage Size
Everserve windows NT, XP, Installing any 52.2MB
2.0 Full Install 2000 role on these

platforms
Everserve windows NT, XP, Installing target- 19.0MB
20 2000 anly role an
Target Install these platforms
Everserve wWindows 95, 98 Installing target- 19.0 ME
20 anly role an
Target Install these platforms -
4 3
‘@ Done | liﬁ@ Local intranet: v

4. Click Everserve 2.0 Full Install to begin the installation.
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The system displays the following screen:

x|

Everserve-

T

Introduction

Thank you for choosing to install Everservel ﬂ

Everserve 2.0 provides reliable and scalahle deployment of files and applications to
Windows and Solaris hased devices

This prograrm will guide yau through the installation of Everseme 2.0, It is strongly
recommended that you quit all programs hefore continuing with this installation. Click
the "Mext" button to proceed ta the next screen. Ifyau want to change samething on a
previous screen, click the "Back” button. You may cancel the installation at any time by
clicking the "Cancel" hutton.

[~

InstallEhield

Cancel |

5. Click Next to continue.
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The system displays the License Agreement screen:

x|

Everserve-

T

License Information

SYNCHROMN NETWORKS, INC. ﬂ
SOFTWARE LICEMNSE AGREEMENT

PLEASE READ THIS SOFTWARE LICENSE AGREEMENT CAREFULLY. BY
IMSTALLING OR USING THE SOFTWARE, YOU ACCEPRT ANMD AGREE TO THE TERMS
ANMD CONDITIONS OF THIS AGREEMENT. IF ¥OU DO NOT AGREE TO THESE TERMS

AMD CORMDITIONS, DO MOT IMETALL OR LISE THE SOFTWARE.
A

(o

(H I do not accept

ImstallShield
= Back | et = | Cancel |

6. After reading and agreeing to the Software License Agreement, select the | accept radio button,

then click Next.
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The system displays the Install Destination screen:

% gynchron Networks

Everserve

g

Install Destination

Select the destination directory in which to install Everserve.

Directary Marme:

CAProgram FilesiSynchron MetworksiEverserve

Browse |

Space required for Everserve Installation: 88799670 Bytes

Available space an C 71487661696 Bytes

=1aix]

In=tallEhield

7. Specify the directory in which to install Everserve (default installation directory is provided), then

click Next.
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The system displays the JVM Resolution screen from which to select the Java Virtual Machine
(JVM) to use with Everserve:

X

Everserve-

T T—

JYM Resolution

Select a Jvwh to use with this installation

(® Use abundlad Jyi

ISun Microsystems JRE 1.3

(H Use a Jvh that already exists inyaur machine

I Browse |

InstallEhield

=Back |i MNext= Cancel

Everserve will display a list of JVMs currently installed on the device. You can choose a JVM from
the list to use with Everserve providing the JVM is version 1.3x.

8. Choose the JVM to use with Everserve, then click Next to continue.
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9.

10.

The system displays the Role Capabilities screen:

o

Everserve-

T

Role Capabilities

Please select one ar mare ofthe following role capabilities for this installation. The target
role capahility will be enabled by default.

I_ Relay

Wil this dewice be used to pass data and applications (packages) between a system that
zends packages to systems that receive packages?

I_ Community Manager
Wil this dewice be used to define which systems belong to a community, and the rale each
systermn in the community will hawe?

[ Publisher

Wil this dewice be used to send data and applications to other systems~

Windows Shortcut

|_ Create Everserve Shoricut in Programs Folder
ImstallShield

Cancel |

= Back |

Choose the role(s) that this device can have in the community. The role-type selected determines
which files are installed on the device. Multiple roles may be selected. For example, if you want the
community manager and publisher to reside on the same device, select both Community Manager
and Publisher from the check list.

The files installed for each role-type in the community are as follows:

Target: Default installation that enables devices to act as a targets. This installation does not
install sample specifications, Everweb service processes, or documentation. No community
manager, publisher, or relay capabilities are installed. Target capabilities are installed on all
Everserve devices regardless of role-type selection.

Relay: Installs all files except Everweb service processes and sample package specification files.
No community manager or publisher capabilities are installed on relay devices.

Community Manager: Installs all files and capabilities to manage communities, and includes
documentation and Everweb service processes. No publishing capabilities are installed.

Publisher: Installs all files and capabilities needed to deliver packages, and includes sample
specifications, documentation, and Everweb service processes. No community manager
capabilities are installed.

Click Next to continue.
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11. If you are performing a target only installation, go to Step 24. For all other installations, continue as
follows:

The system displays the Database Store selection screen:

x|

Everserve-

T

Please select a datahase stare that you will use with this installation.

(® ysoL

% Thiz selection will connect Everserve with the MySaL database. Please
=" make sure thatthe MySQOL database is installed and running on your
systerm hefare proceeding with this choice.

(‘ Other Databases

% Cther Databasze. Please contact Technical Suppar for instructions an
=" how to configure Everserve with some other datahase.

ImstallShield

= Back | Cancel

12. Select the database to use for Everserve’s persistence store, then click Next.

Note: If using a database other than MySQL, please contact Synchron Networks
Technical Support for assistance with installation and configuration.

When choosing MySQL as the database store, the Everserve Install Wizard will create a MySQL
account with the username “everserve” and password “everserve” for the database.
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13.

14.

15.

16.

The system displays the Create Everserve Database screen:

% gynchron Networks - |I:I|£|

Everserve-

T

Diatabase Initialization

This step allows you to create databhases used by Everserve. Ifyou have pre-existing
Everzene schemas defined inthe database store, you may choose to skip this step.

l_ Create Everserve Databases

WARMING: Choosing this option will eraze any pre-existing
Eversene data, including community settings.

Datahase Hosthame |E}{amp|eHnstName

Datahase Connection Part ISSDE

InstallEhield

= Back | Iext = | Cancel |

If this is the first time installing Everserve, the “Create Everserve Databases” check box will be
selected. It is used to create the Everserve database tables. If you have an existing Everserve
database containing information about your communities, checking this box will erase all existing
information contained in the Everserve database.

The default home directory is listed for the selected database. If the database is installed in a
different location, enter the full path in the Database Home field.

The Database Hostname is used to specify name of the device that is hosting the database.
Default Database Hostname is the device that is currently receiving the installation.

You can specify a Database Connection Port other than the default provided in the Database
Connection Port field.

Note: This port must match the MySQL port - it does not change it.
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17. Click Next to continue.
The system displays the Transport Provider screen:

% synchron Networks ;lglil

Everserve-

T

Transport Provider

Do you want to install the Everserve transpart provider an this
machine? Please choose whether to access atransport provider on
a separate machine ar on this machine. Ifyou choose to access an
external transport provider, the message server file that was created
fram that installation must be available in arder to proceed.

@ Install transport provider with current installation

(ﬁ Use external transport provider

Messane Sener Brovyse |

InstallEhield

= Back | Cancel |

18. Choose whether to install Everserve’s JMS transport provider on this device, or you can choose to
use a transport provider located on a remote system.

If choosing Use External Transport Provider, click Browser and select the message_server.cfg
file for the remote JMS server you wish to use as the community transport provider. See Installing
Everserve for Internet Messaging for additional information on how to set up a remote JMS server
for the community.
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The system displays the Transport Configuration screen:

_olx]

Everserve-

T

Transport Provider Configuration

Select the RMI Port number for Everserve to use

Ewerserve RM| Port 1099

Fiorano Settings
Please make sure thatthe Fiorano MGQServer ports can he
exclusively used by this installation.

tGSener JNDI Cannection Port |1856
tGSener Admin Connection Port |185?
Adrmin User Mame Iadmin

I

Admin Password

InstallEhield

Cancel |

19. The RMI port is used for internal Everserve administration. By default this port is set to 1099. You
may want to change this port setting if you have other applications using this port.

20. The Fiora
are set to
other app

Note:

no Settings are used for JMS traffic and administrative operations. By default these ports
1856 and 1857, respectively. You may want to change these port settings if you have
lications using these ports.

It is recommended that you install Everserve to run Fiorano with SSL. Failure
to do so may compromise the community against hacking, spoofing, or
unauthorized access. All communities must be configured with all devices
either installed to use SSL or not. With the exception of target only installed
devices, Everserve does not allow mixed SSL/non-SSL devices within the
same community. To switch devices between SSL and non-SSL, you must
reinstall Everserve and choose the appropriate option.

21. Click Next to continue.
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The system displays the Transport Provider Hostname screen:

x|

Everserve-

T

Transport Provider Hosthame

FPlease verify that the hostname of the Transpart Provider is carrect. Ifyou are
accessing an BEverserve transpon provider that exists acrass a firewall, you
should provide a fully gqualified hostname {i.e. serverl acme.com)

Transport Provider Hostname | ExampleHostame

ImstallShield

= Back | et = | Cancel |

22. Enter the hostname of the device that will be used as the transport provider. By default, the system
fills in the local device’s hostname. If you are setting up an Internet Everserve community, provide
the fully qualified hostname of the remote JMS server. See Installing Everserve for Internet
Messaging for additional information on how to set up a community for secure Internet
transmissions.
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If you are installing relay only capabilities, go to Step 24.

The system displays the Web Server Port assignment screen:

x|

Everserve-

T

Everweb Configuration
Enter the port to run the Tomcat weh-semver.

Tomecat Paort ISJ'43

IT Run Everweh using HTTPS

ImstallShield

Cancel |

23. Enter the port from which to access the Tomcat Web server, or click Next to accept the default port
of 8443.

Note: It is strongly recommended that you install Everweb using HTTPS. Failure to
do so results in the username and passwords (on the device running
Everweb) being passed in clear text.
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The system displays the NT Service Authentication screen:

_[olx

Everserve-

T

Windows NT Service

Selectthe erwvironment in which to start the Everseme sewvice (LocalSystem or Specific
Lser). Ifyou choose to start the service for 3 specific user, the userwill be given rights
to start services. Furthermore, on installations with Community Manager or Publisher
rales enabled, the chasen userwill be allowed to act as a part ofthe aperating system.

G Start Service for LocalSystem
I— Allowe service to interact with desktop

(_,, Start Service for Specific User

Usernarme |

Eassword |

InstallEhield

Cancel |

24. If you wish to start Everserve as an NT Service for all users on the device, click Start Service for
Local System.

To allow Everserve to interact with the devices’ desktop, click the Allow Service to Interact with
Desktop check box.

If you wish to run Everserve with specific user privileges, click Start Service for Specific User,
and enter the username and password required.

Note: For Windows 2000 devices, when choosing to start the Everserve service for
a specific user, that user must have system level permissions, and added to
the “log in as a service” group. These permissions are granted from the
Administrator Tools> Local Security Policy dialog box.

Giving a user system permissions is not typically advised as that user’s
account privileges will exceed those of the System Administrator.

25. Click Next.
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The system displays the Install Summary screen from which to review the installation and setup
options:

% synchron Networks - |I:I|£|

Everserve

g

Everserve Installation Summary

Please make sure that the fallowing information carrecthy
SUMMArzes your preferences.

General ﬂ
Destination |C:1Pru:ugram Filesi3ynchran Metworks\Everserve
Roles Itarget, community manager, publisher
Jawa Hame |C:1Pru:ugram Files\Synchran Metworks\Everserveljre
Eversere R Port Iw
Persistent Store
DH Manager IMvSQL Server
Create Everserve Database? |N0 ﬂ
Installshield

= Back | """" Mext = | Cancel |

26. If you wish to make changes to the installation and setup, click Back to traverse backwards
through the installation program and make necessary changes. If the summary of options are
correct, click Next.
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The system installs Everserve and displays the following screen:

Synchron Networks

27. Click Next.
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The system displays the following screen:

x|

Everserve-

T

To complete this installation, you must reboot your machine

This reboot is required to update the environment variables and to start the service(s). If
wal choose notto reboot now, please be sure to rebootyour machine before starting
Everserve.

G Reboot now

(ﬁ Reboot later

ImstallShield

28. During installation, Everserve updates the Windows registry and other configuration files. You
must reboot the device for all changes to take affect. Everserve will automatically reboot the
device after installation completes if Reboot Now is selected. If you want to reboot the device at a
later time, select the Reboot Later radio button.

Note: If you chose the Reboot Later option, you must reboot your system before
running Everserve.

29. Click Finish.
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Silent Installations

All Everserve silent installations use the same install process regardless of the role being installed on
the device. However, what determines the role installed on the device is the properties file
(<peerRole.Properties>) used during the installation. The Everserve install CD provides a silent
installation properties file for each role that can be installed on a device (community manager,
publisher, relay, and target).

As a minimum, all silent installations will include the basic files needed to run Everserve, receive
packages, and send return receipts back to the device that originated the package regardless of the
role-type installation.

Regardless of the role you are installing, you must copy the installer setup executable program and
the installer.properties (<peerRole.properties>) files to a temporary directory on your hard disk, then
run the <peerRole.properities> file from this directory. These files are located at:

I nst al | er s\ Wndows\ WnNTCust om nst al | \ set up. exe and <peer Rol e. properti es>
The following section describes how to run silent installations on Windows devices used as targets,
relays, publishers, and community managers.

Note: Before attempting a silent installation, verify that all settings in the
<peerRole.properties> file are correct, and if not, modify the file as needed.

To Perform a Silent Installation:

1. Copy the files set up and <peer Rol e. Propert i es> from the installation CD (located in
\Instal |l ers\Wndows) to atemporary directory on the device’s hard disk.

The <peer Rol e. properti es> will be any or all of the following files:

* cmPub.properties (for both community manager and publisher capabilities)
« communityManager.properties

* publisher.properties

* relay.properties

» target.properties

2. From a command window, change to the temporary directory containing the set up and
<peer Rol e. properti es> files and enter the following command:

set up. exe -options <peerRol e. properties>

Where Options =

Install Destination:

-P absolutelnstall Locati on="<lnstall Locati on>"
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Java Home:

-WjvnResol uti on. chosenJavaHonme="<Java Hone>"

3. Reboot the device after the installation process completes before running Everserve.

Sample peerRole.properties File

B TR R R R R T R TR R R R

# Property file for comunity nanager with publisher installation

# Creation Date: 9/20/2002

#Revision 1.0

HRBHHHH T H T H R R H R
# Specify silent node

HHHHH T R R I R R
-silent

S H R S R A R S
# Everserve shortcut in the Start Menu

HRBHHHH TR H T H TR R HH SRR R
# -Wdestination.install Shortcut="Fal se"
BRI R R I R R
# Rol e types.

# For target-only install, coment out all roles bel ow
sk a ks b e g
# relay:

#-Wrol eCapability.rel ay="True"

# community manager:

-Wrol eCapabi | i ty. communi t yManager =" Tr ue"

# publisher:

-Wrol eCapability. publisher="True"
T
# Persistent storage type.

# Not applicable for target-only installs.
T
- W cust onfeat ur es. dbSt or e=" dbMySQ."

HHHBHBHHHHBHBHH BB BB R AR AR R A
# Create Everserve dat abases

# Not applicable for target-only installs.

HHHBHBHHHHBHBHH BB BB R AR AR R A
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- W cr eat eDat abase. cr eat eDat abases="Tr ue"
B B B e

# Reboot machine after installation is conplete
HHHBHBH IR BH B R AR R R R R R A R AR R R

-Wr eboot Panel . r eboot =" Fal se"
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Installing Everserve on Solaris Devices

Everserve provides interactive and non-interactive installations for Solaris 7 and 8 operating systems.
The install program allows you to configure devices as either a community manager, publisher, relay,
or target. By default, all devices receive target capabilities at install time, which lets you configure any
device as a target.

Everserve's interactive installation (PKG installer) prompts you for selections and information used to
set up Everserve on the device, while silent installations use a response file that contains the
necessary information needed to install Everserve on the device. Response files must be edited to
specify install parameters critical for a complete and successful installation.

The following sections describe how to perform interactive and silent Solaris installations.

PKG-ADD Installation for Solaris

The PKG installer is used to install Everserve onto Solaris devices. Device role capabilities, database
configuration, and applicable TCP port designations are all specified during the installation. For
information on how to perform silent, non-interactive installations, see Silent Installations.

Note: Please read the license agreement on the installation CD before proceeding
with this procedure.

Summary

This information in this section summarizes the PKG installation procedure. Detailed information for
each of these tasks is provided in the sections that follow.
1. Uninstall any prior versions of Everserve before installing this release.

2. Install a database for use with Everserve if one does not currently exist. A database is required if
the device will be used as a community manager, publisher, or relay. Targets do not require a
database. Instructions for installing a MySQL database are included in this guide; refer to the
section Installing MySQL on Solaris Systems for instructions on installing MySQL.

3. Install Everserve.

Uninstall Prior Versions of Everserve

1. Login as root.

2. Determine if a previous version of Everserve is installed on the device. The easiest way to
determine the state of the system is to issue the "everserve version" command and observe the
response of the system.

# everserve version
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If Everserve is installed on the device, the system will display the product version. In this case,
proceed to Step 3.

If Everserve has not been installed on the device the message "everserve: command not found"
(or similar) will be returned. In this case, check the directory in which you wish to install Everserve
and verify the /Synchron directory does not exist. If a /Synchron directory is present you must
remove it before continuing with this procedure. Once it is determined that Everserve is not
installed on the system, skip the following procedure and go directly to Installing MySQL on Solaris
Systems in this user guide.

3. Issue the Stop command to shutdown Everserve:

# everserve stop

4. Determine the type of installation of the existing Everserve version:

# |s [usr/local/synchron | grep _uninst

If the _uninst directory is present, Everserve was previously installed using the setup.bin installer.
If the _uninst directory does not exist, Everserve was installed using the PKG-ADD program.

5. Using the results from Step 4, perform one of the following steps:
+ If the directory _uninst exists, go to the install directory and uninstall Everserve as follows:

# cd /usr/local/synchron/ _uninst

# ./uninstall.bin

» Ifthe /_uninst directory does not exist, enter the following command to uninstall
Everserve:

# pkgrm Everserve
6. After Everserve has been uninstalled, delete the /synchron directory.

Note: If you wish to save any previous files in the /synchron directory, save them to
a separate location.

# cd /usr/local
# rm-rf synchron
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Installing MySQL

Before installing Everserve, you must set up the database. Follow the instructions in the section
Installing MySQL on Solaris Systems earlier in this guide for database set-up information and
instructions.

Installing Everserve
1. Go to a temporary directory in which to begin the Everserve installation. For example:

# cd /usr/tnp

N

Copy the Everserve-2.0-3.22.pkg.tar file from the CD to the temporary directory.

# cp /cdrom everserve2.0/ I nstallers/Solaris/Everserve-2.0-3.22. pkg.tar

3. Untar the Everserve file:
# tar -xvf Everserve-2.0-3.22.pkg.tar
4. Install Everserve from the temporary directory:
# pkgadd -d .
The system will display a list of all packages available for installation.

5. Enter the PKG instance you wish to install:

# Everserve

The system will display the Synchron Networks Application Platform license agreement and
applicable copyrights.

6. If you agree to the terms and conditions in the license agreement, enter 'y’ when prompted:

Do you accept the terns of this |icense agreenent? [n] [y,n,?,q] vy

7. By default Everserve will be installed in the /opt directory. If you wish to install Everserve into a
different directory than the default, enter the directory path:

Pl ease choose an install directory [/opt]

8. If you want to define a user account that has privileges to access Everserve, enter that account
name when prompted (default =root).

Type in the user that you want to run and own Everserve processes [root]
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10.

1.

12.

13.

14.

15.

16.

To have Everserve start automatically after a device reboot, accept the default provided, or choose
‘n’ so that Everserve does not automatically start after a reboot. (in this case, you must manually
start Everserve each time the device is restarted).

V\bul[d yog Iike everserve to start automatically at boot tine? [y]
y;ny -;q

Everserve requires a JRE 1.3 or newer. A compatible JRE is provided with the installer:

Wuld you like to install the JRE bundled with Everserve? [y] [Vy,n, ?,qd]

If you would like this device to pass messages between the publisher and designated peers,
choose ‘y’ at the following prompt:

Wuld you like to have Relay capability for this installation of
Everserve? [n] [y,n,?,qi/

If this device will be used to create communities, peers, and assign peer roles within a community,
choose ‘y’ at the following prompt:

Woul d you like to have CMcapability for this installation of Everserve?
[n] [y,n ?,4d]

If this device will be used to create and deliver packages to peers, choose ‘y’ at the following
prompt:

Wul d you like to have Publisher capability for this installation of
Everserve? [n] [y,n,?,q]

If you wish to configure your Everserve community to share a remotre JMS server (used for secure
Internet messaging), choose ‘y’ at the following prompt:

Do you want to use a transport provider on a different machine [n]
y! n! ?! q] n
Enter the hostname of the machine that will be used for JMS (default is the local hostname)

Pl ease specify the fully qualified host nmachi ne name where the transport
provider is |located [ny.exanple.coni

If you would like to run SSL for secure transmissions, choose ‘y’ at the following prompt:

Pl ease choose whether or not to run Fiorano in a secure node [Y]
[y.n,?,q] y
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17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

Specify the JMS port to use for Everserve transmissions:

Pl ease choose a JNDI port for Fiorano MJerver connection [1856]

Specify the JMS port to use for administration transmissions:

Pl ease choose an Adnmin port for Fiorano MJerver connection [1857]

Specify a JMS administration username:

Pl ease enter a | ogon nane to use for Fiorano adm n connections [adm n]

Specify the password used with the JMS administration username:

Ple?se euhfr a | ogon password to use for Fiorano adm n connections
pass

Devices configured as a community manager, publisher, or relay require a database. If you wish to
use MySQL as the database for this device, choose ‘y’ at the following prompt. If you wish to use a
database other than MySQL, please contact Synchron’s Technical Support for assistance with
configuring the database with Everserve.

Woul d you like to use MySQ. for persistent storage? [yl [vy,n,?, q]

Enter the full directory path where the MySQL database is located:
Where is MySQ. | ocated? [/usr/local/nysql]

Enter the full directory path where the MySQL data directory is located:
Where is the data directory? [/usr/local/nysql/data]

If this is a first time installation, choose ‘y’ to the following prompt, If you already have an
Everserve database and wish to keep all existing data, choose ‘n’ to the following prompt:

Wul d you like to create the database? [y] [y, n,?, q]

Enter the hostname where the database is located:

Speci fy the host where the database resides? [l ocal host]

Enter the port to use for the database connection:

Specify the port to use for database connection? [3306]
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27.

28.

20.

By default, Everserve uses port 1099 as the default TCP port for RMI. If you wish to use a different
port for this purpose, enter the port number you wish to use.

Pl ease choose a TCP port for RM [1099]

Specify if you would like to use a secure HTTP connection with Everweb:

W)ul[d] you |ike to use a secure HITPS connection when operating Everweb?
y

[y! n, ?r q]

By default, Everserve uses port 8443 as the default TCP port for its Web client, Everweb. If you
wish to use a different port for this purpose, enter the port number you wish to use.

Pl ease choose a TCP port for Everweb [8443]

The system displays a summary of all settings selected for this installation. Ensure that all settings
are correct before proceeding with the installation:

| NSTALL_DI R / opt

JavaHone /opt/synchron/jre
Install JRE? yes

Rol e target, relay, community manager, publisher
Persistent Store MSQ

Initialize DB yes

RM Port 1099

Ext er nal Transport no

Transport Host nmy. examnpl e. com

SSL Seed File /tmp/ nessage_server. cfg
Use Fi orano SSL yes

Admi n User nanme adm n

Adnmi n Passwor d passwd

Fi orano JNDI 1856

Fi orano Adm n 1857

Use HTTPS? yes

Ever web Port 8443

Process Owner r oot

Aut oSt art yes
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30.

MySQL Dir [usr/1ocal / nysql

MySQ. Dat a [usr/local / nysql /dat a
Dat abase Host | ocal host

Dat abase Port 3306

If any of the installation settings are incorrect, choose ‘n’ at the following prompt. If all settings are
correct, choose ‘y’ at the following prompt.

Are these parameters correct? [y] [vy,n,?, q]

31. To continue the installation, enter ‘y’ at the following prompt:

Do you want to continue with the installation of <Everserve> [y,n,?] y
32. The system installs Everserve using the specified settings. When the installation completes, the

system will display the following message:

Installati on of <Everserve> was successful.

The system will install the following subdirectories in /opt/synchron:

/bin

/lib

[server

/external

fjre

/db

Note: The subdirectory /external will not be installed on devices receiving relay or
target only capability installs.

33. Start Everserve:

# everserve start
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34. Start an Everserve session:

# everserve

The system displays the following message, then displays the Everserve prompt:
Checki ng Everserve server. ..

Everserve 2.0-3.22 Copyright (c) 2001-2002, Synchron Networks, All
Ri ghts Reserved.

Everserve interactive shell. Type ? or help for a list of conmands.

Ever serve>
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Silent Installations

All Everserve silent installations use the same install process regardless of the role being installed on
the device. However, what determines the role installed on the device is the response file
(<peerRole.response>) used during the installation. The Everserve PKG installer includes response
files used for performing silent installations. The response files are used to specify the role-type being
installed on the device, where role-type can be community manager, publisher, relay, or target. Before
attempting a silent installation, verify all settings in the <peerRole.response> file contains the desired
settings, and if not, modify the file as needed.

As a minimum, all silent installations will include the basic files needed to run Everserve, receive
packages, and send return receipts back to the device that originated the package regardless of the
role-type installation.

The following section describes how to run silent installations on Solaris devices used as targets,
relays, publishers, and community managers.

Note: Before attempting a silent installation, verify that all settings in the
<peerRole.response> file are correct, and if not, modify the file as needed.

To Run the Solaris Silent Installer:
1. Log into the device as root.
2. Uninstall any prior version of Everserve that may be present on the device.

3. Create a temporary directory in which to copy the PKG installer from the install CD. For example:

# mkdir /usr/tnp/everserve_ pkg

4. Go to the temporary directory created in Step 3:
# cd /usr/tnp/everserve_ pkg

5. Insert the Everserve Installation CD into the device’s CD-ROM drive and copy the PKG installer to
the temporary directory created in Step 3:

# cp /cdrom everserve2.0/ I nstallers/Solaris/Everserve-2.0-3.22. pkg.tar

6. Enter the following command to tar the Everserve installer:

# tar xvf Everserve-2.0-3.22.pkg.tar
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7. Ensure all settings specified in the <peerRole.response> file used for this installation are correct.
For example, the default installation directory is /opt. If you wish to install Everserve into a
directory other than /opt, you must edit the <peerRole.response> file and specify the directory in
which to install Everserve.

The following example shows the default settings for the cmPub.response file. This response file
will install Everserve in the /opt directory (shown as BASEDIR=/opt), and install target, community
manager, and publisher role capabilities for the device (shown as Roles=target, community
manager, publisher).

Sample cmPub.response file:

DBASE=

MYSQ._HOVE=/ usr /| ocal / mysql
MYSQL_DATA=/usr /1 ocal / nysql / dat a
DB_HOST=I ocal host

DB_PORT=3306

BASEDI R=/ opt

JavaHone=/ opt/ synchron/jre

Javal nstal | =yes

Rol es=target, comunity manager, publisher
Per si st ent St or e=MySQL
InitializeDB=yes

UseHt t ps=yes

Tonctat Port =8443

Secur eFi or ano=yes

JNDI Port =1856

Adm nPort =1857

FMP_HOME=/ opt / synchr on/ Fi oranoMX®. 3
RM Port =1099

Aut oSt art =yes

Pr ocessOaner =r oot
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8. Once all settings in the <peerRole.response> file have been verified for this installation, start the
silent install process as follows:
# pkgadd -a silent.admn -r $PWD <peerRol e. response> -d $PWD Everserve
The installer will install Everserve using all settings defined in the <peerRole.repsonse> file and
create the following subdirectories from the /opt/synchron (or specified install) directory:
\bin \lib \server
\external \jre \db
Note: The subdirectory /external will not be installed on devices receiving relay or
target capability only installs. The /external subdirectory is only installed for
community manager or publisher installations.
9. Start Everserve:
# everserve start
10. Start an Everserve session:
# everserve
The system displays the following message, then displays the Everserve prompt:
Checki ng Everserve server...
Everserve 2.0-3.22 Copyright (c) 2001-2002, Synchron Networks, All
Ri ghts Reserved.
Everserve interactive shell. Type ? or help for a list of commands.
Everserve>
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Installing Everserve for Internet Messaging

Configuring Everserve for secure Internet messaging requires an appropriate community manager/
publisher device to be located in the DMZ that will be designated for JMS messaging and
transmissions in the community. This JMS server is configured with JMS messaging software only — it
does not have Everserve capabilities installed. This JMS server is a passive server, meaning it does
not make any outgoing connections.

All devices located on both sides of the firewall communicate with each other through the dedicated
JMS server. The community managers and publishers are located behind the corporate firewall and
communicate to externally located devices using this community JMS server. Any device that is a
member of an Internet Everserve community communicate with the community managers, publishers,
and relays using this community JMS server. Figure 3 illustrates a simple Internet configuration for an
Everserve community.

Note: CM, Pub, Relays must CM Pub
resolve DNS/Hostname of
JMS Server

JMS Server

inside DMZ
Ports 1856, 1857 (Public IP)

Corporate
Firewall
Port 1856
Internet
Firewall/NAT
Port 1856

nnnnnnnn

[ ] [ ] Note: All Devices must
; - ; _ resolve DNS/Hostname of
JMS Server
Targets in External

Network

Figure 3 Internet Transmission Configuration
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Configuration Summary

The following summarizes the process used to configure Everserve for secure Internet messaging:

1.

Configure the firewall/DMZ so that target systems outside the firewall can attach to the first of the
two JMS server ports (1856 by default). Community managers, publishers and relays that use this
JMS server will need to attach to both JMS server ports (1856 and 1857 by default).

Install only JMS server on the device that will be used for all Everserve transmissions. During this
installation, the publicly routable IP address and publicly routable hostname for this JMS server is
identified and included in the message_server.cfg file.

Install Everserve on the community manager, publisher, and relays using message_server.cfg to
specify JMS transmission address and ports used by the dedicated JMS server.

Install Everserve on all targets using the community seed generated by the community manager.

For assistance in setting up your Everserve network for secure Internet messaging, please contact
Synchron Networks Professional Services group.

JMS Server Only Installations

To set up Everserve to run securely over the Internet, you must have a device that is installed with JMS
only in the DMZ. This device will be used as the community’s JMS server, passing messages between
the Intranet located behind a firewall to devices located globally. All devices located behind the firewall
pass messages through the firewall to the remote JMS server, while devices located remotely
(accessed over the Internet) pass messages to the remote JMS server, which forwards the message
to devices located behind the firewall.

Note: The device used as the JMS server is installed with JMS capabilities only — it
does not receive an installation of Everserve software.

The following sections describe how to install JMS only on Windows and Solaris devices.
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Synchron Networks



System Administrator’s Guide Installing Everserve for Internet Messaging

Windows JMS Only Installations

JMS only installations can be performed on Windows NT, XP, and 2000 devices only. Due to resource
limitations, Windows 95 and 98 devices can only be configured as targets and should not be installed
with JMS only software.

To Perform a JMS Only Installation:

1. Insert the installation CD into the device’s CD-ROM drive.
The system displays the Start Here HTML screen:

5 Synchron Networks - Microsoft Internet Explorer provided by Earthli — ||:| |£|
File Edit Wew Favorites Tocols Help “Send ﬁ
=Eack v = v & At | @search GaFavorites @Media <3 | By S 0] - |Lin|<s ®

Address I j &G0

Everserver

e —

Thank you far choasing Eversende, the ultimate secure distribution platform for your husiness information!

ou can follow the Quick Start Guide to perform an initial trial installation and walkthrough, to familiarize yourself with
Everserve, in conjunction with the product concepts covered in the Product Owviendew.

Please read the planning and installation sections of the Systerm Administrators Guide to begin planning foryour full
deployment of Eversene.

Guick Start Guide

Wiew Documentation
Installers

Third Party Software Licenses
Technical Suppart Site
Synchron Home Page

Copyright 2002 @ Synchron Metworks, Inc.

-
&) Done I_ l_ l_ @ Local intranet

N

2. Click Installers.
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The system displays the following screen:

; synchron Networks - Microsoft Internet Explorer provided by E _|O0 5]

Fle Edt Wew Favorites Tools Help &Send ﬁ
w=Back v = v @ @ & | @search GiFavortes Wveda 3| B S © ~ E
Agdressl

27 synchron networks

Everserver

——————

Installers

Please selectthe component you wish to install

Motes:

1 Except on Target-only installations, vou must have a supported database installed
and running on the device befora installing Everserve. The installer for MySal, the —
default supported database, is provided below.

2. Bydefaulta JMS server is installed in the same location as the roles it supports.
Separate JMS Server-only installers are supplied for configurations where the JMS
Server needs to he installed in a different [ocation {e.0. in a DMZ) from the roles it
supports.  For more information on such configurations, consultthe Systern
Administrator's Guide.

Everserve Installers

Supported Typical .

Installer Platforms Usage Size
Everserve windows NT, XP, Installing ary 522 ME
2.0 Full Install 2000 role on these

platforms

Everserve wyindows NT, %P, Installing target- 19.0MB
20 2000 only rale on
Target Install these platforms
Everserve wyindows 95, 98 Installing target- 19.0 MB
20 only role on
Target Install these platiorms -

4
‘@ Done | ,7 ,7 @‘é Local intranet

N

3. Scroll down the page and click the JmsServer link for the device’s operating system to begin the
installation.

4. The system displays an Explorer window.
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5. From the Explorer window, double-click on Setup.
The system displays the JmsServer Setup installation Wizard:

ji& JmsServer

Welcome to the JmsServer Setup Wizard

The installer will guide you through the steps required to install JmsSenser on your computer

Click "Mext" to continue.

WARMNING: This computer program is protected by copyright law and international treaties.
Unauthorized duplication or distribution of this program. or any parion of it, may resultin severe
civil or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

Cancel Erevious

6. Click Next to continue.

The system displays the following screen:
L]

Select Installation Folder

The installer will install JmsServer in the following folder.
Tainstall in this folder, click "Next". Toinstall to a different new or existing folder, enter one below

or click "Brawse".
CAProgram FilesySynchron NetworksimsServer, Browse...

Folder:

“Y'ou can install the software on the following drives
Disk &

Wolume
=20
S2F

%G:
1]
=

EBrevious |

Cancel
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7. Click Next to continue.

The system displays the following screen:
=10lx|

Select Installation Folder

The installer will install JmsServer in the following falder.
Tainstall in this folder, click "Next". To install to a different new or existing folder, enter one helaw

or click "Browse".
CAProgram Files\Synchron Networks\JmsServer, Brawse.. |

Eolder:

v'ou can install the software on the following drives:

Wolume Disk =
=C: 1
S2F I
=G Iv
| | »
Disk Cost... |

LCancel | Erevious |

8. Click Next to accept the default installation location, or click Browse and choose an alternate

directory for the installation.

Synchron Networks
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The system displays the following screen:

B

JMS Server Configuration

Flease make sure thatthe JNDI and Admin ports may be used exclusively by this service

JNDOI Port 1856
Admin Fort [1g57

¥ Enable S5L Connections.

Admin Llsername Iadmin
Admin Password IM

Cancel | Previous | & i

9. The Fiorano Settings are used for JMS traffic and administrative operations. By default these ports
are set to 1856 and 1857, respectively. You may want to change these port settings if you have
other applications using these ports.

Note: It is recommended that you install Everserve to run Fiorano with SSL. Failure
to do so may compromise the community against hacking, spoofing, or
unauthorized access. All communities must be configured with all devices
either installed to use SSL or not. With the exception of target only installed
devices, Everserve does not allow mixed SSL/non-SSL devices within the
same community. To switch devices between SSL and non-SSL, you must
reinstall Everserve and choose the appropriate option.

10. Enter the Administrator account name and password.

11. Click Next to continue.
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The system displays the following screen:

=1olx]

Confirm Installation

The installer is ready to install JmsSenver on your computer.

Click "Next" to start the installation

Cancel | Previous |

The system installs JMS on the device. After installation, the system displays the following screen:

—lofx]
2

J

Installation Complete

JmsServer has been successfully installed.

Click "Close" to exit

Eanrcel Erevimus

12. Click Close.
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Solaris JMS Only Installations

To install JMS only on a Solaris device:
Summary

1. Uninstall any prior versions of Everserve or JmsServer.

2. Install JMS using the JMS PKG installer.

The following sections provide instructions for each of the tasks described above.
Uninstalling Prior Versions of JmsServer

1. Login as root.

2. Uninstall any previous instance of JMS:

# pkgrm Jns
3. After the JmsServer has been uninstalled, delete the /JdmsServer directory.

Note: If you wish to save any previous files in the /JmsServer directory, save them to
a separate location.

# cd /opt/synchron
# rm-rf JnsServer

Installing the Jms Server

1. Go to a temporary directory in which to begin the JmsServer installation. For example:

# cd /usr/tnp

2. Copythe JnsServer. pkg. t ar file from the CD to the temporary directory.

# cp /cdrom Installers/Sol aris/JmsServer/JnsServer. pkg.tar.

3. Untar the JmsServer file:

# tar -xvf JnsServer. pkg.tar

4. Install JmsServer from the temporary directory:
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# pkgadd -d .

The system will display a series of prompts required to complete the installation.

5. Upon completion, the following subdirectories are created in the JmsServer home directory (/
opt/ synchron/ JnmsSer ver in a default installation).

+ /bin

« lib

» /scripts
o Jjre

6. Start the Jms Server.

# jneserver start
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Post Installation Tasks

After installing Everserve, ensure the following directories have been installed on the system
(Windows systems installs into \ Pr ogr am Fi | es\ Synchron Net wor ks\ Ever ser ve\ , while UNIX
systems installs into / usr/ 1 ocal / synchron/):

* bin

+ docs

» external

» jre (if Everserve installed a Java Virtual Machine at time of installation)
« lib

* server

* _uninst

When running Everserve as a Windows Service (that is, Windows NT and Windows 2000), the
Everserve installation program will create the following registry entries:

 HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Everserve

« HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Everserve\Enum

+ HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Everserve\Parameters
+ HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Everserve\Security

When installing Everserve on devices that have access to the Web interface (that is, devices installed
with community manager or publisher capabilities) the Everserve installation program will create the
following additional registry entries:

* HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Everweb

+ HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Everweb\Enum

+ HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Everweb\Parameters
« HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Everweb\Security
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Configuration

Everserve’s installation process will completely configure systems to run
Everserve with little to no further configuration modifications necessary to create
communities and begin delivering packages. However, there may be times when
customizing certain configuration elements can improve performance of your
Everserve network while meeting the specific delivery requirements of peers in
the Everserve community.

This section provides information on specific configuration options that may be
modified to meet your computing environment’s needs. Instructions on how to
perform these configuration operations are included in this section.

The topics in this section include:

Configuring Alternate TCP and JMS Ports
Limiting Target Capabilities

Configuring System Logs

Setting-up Email Notification

Setting Delivery Timeouts

Synchron Networks
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Configuring Alternate TCP and JMS Ports

At install time, Everserve messaging ports are designated for RMI TCP and Fiorano JMS
transmissions to community peers. To ensure efficient and reliable transmissions, it is highly
recommended that both the RMI TCP and the Fiorano JMS transmissions are set up on open ports not
in use by any other applications or instances.

After installing Everserve, you can change the port designations for RMI and JMS transmissions. This
is done by modifying the Everserve.xml configuration file and changing the port assignments as
appropriate for message transmissions.

Configuring RMI TCP Port

Everserve uses port 1099 as the default TCP port for RMI transmissions for transmissions to
community devices. If this port setting is currently in use by another application, it is highly
recommended that a different port be used to handle Everserve activity.

The TCP port setting is specified when installing Everserve on the community manager system, in
which case, Everserve automatically assigns port information in the appropriate configuration files.
However, the RMI port can be changed at later time from 1099 to a port assonant not currently in use.

To Change the RMI Port Setting Used:

Edit the Everserve.xml configuration file located in the \ Synchr on
Net wor ks\ Ever serve\ server\ confi g directory and change the RMI port setting from 1099 to a
port assignment not in use by another application.

The following example illustrates the string requiring modification:

<Server SystenProperty property="java. nam ng. provi der.url"

type="string" value="rni://Ilocal host:1099"/>
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Configuring Fiorano JMS Ports
Everserve uses port 1856 for Fiorano JMS messaging, and port 1857 for Fiorano administrative
transactions. If either of these port settings are currently in use by other applications or other Fiorano

instances, it is highly recommended that different ports be used to handle Everserve activity. This will
help to ensure efficient and reliable package deliveries to all peers in the community.

The JMS port settings are specified when installing Everserve on the community manager system or
JMS server located in the DMZ. However, these port settings can be changed after installation by
modifying the Everserve.xml configuration file as described below.

To Change the Fiorano JMS Port Settings Used:

1. Stop Everserve on the device.

2. Edit the Everserve.xml configuration file located in the \ Synchr on
Net wor ks\ Ever serve\ server\ confi g directory and change the JMS transport settings.

For example, to change the Fiorano port settings from 1856 and 1857 to 1900 and 1901 respec-
tively, edit the following string as shown below.

Change From:

<Transport Confi gurati onProperty

roperty="java. nam ng. provider.url" type="string"
val ue="http: /I/OI ocF:JaI hgstj: 1856"/ > 9-p P g

<Transport Configurati onProperty

property="adm n.java. nani ng. provi der.url" type="string"
val ue="http://I ocal host: 1857"/>

Change To:

<Transport Configurati onProperty

roperty="java. nam ng. provider.url" type="string"
val ue="http: /I/OI ocF:JaI hgstj: 1900"/ > 9-p P g

<Transport Configurati onProperty

property="adm n.java. nani ng. provi der.url" type="string"
val ue="http://I ocal host:1901"/ >

3. Save the changes made to Everserve.xml and restart Everserve.
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Limiting Target Capabilities

Because Everserve can deploy files and applications to any device in an Everserve community,
publishers have the power to read directories, and to overwrite files and applications without human
interaction or permissions. There may be cases where you would not want to expose certain
directories, files, or applications to a publisher that could extract directory information or overwrite files.

To limit a target’s susceptibility to unwanted operations, you can control the target’s exposure from a
publisher as follows:

1. Set the target’s Everserve service to run as a particular user. For example, you can set Everserve
to run as “guest” so that when the user “guest” is logged in certain sensitive data is not accessible.
This can be set at install time or after Everserve has been installed on the target. Ensure this
account has the following accessibility rights:

+ The account is able to log on as services.
* The account has FULL access to Everserve install directory.
» The account has FULL access to the \Everserve\server directory.

* The account has Read and Execute; Read; List rights to other directories (the directories you
wish to lock down).

2. Ensure that your sensitive data is locked down so that the Everserve user (guest in this example)
can not access it. Note that you can choose to allow packages to deliver new files into sensitive
folders, without the right to read the files. You can lock down individual files or directories so the
publisher does not have access to these directories and files. By locking down the appropriate
executables, you can prevent scripts from executing those executables as well. For information on
how to set the target’s system to disallow certain access and operations from a publisher, see
Locking Down Directories, Files, and Executable Operations.

With such a setup, if the publisher attempts to deliver a package that accesses the sensitive data, the
package status indicator will display a red light indicating a delivery failure, and the return receipt will
indicate a stderr due to an “Access denied” error occurring on the target system.
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Configuring Everserve to Run as a Specific User

During install time, you can choose to configure Everserve to run based on the account name
supplied. However, if you have already installed Everserve to run on the local system regardless of the
account name supplied, you can change this configuration option without having to reinstall Everserve.
(Note that the following instructions are for Windows 2000 devices. Although the panel names may be
different on other Windows OS devices, the process of setting permissions is similar in concept.)

To Configure Everserve on Windows Devices:

1. Open the Windows Services panel. Choose:

Start]| Settings| Control Panel | Adninistrative Tool s| Services
2. Right-click on the Everserve service and choose Properties.
3. Click the Log On tab.
4. Click the This Account radio button.
5. Fillin the Windows account information as appropriate.

6. Click OK.
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Locking Down Directories, Files, and Executable Operations

There may be cases where you may want to protect certain files or directories from being overwritten
on target systems. The following instructions describe how to lock down target systems so that
specified directories and files can not be overwritten during package delivery and execution.

To Lock Down File Systems on Windows NT Devices:

1. Open the device’s Explorer or My Computer panel to display a list of all folders on the device.
2. Right-click the directory or file you wish to lock down and choose Properties.
3. Click the Security tab.

4. Add/Remove users from the list and give them the appropriate permissions. Make sure the
Everserve user does not have access to the file/directory for which you are setting security
permissions, and does have access to the files and directories that you leave open with change
permissions.

Note:  You must ensure that the Everserve user has access to the \Synchron
Networks directory. To do this, use the opposite procedure described in the
lock down instructions in this section.

To Lock Down File Systems on Windows 2000 Devices:

1. Open the device’s Explorer panel to display a list of all folders on the device.
2. Right-click the directory or file you wish to lock down and choose Properties.
3. Click the Sharing tab.

4. Click the Share this folder radio button.

5. Click Permissions.

The system displays a Name list box from which to select a user name, and a Permissions list box
from which to set access rights to the folder or file currently selected.
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6. Click Add.

The system displays a Name list box from which to select an account in which to grant or remove
permissions to this folder or file.

7. Select an account name for which you wish to set permissions to this folder or file, then click Add.
To select multiple accounts, press and hold the CTRL key while making selections.

8. Click OK.

9. Click an account from the Name list box, then click the privileges you wish to grant or remove from
the list of Permissions check boxes.

10. Click Apply.

11. Repeat Steps 9 and 10 for all accounts for which to grant or restrict permissions for this folder or
file.

12. Click OK to save the permission settings.
13. Click Apply on the Properties dialog box.

14. Click OK to save all changes.
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Configuring System Logs

System log files are used to monitor and troubleshoot system activity and events. Everserve uses the
Log4J.xml configuration file to specify which Everserve activities and events are logged, the amount of
event detail to log, and the location in which to store log files. By default, logs are initially set to record
activity and events that meet or exceed a “warning” state of operation, and are written to the

\ Synchron Net wor ks\ Ever serve\ server directory. The operational state at which logs are
created, the activity and event detail recorded, and the default logging directory can be changed by
modifying the Log4J.xml configuration file located in the \ Synchr on

Net wor ks\ Ever serve\ server\ confi g directory.

Changing Logging Layout and Format

Log4J.xml uses conversion characters to specify which events are logged, and the format in which
information is displayed. The following table lists the conversion characters used to specify logging
properties in the Log4J.xml configuration file. Use the conversion characters and formats shown in the
following table to customize specific logging results for the device.

Character Description

%cC Category of the logging event.

%C Fully qualified class name of the caller.

%d Date of the logging event.

%F File name where the logging request was issued (caution: extremely slow).

%l Location information of the caller (caution: extremely slow).

%L Line number from where the logging request was issued (caution: extremely
slow).

%m Application-supplied message.

%M Method name from where the logging request was issued (caution: extremely
slow).

%n Line separator.

%p Priority of the logging event.

Y%r Number of milliseconds since the start of the application.

Y%t Name of the thread that generated the logging event.

%X Nested diagnostic context associated with the thread.

%% A single percent sign.
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You can customize how information in the log files is displayed by specifying the format modifiers as
shown in the following table:

Format Modifier Example | Description

%20c Left pad with spaces if category is less than 20 characters long.

%-20c Right pad with spaces if category is less than 20 characters long.

%.30c Truncate from the beginning if category is more than 30 characters
long.

%20.30c Left pad 20 chars + truncate from beginning if more than 30

characters long.

%-20.30c Right pad 20 chars + truncate from beginning if more than 30

characters long.

Comment Tags

By default, several sections of Log4J.xml are commented-out to reduce the amount of logging for
specific activities or events. Comment tags begin with <! - - and end with -->. To un-comment a
section, remove both beginning an ending comment tags from the section; conversely, to comment-out
a section, add beginning and ending comment tags to the section as appropriate.

The following sections describe how to modify the Log4J.xml configuration file for:

Specifying Logging Priority Values

Specifying Format and Destination of STDOUT Logging
Specifying Logging Priority Values

Logging Java Exceptions

Logging Everserve Start and Stop Activity

Logging Server Connectivity Problems
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Specifying Logging Priority Values
Priority values are used to specify which activities and events to log based on event severity. This entry

defines the logging behavior for Everserve activities and events only—it does not log third-party or
operating system events.

Example:

<cat egory nane="com synchronnet works" additivity="fal se">
<priority value="warn" />
<appender-ref ref="STDOUT" />
</ cat egory>
Note: If the “priority value” section is commented out, it will effectively disable all
Asserts in Everserve (which use the "fatal” level). You can selectively enable

logging for specific areas of Everserve by un-commenting any of the
categories described in the following sections.

Priority order is DEBUG < INFO < WARN < ERROR < FATAL. These levels of logging are as follows:

Priority Value Description

Fatal Enables Asserts in all Everserve code.

Error Enables only error level messages (few).

Warn Enables only warning level messages (more, still few).

Info Enables info level logging (nearly none).

Debug Enables debug logging for entire Everserve product, all classes. This is the
most verbose setting and will show debug tracing for every single class
enabled for Log4J.

Note: If a single log4J message prints multiple times it means this message is
enabled by multiple areas. Be sure to add the ‘additivity="false" ' modifier to all
such categories to avoid this behavior.
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Specifying Format and Destination of STDOUT Logging
You can change the format and destination for all log entries written for STDOUT for all Everserve log
messages. To change STDOUT logging properties, change the value string for the "param name" tag

(shown below) in the Log4J.xml configuration file. Refer to Changing Logging Layout and Format for
descriptions and examples of formatting strings used to alter default system logging behavior.

Example:

<appender nane="STDOUT" cl ass="org. apache. | og4j . Consol eAppender" >
<l ayout cl ass="org. apache. | og4j. PatternLayout">
<par am nanme="Conver si onPattern"
value="% %5p [%] - %ir\n"/>
</l ayout >

</ appender >

Specifying Format and Destination of STDERR Logging
To change the format and destination for all log entries written to STDERR, modify the value in the
"param name" tag (shown below). Modifying this parameter will change the format of all Everserve

error log messages. Refer to Changing Logging Layout and Format for descriptions and examples of
formatting strings used to alter default system logging behavior.

Example:

<appender name="STDERR' cl ass="org. apache. | 0og4j . Consol eAppender" >
<param nane="target" val ue="Systemerr"/>
<l ayout cl ass="org. apache. | og4j. PatternLayout">
<par am nane="Conver si onPatt ern”
value="% %5p [%] - %ir\n"/>
</l ayout >

</ appender >
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Logging Java Exceptions
Enable (un-comment) the com synchronnet wor ks. uti | . Ever OnExcept i on category of logging

to further investigate a Java exception that Everserve is throwing. Note that not all exceptions are fatal
as Everserve has built-in recovery code to handle many exceptions.

Example:

<cat eg_ory name="com synchronnet wor ks. util . Ever OnExcepti on"
additivity="fal se">

<priority value="error" />
<appender-ref ref="STDOUT" />

</ cat egory>

Logging Everserve Start and Stop Activity

Enable (un-comment) the com synchr onnet wor ks. ni | e category of logging to investigate why the
Everserve device does not start or why it seemed to stop unexpectedly.

Example:
<cat egory nane="com synchronnetworks.nile" additivity="false">
<priority val ue="debug" />
<appender-ref ref="STDOUT" />

</ cat egory>
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Logging Server Connectivity Problems

Enable (un-comment) the com synchr onnet wor ks. r ol es category of logging to investigate
difficulties in one Everserve server connecting to another.

Example:

<cat egory nanme="com synchronnetworks.roles" additivity="false">
<priority val ue="debug" />
<appender-ref ref="STDOUT" />

</ cat egory>

If you need further information after enabling com synchonnet wor ks. r ol es (described above),
enable the com synchr onnet wor ks. nessenger category of logging. This area is very verbose;
use with caution when making deliveries.

Example:
<cat egory nane="com synchronnet wor ks. nessenger” additivity="fal se">
<priority val ue="debug" />
<appender-ref ref="STDOUT" />

</ cat egory>
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Setting-up Email Notification

Eve

rserve supports the ability to automatically send an email notification based on system and delivery

events. Email notification is specified in the Everserve.properties file. By default, this feature is turned

off.

To Set-up Email Notification:

1. Using a text editor, open Everserve.properties located in\ Synchr on
Net wor ks\ Ever serve\ server\confi g.
2. Change the i sEnabl ed parameter to TRUE. For example:
i sEnabl ed=true
3. Enter a known valid SMTP address for the snt pHost parameter. For example:
snt pHost =mmy. exanpl e. com
4. Enter a known valid SMTP email address for the f r omparameter, For example:
fromeEver serve@ry. exanpl e. com
5. Enter a valid email address in which to send the email notification in the t o field. For example:
t o=" Net wor kAdmi n@ry. exanpl e. cont
6. Change the noti f yOnFai | edRecei pt =f al se parameter to TRUE. For example:
noti f yOnFai | edRecei pt =t rue
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The following example shows how Everserve.properties might be modified to set up email notifica-

tion:

# ======================== —=======
# ========= EMAI L NOTI FI CATI ON CONFI GURATI ON ==========
# = Since this section is optional, it will expand in =

# = the output only if it already exists in the XM =
# = or the enabled property belowis true =

#Ever serveConfi guration. Emai |l NotificationConfiguration.isEnabl ed=true

#EvelrserveConfi guration. Emai |l NotificationConfiguration.sntpHost=ny. exam
pl e.com

#Ever serveConfiguration. Enai |l NotificationConfiguration.fronsEver-
serve@y. exanpl e. com

#EvelrserveConfi guration. Emai |l NotificationConfiguration.to=Adn n@ry. exam
pl e.com

#Ever serveConfiguration. Emai |l NotificationConfiguration.notifyOnFail edRe-
cei pt=true

7. Stop Everserve on the device, and run xsl t . bat from the \ Synchron
Net wor ks\ Ever serve\ server\ confi g directory as follows:

C:\..\Synchron Newtorks\Everserve\server\config> xsl t . bat .

8. Restart Everserve to enable email notification.
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Setting Delivery Timeouts

Delivery timeout is set in Everserve.xml on the target. By default, deliveries are set to timeout at
43,200 seconds (12 hours), at which time the delivery fails and a return receipt is sent to the publisher
that originated the delivery. The status of the delivery changes from “Pending” to “Fail,” with details of
the error listed in the return receipt.

The default delivery timeout (43,200 seconds) can be changed by modifying the Everserve.xml
configuration file located in \ Synchr on Net wor ks\ Ever serve\ server\config.

To Change Delivery Timeouts:

1. Stop Everserve on the target device.

2. Using an XML or text editor, open Everserve.xml located in \ Synchr on
Net wor ks\ Ever serve\ server\config.

3. Gotothe Transport Confi gurati ons section and change the value (entered in seconds) for
def aul t MaxRunTi nme from 43200 to a new value.

For example, to have deliveries timeout after 2 minutes, set the Tr ansport Confi gur ati ons
value to 120. For example:

Change From:

<Transport Confi gurati ons defaultTi mneout="300"

def aul t MaxRunTi me="43200" def aul t Bl ocksi ze="51200" maxi nunRe-
cei veBufferSi ze="0"/>

Change To:

<Transport Confi gurati ons defaultTi meout="300"

def aul t MaxRunTi ne=" 120" def aul t Bl ocksi ze="51200" maxi numRecei ve-
Buf ferSi ze="0"/ >

4. Save the file and restart Everserve.
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Command Line
Interface Operations

The task of creating and managing a community is the responsibility of the
community manager. The community manager creates and maintains a
community’s definition, which includes creating the community, creating peers,
and populating the community with peer definitions.

This topics in this section include:

Using the Interactive Command Shell
Controlling Operative States
Managing Communities

Managing Peers

Publishing Commands

Information Services Commands
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Using the Interactive Command Shell

Everserve provides a command shell from which to enter Everserve commands. The shell eliminates
the need to enter “everserve” before each command entered, thus reducing typing errors and
improving performance.

To enter the command shell, simply type “Everserve” at the command prompt. For example:

C.\> everserve
Checki ng Everserve server...

Everserve 2.0-3.20 Copyright (c) 2001-2002, Synchron Networks, All
Ri ghts Reserved.

Everserve interactive shell. Type ? or help for a Iist of commands.

Ever serve>

For illustration purposes, the instructions and examples that follow do not use the interactive shell;
therefore, all commands are preceded with “everserve.”
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Controlling Operative States

The following sections describe the various commands used to control Everserve operational states.
For Solaris systems, you must be logged on as root, or logged into a specific user account that was
enabled at install time with rights to stop, resume, and pause an Everserve service.

Note: The issuer of each command listed must be logged in to the device as a root
or Administrator.

Starting Everserve

The start command starts an Everserve process. For Windows devices, Everserve is automatically
started upon system reboot. In cases where Everserve was stopped, it can be started again from the
command line. For Solaris devices, Everserve is manually started from the command line.

To start an Everserve process, enter the following command:
Command Syntax:

$ everserve start

Stopping Everserve

The stop command shuts down the Everserve process, including all other required processes on the
device. Stopping an Everserve process on a target will not interfere with message delivery since
messages sent to the target are held in the sender’s JMS queue until the Everserve process is
resumed on the target. However, stopping an Everserve process on a publisher or relay device will
stop the JMS queue running on that device. When the JMS queue is stopped, no messages can be
sent to targets and return receipts will not be sent to the originating publisher until Everserve is
restarted.

Command Syntax:

$ everserve stop
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Pausing Everserve

The pause command suspends all Everserve processes until the resume command is given. When
paused, no other Everserve commands (except resume), including package delivery can be executed.
Packages sent to a paused server will be maintained in queue by the publisher so that once the server
is resumed (or stopped and started again), any packages it missed while it was paused will then be
received.

Command Syntax:

$ everserve pause

Resuming Everserve

The resume command re-instates Everserve processes to a fully operational state for all Everserve
commands.

Command Syntax:

$ everserve resune
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Managing Communities

Managing communities involves the creation and maintenance of the community definitions. Each
community is created and populated with peers. When a peer joins a community, it receives
information on its role in the community, routing information that it needs to know about, and a trust
model is established between the peers and the community manager. As a network topology changes,
it becomes increasingly important to maintain and update a community’s definition to reflect these
topology and/or routing changes.

The following sections describe the operations and tasks performed to create and maintain community
definitions.

Community Descriptions

A community description is a descriptive label bound to a community. Providing a description for the
community can be very helpful in differentiating between multiple communities. It is important to note
the following criteria regarding community descriptions:

* If no community description is provided, Everserve will omit the community description from the
community definition. Therefore, if you are managing multiple communities, it is strongly
recommended that you provide descriptive text that you can use to distinguish one community from
another.

+ If a multi-word community description is provided without enclosing quotation marks, only the first
word of the description after the community name will be saved as the descriptive name for the
community.

+ If you change the community name, make sure you also change the description to reflect this
change. Otherwise the old description will be associated with the new community name (see
Changing a Community Definition).
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Creating a New Community

The create community command is used to create a new community, and to create and add the
community manager peer to the community. After creating the community, the community manager
then creates peers and adds the peers to the community definition. The following example illustrates
the syntax used to create a new community:

Command Syntax:

everserve create conmunity

{- ¢ <comuni t yNane>}

{-p <communityManager Name>} [-d <“communityDescription”>]

Parameters and Options:

Parameter

Required

Description

{-c <communityName>}

Y

Name for the community. Community name
strings are alphanumeric and can include
symbols. Community names are case
sensitive.

{-p <communityManagerName>}

The peer name you wish to assign as the
community manager. If a peer with this name
already exists, the system adds the peer to
the community with the role of community
manager. If this peer does not exist, the
system creates the peer with the role of
community manager, and automatically adds
and joins the peer to the community.

[-d <*communityDescription”>]

Descriptive name for the community.
Community descriptions are alphanumeric
and may include symbols. Spaces can be
used in the description provided the
description is enclosed in quotation marks. If
no community description is provided,
Everserve will omit the community description
from the community definition

Note: Windows operating systems reserves the nomenclatures “com<x>" and
“Iot<x>" for device designation (where <x> is an integer ranging from 0-9). An
error will be returned if you attempt to create a community using either of
these device naming designators.
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Example:

The following example illustrates creating the community, “HR,” with a community description of
“Human Resources,” and the community manager peer, “HRcm.”

$ everserve create comunity -c HR -d “Human Resources” -p HRcm

Changing a Community Definition

The change community command is used to change the name or description of an existing
community.

Command Syntax:

everserve change comunit - ¢ <conmuni t yName>} o
[-n <Newcommuni t yName> -d <“NewConmuni t yDescri ption”>]

Parameters and Options:

Parameter Required Description

{-c <communityName>} Y Name for the community. Community
name strings are alphanumeric and
can include symbols. Community
names are case sensitive.

[-n <NewcommunityName>] N New descriptive name for the
community. Community names are
alphanumeric and may include
symbols. Community names are case
sensitive.

[-d <*NewCommunityDescription”>] N New description for the community.
Community descriptions are
alphanumeric and may include
symbols. Spaces can be used in the
description provided the description is
enclosed in quotation marks.

Example:

The following example illustrates changing the name for the community, HR, to “HumanResources,”
with the new community description of “Regional Human Resources Headquarters.”

$ everserve change comunity -c¢ HR —n HumanResources —-d “Regi onal Human
Resour ces Headquarters”
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Deleting a Community

The delete community command is used to permanently remove the community definition from your
Everserve network. The community definition specifies which server will publish to the community,
which servers will act as community relays to fan out messages to targets, and which targets will
receive packages. Because the delete community command removes only the community definition,
individual peer definitions remain intact and can be added to other communities as needed. The

following example illustrates the syntax used to delete a community:

Note:

Deleting a community does not delete any peer definitions, rather, the peers
remain intact but become orphaned and unable to receive packages until they
are added to, and join a new community. This predication also includes the
community manager peet, that is, you can delete a community, but the
community manager peer will retain its description that it is a manager for that
community. Therefore, when deleting a community, it is recommended that
you either delete the community manager peer after deleting the community
(if it is not a community manager for any other community), or change the
community manager peer’s description to indicate that it is no longer a
community manager. See Changing a Peer Definition or Deleting a Peer for
additional information.

Command Syntax:

everserve del ete comunity {-c <communityNane>}

Parameters and Options:

Parameter Required | Description
{-c <communityName>} Y Name for the community. Community
name strings are alphanumeric and can
include symbols. Community names are
case sensitive.
Example:

The following example illustrates deleting the community, “HR.”

$ everserve delete comunity -c HR
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Recreating a Community Seed

The create seed command is used by the community manager to generate a community seed file.
The seed file is automatically generated when the community and community manager are created.
However, in cases where the community definition changes (such as when changes to the community
name, description, or community manager are made), the seed file an be generated again and
distributed to all new Everserve devices wishing to join the community.

The seed file contains the community manager’s public key used to validate device identities for those
devices wishing to join the community and receive packages. Once the seed has been created, the
seed must then be copied to all devices in the community. Using the join command, the device then
initiates a challenge-response protocol with the community manager.

Note: The community seed file must be copied to the \ Synchr on
Net wor ks\ Ever ser ve\ server directory on each device wishing to join the
community.

Command Syntax:

everserve create seed {-c <comunityNane>}

Parameters and Options:

Syntax Required Description

{-c <communityName>} Y Name for the community. Community name
strings are alphanumeric and can include
symbols. Community names are case sensitive.

Example:

The following example illustrates creating a community seed for the community “HR.”

$ everserve create seed -c HR
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Managing Peers

From the command line, you can create peers, add and remove peers from a community, and change
and delete peer definitions. The following sections describe how to manage the peer definitions in your
communities.

Peer Descriptions

Providing a description for each peer can be very helpful in differentiating between peers in a
community. It is important to note the following criteria regarding peer descriptions:

» If no peer description is provided, Everserve will omit the peer description from the peer definition.
Therefore, if you have multiple peers with similar peer names or designations in your communities,
it is strongly recommended that you provide descriptive text that you can use to distinguish one
peer from another.

« If a multi-word peer description is provided without enclosing quotation marks, only the first word of
the description after the peer name will be saved as the descriptive text for the peer.

» If you change the peer name, make sure you also change the description to reflect this change.
Otherwise the old description will be associated with the new peer name.
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Creating a Peer

The create peer command is used to create a new peer. Newly created peers are not initially
associated with a community until they are added to a community and given a role in the community.
Peers are not entitled to receive packages until they join the community to which they were added.

Command Syntax:

everserve create peer {—p <peer Nane>} {-h <host Nane>}

[-d <“peerDescription”>]
Parameters and Options:
Syntax Required Description
{-p <peerName>} Y Name for the peer. Peer name strings are case
sensitive and alphanumeric.
{-h <hostname>} Y The actual location of the machine (peer) on the

network. The hostname specified can be a fully
qualified hostname, or an IP address. The following
are examples of valid hostnames:

*  MyMachine
*  MyMachine.example.com
* 112.207.77.22

[-d <*peerDescription”>] N Descriptive name for the peer. Peer descriptions are
alphanumeric. Spaces can be used in the description
provided if the description is enclosed in quotation
marks. If no peer description is provided, Everserve
will omit the peer description from the community
definition. If a peer description is provided without the
enclosing quotation marks, only the first word of the
description after the peer name will be saved as the
descriptive text for the peer.

Example:

The following example illustrates creating a peer with the peer name of “Region2,” located on the
server “MySystem.example.com,” with a peer description of “Northwest HR Region Server.”

$ everserve create peer -p Region2 -h MySystem exanpl e.com
-d “Northwest HR Regi on Server”
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Adding Peers to a Community

The add peer command is used to add an existing peer definition to a community, to assign the peer a
role in the community, and to specify from which publisher or relay the peer should receive packages.
Unless otherwise specified, all peers added to a community will have a default role of “target.”
Supported peer roles include: community manager, publisher, relay, and target.

Command Syntax:

everserve add peer {-p <peerNane>} {-c <conmunityNanme>} [-r <role]
[-s <sender...>]

Parameters and Options:

Syntax Required Description

{-p <peerName>} Y Name of the peer you wish to add to the community.
Peer name strings are case sensitive and
alphanumeric.

{-c <communityName>} Y Name for the community. Community name strings
are alphanumeric and can include symbols.
Community names are case sensitive.

[-r <role>] N Peers may have one role within the context of a
community. Peer roles include:

*  CM (community manager)
* Pub (publisher)
* Relay

* Target
If no role is specified, the peer will be assigned the
default role of target.

[-s <sender...>] N Peer name of the sender, either the publisher or relay
sending the package. If no sender is specified, the
peer will receive packages from all community
publishers. See Default Peer Connections (When a
Sender is Not Specified) for information on peer
connection rules.

Multiple senders may be specified for a peer by
separating each peer name with a space, for
example:

-s sender1 sender2 sender3
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Note: Although it is possible to add a peer to a community and assign it the role of
publisher, community manager, or relay, the peer will only function as a target
unless the corresponding role capabilities were installed on the peer device.
For example, a device assigned the role of publisher must have received an
installation that included publisher capabilities.

Example:

The following example illustrates adding the peer “PacRim Region” to the community “HR.” Note that
the role for this peer in the community is a relay which is connected to two publishers in the HR
community, “HRpublisher1” and “HRPublisher2.” Both publishers will then be able to send packages to
the relay.

$ everserve add peer -p “PacRimRegion” -c HR -r relay -s HRpublisherl
HRpubl i sher 2

Specifying Peer Connections in the Community

Peer connection is the path by which two or more peers communicate with each other. A peer that is
connected to a publisher communicates with that publisher in the form of receiving packages and
sending return receipts. A peer that is connected to a relay operates in the same manner - receiving
packages that pass through the relay from the publisher (or perhaps other relays), and sending return
receipts through the relay (or other relays) to the publisher that originated the package.

In this manner, all communities are configured in a single path hierarchical manner, that is, all targets
are reachable by all publishers, even when one or more relays are used in this singular path to
complete the connections between publishers and targets.

By default, if you are adding a target or a relay to the community and do not specify a sender,
Everserve will automatically connect the target or relay to all publishers in the community. This ensures
that there are no orphaned targets or relays in the community that cannot receive packages. Ideally, a
target or relay should be connected to either all publishers, or one or more relays in the community.

Connections and disconnections are made between peers using the “-s” parameter while adding a
peer or removing a peer from a community, adding senders to the peer, or when changing a peer’s
definition.

There are several rules that must be adhered to when making connections to sender peers, and when
disconnecting from sender peers.
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Connecting a Sender to an Everserve Device

The add sender command is used to connect a device to a sender (either all publishers or one or
more relays). By default, all devices are connected to all publishers in the community unless otherwise
specified. In most cases, the sender is connected to the device when the peer is added to the
community. You can, however, connect a device to multiple senders at any time using the add sender
command.

Command Syntax:

everserve add sender {-p <peerNane>} {-c <conmunityNanme>}
{-s <sender...>}

Parameters and Options:

Syntax Required Description

{-p <peerName>} Y Name of the peer you wish to add to the community.
Peer name strings are case sensitive and
alphanumeric.

{-c <communityName>} Y Name for the community. Community name strings
are alphanumeric and can include symbols.
Community names are case sensitive.

{-s <sender...>} Y Peer name of the sender, either the publisher or relay
from which packages will be received. If no sender is
specified, the peer will receive packages from all
community publishers. See Default Peer Connections
(When a Sender is Not Specified) for information on
peer connection rules.

Multiple senders may be specified for a peer by
separating each peer name with a space, for
example:

-s sender1 sender2 sender3

Example:

The following example illustrates using the add sender command to connect the target “PacRim
Region” in the community “HR” to the publisher “HRpublisher.”

$ everserve add sender -p “PacRim Region” -c¢ HR -s HRpublisher
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Connection Rules

There are several rules that must be considered when making connections to sender peers. The
following sections describe these rules:

Default Peer Connections (When a Sender is Not Specified)
Connections Made by Specifying a List of Senders
Connecting Senders to Relays and Targets

Changing the Sender Connections for a Peer

Removing a Sender from a Peer

Default Peer Connections (When a Sender is Not Specified)

The following sections describe how Everserve automatically handles peer connections if no sender is
specified (by not using the “-s” parameter) when adding a peer to a community.

Connecting Peers to a Publisher

» If there are no relays in the community, all existing targets, if any, are connected to all
publishers in the community.

+ If there are relays in the community, all first level relays, which are relays that receive
packages from publishers only, are connected to the publisher.

Connecting a Relay to a Sender

When the community already has one or more publishers:

+ If there are no relays already in the community, the relay is connected to all publishers in the
community.

« If there are relays, Everserve prompts you to explicitly define the desired connections such
that the relay is either connected to all publishers, or to one or more other relays.

When the community does not have any publishers:

» If there are no relays in the community, all targets, if any, are connected to the relay being
added to the community.

+ If there are relays already in the community, all first level relays are connected to this new
relay. The newly added relay becomes the first level relay; all other relays already in the
community drop down one level in their connection status, and automatically connect to this
new relay. That is, a relay that was a first level relay now becomes a second level relay. A
relay that was a second level relay becomes a third level relay, and so on so that the single
path hierarchical tree is maintained with the newest relay always being added at the top (first
level) of the tree.

Synchron Networks 119



System Administrator’s Guide

Specifying Peer Connections

The following sections describe how to specify sender connections for peers using the “-s” parameter.
Connecting a Target to a Sender

The information in this section describes how Everserve handles connections between peers
when a sender is specified (using the “-s” parameter) when adding a peer to a community.

« If there are no relays in the community, the target is connected to the publisher(s) specified.

» If there are relays in the community, Everserve prompts you to explicitly define the desired
connections such that the target is connected either to all publishers or to one or more relays.

Connections Made by Specifying a List of Senders

The information in this section describes how Everserve handles connections between peers
when multiple senders are specified (using the “-s” parameter followed by a list of sender peers)
when adding a peer to a community.

Note: Because publishers are the top level senders in a community, the "-s"
parameter is not valid when adding a publisher to a community.

*  When arelay is added, either all publishers or one or more relays are listed with the "-s"
parameter. Note that when specifying one or more relays, the relay you are adding will not be
a first level relay, rather it will be positioned one level down from the relay specified.

*  When a target is added, either all publishers or one or more relays are listed in the "-s"
parameter.

Connecting Senders to Relays and Targets

The information in this section describes the rules for connecting senders (that is, publishers and
relays) to relays and targets in a community. In general, relays and targets may be connected to
either all publishers in a community, or to one or more relays in a community. Relays and targets
may not be connected to both publishers and relays in the same community.

Note: Because publishers are the top level senders in a community, the "-s"
parameter is not valid when adding a publisher to a community.
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Adding Senders to a Relay

When you add senders to a relay, you should always maintain a single path of communication
between senders and receivers to ensure no peers in the community become orphaned and
unable to receive packages. The rules for adding senders to a relay are as follows:

If you want to connect a publisher to a relay, you must connect all publishers in the community
to the relay. Attempting to connect a relay to only one publisher of many in a community, or to
both relays and publishers at the same time will result in an error.

If you want to connect the relay to another relay, you must connect it to one or more relays in
the community. Attempting to connect a relay to both relays and publishers will result in an
error.

If the relay is not connected to any other peer, you may connect the relay to either all
publishers, or to one or more relays.

Adding Senders to Targets

The rules for adding senders to targets are similar to that of adding senders to relays; targets must
be connected to either all publishers in a community, or to one or more relays in a community, but
not connected to both publishers and relays in the same community. For example:

If you want to connect a target to a publisher, it must be connected to all publishers in the
community. An error will result if you attempt to connect the target to only one publisher of
many in a community, or to both relays and publishers at the same time.

However, if a publisher is added to a community, and the target is connected to all existing
publishers in the community, you can add the new publisher as a sender for the target (see
Changing the Sender Connections for a Peer for additional information).

If you want to connect the target to a relay, you must connect it to one or more relays in the
community. An error will result if you attempt to connect the target to both relays and
publishers at the same time.

However, if a relay is added to a community, and the target is connected to one or more relays
in the community, you can add the new relay as a sender for the target (see Changing the
Sender Connections for a Peer for additional information).
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Creating and Adding Several Peers to a Community

In cases where many peers (such as hundreds or thousands of peers) need to be added to the
community, you can create a file containing a list of Everserve commands to create the peers and add
each peer to the community definition. Once the file is created, you can use the run command to
execute each Everserve command in the file.

Note:

Everserve will administer each command in the file in the order in which it is
listed. Therefore, when creating and adding peers using this method, you
must always create a peer before adding a peer to a community.

1. Create a text file and create a list of peers you wish to create. For each peer you wish to add to the
community, list the peer’s hostname (-h), and a description for the peer (-d) using the create peer
command and syntax. For example:

create peer -p CorpRelay -h corpServer -d “Corporate Relay”
create peer -p NWsales -h NWserver -d “Seattle Sales O fice”
create peer -p SFsales -h SFserver -d “San Fran Sales Ofice”
create peer -p NEsales -h NEserver -d “Boston Sales Ofice”
create peer -p SWales -h SWerver -d “New Mexico Sales Ofice”

2. After entering all create peer commands, use the add peer command to add each peer (-p) to the
community (-c). When adding each peer, specify the role (-r) the peer will have in the community,
and to which sender (-s) it will be connected. For example:

add
add
add
add
add

peer
peer
peer
peer
peer

-p CorpRelay -c Sal esConm-r relay -s Sal esConPubl i sher
-p N\Wsales -c Sal esComm -r target -s CorpRel ay
-p SFsales -c SalesComm -r target -s CorpRel ay
-p NEsales -c SalesComm -r target -s CorpRel ay
-p SWales -c Sal esComm -r target -s CorpRel ay

In the example above, the relay, CorpRelay, is connected to—and will receive packages from—the
community publisher, SalesComPublisher. All other peers (NWsales, SFsales, NEsales, SWsales)
will act as targets and are connected to—and will receive packages from—the relay, CorpRelay.

Note:

If no sender is specified, the peer will be automatically connected to all
publishers in the community if no relays exist. If relays are present in the
community, the peer will be connected to the level one relay. For specific
details and rules regarding peer connections. see the section Default Peer
Connections (When a Sender is Not Specified).

3. Save the file with an . es file extension.
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The following example illustrates the entire file after all create peer and add peer commands have

been listed:

create peer
create peer
create peer
create peer
create peer
add peer -p
add peer -p
add peer -p
add peer -p
add peer -p

-p CorpRelay -h corpServer -d “Corporate Relay”

-p N\Wsales -h NWserver -d “Seattle Sales Ofice”

-p SFsales -h SFserver -d “San Fran Sales Ofice”
-p NEsales -h NEserver -d “Boston Sales Ofice”

-p SWsales -h SWserver -d “New Mexico Sales Ofice”
CorpRelay -c Sal esComm -r relay -s Sal esConPubl i sher
NWsal es -c¢ Sal esComm -r target -s CorpRel ay

SFsal es -c Sal esComm -r target -s CorpRel ay

NEsal es -c¢ Sal esComm -r target -s CorpRel ay

SWsal es -c¢ Sal esComm -r target -s CorpRel ay

4. Use the run command to execute the commands listed in the file, for example:

$ everserve

run -f <exanpl eFile. es>

Everserve will open the file, and execute each command in the order listed.
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Changing a Peer Definition

The change peer command is used to change a peer’s definition or to change its definition in the
community. With exception to the peer name and community name, all peer definition variables are
optional. Any variable that is not included in the change peer syntax remains unchanged. Each of
these scenarios are described below.

Note: Everserve does not permit changing a peer’s hostname. If the hostname for a
peer requires modification, you must delete the peer’s definition, create a new
peer definition, then add the new peer definition to the community. See
Deleting a Peer for additional information.

Command Syntax for Changing the Peer Definition Only:

everserve change peer {-p <peerNanme>} [-n <Newpeer Name>]
[-d <NewDescri ption>]

Command Syntax for Changing the Peer Definition in the Community:

everserve change peer {-p <peerNanme>} {-c <communityNanme>}
[-r <role>] [-s <sender...>]

Parameters and Options:

Syntax Required Description

{-p <peerName>} Y Name of the peer you wish to change. Peer name
strings are case sensitive and alphanumeric.

{-c <communityName>} Y Name for the community. Community name strings
are alphanumeric and can include symbols.
Community names are case sensitive.

[-n <NewpeerName>] N New name for the peer.

[-d <“peerDescription”>] N New description for the peer.
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Syntax

Required

Description

[-r <role>]

N

Peers may have one role within the context of a
community. Peer roles include:

*  CM (community manager)
* Pub (publisher)

* Relay

* Target

[-s <sender...>]

Peer name of the sender, either the publisher or relay
from which packages will be received. If no sender is
specified, the peer will receive packages from all
community publishers. See Default Peer Connections
(When a Sender is Not Specified) for information on
peer connection rules.

Multiple senders may be specified for a peer by
separating each peer name with a space, for
example:

-s sender1 sender2 sender3

Example: Changing a Peer Definition

The following example illustrates changing the peer name from “Region2” to “NWoffice:”

$ everserve change peer -p Region2 -n NWffice

Example: Changing a Peer Definition in a Community

The following example illustrates changing the role of the peer “Region2” in the community “HR’ to
“Relay,” and connects the peer to the community publisher, “HRpublisher.”

$ everserve change peer -p Region2 -c HR -r relay -s HRpublisher
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Changing the Sender Connections for a Peer

You can change the senders to which peers are connected using the "change peer -s" command.
When you change a peer’s senders, only those senders that are specified with the “-s” parameter will
be connected to the peer. All senders previously connected to the peer will no longer be senders for
that peer (unless they are defined as a sender when using the “-s” parameter).

Note: Because publishers do not have senders, the “-s” parameter used with the
“change peer” command is not valid for publishers.

+ If you want to change the sender connections for a relay, the new senders must be either all
publishers, or one or more relays in the community.

+ If you want to change the senders for a target, the new senders must be either all publishers,
or one or more relays in the community.

Removing a Sender from a Peer

This section describes the affects of removing senders from peers (when using the "r enove sender
- s" command).

Note: Because publishers do not have senders, the remove sender command is not
valid for publishers.

Removing a Sender From a Relay

+ If the sender you want to remove is a first level relay, that is, a relay that is connected to
publishers, an error will result indicating that publisher senders cannot be removed.

» If the sender is not a first level relay, but is connected to other relays, you can remove any of
these relays in the community except the last one.

Removing Senders From a Target

« If the target is not connected to any publishers, that is, the target is connect to relays, you can
disconnect the target from any relay sender in the community except the last one.

Note: If you attempt to disconnect a target from a publisher, an error will result
indicating that publisher senders cannot be removed.
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Command Syntax:

everserve renove sender {-p <peerNane>} {-c <communityNane>}
{-s <sender...>}

Parameters and Options:

Syntax Required Description

{-p <peerName>} Y Name of the peer you wish to disconnect from
the sender. Peer name strings are case
sensitive and alphanumeric.

{-c <communityName>} Y Name for the community. Community name
strings are alphanumeric and can include
symbols. Community names are case sensitive.

{-s <sender...>} Y Peer name of the sender, either the publisher or
relay from which packages are sent to targets.

Multiple senders may be disconnected from the
peer, in which case, enter each sender
separating the sender peer name by a space.
For example:

-s sender1 sender2 sender3

Note: Everserve does not allow all senders to
be removed from the peer; a peer must be
connected to at least one relay or all publishers
in the community.

Example:

The following example illustrates disconnecting the peer “NWoffice” from the sender “NWofficeRelay”
in the community “HR.”

$ everserve renove sender -p NWffice -c HR -s NWO ficeRel ay
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Activating a New Everserve Device

After the community and community manager have been created, the community seed file is
automatically generated. This seed file must be copied to the \ Synchr on

Net wor ks\ Ever ser ve\ server directory on each Everserve device in the community. Once the
community seed has been copied to the device it must join the community to become an active and
trusted community member.

When the join command is issued, the seed file (<communityName.zip>) is opened and a request
message is sent to the community manager.

Note: Because the seed file is a compressed zip file, the device wishing to join the
community must have the ability to unzip the seed file to join the community.

The join command is issued on each peer device as follows:

$ everserve join {-c <communityName>}

For example, to join the community called “News:”

$ everserve join -c News

Using the information in the seed file, Everserve establishes a secure communication channel.
Creating a secure channel allows the new device to validate the identity of the community manager
using certificate verification protocols. If the identity is not validated, the device aborts the process and
logs an error message with the community manager and on its own local file system.

If the secure channel is successfully created, the community manager and device engage in a
challenge-response protocol. The purpose of this protocol is to allow the community manager to trust
the device. The newly joined device generates an unsigned certificate for itself and sends it to the
community manager. The community manager signs the certificate, annotates the certificate with the
role of that device within the community, keeps a copy of the signed certificate, then sends the
certificate back to the new device. At this point, the device has joined the community and is considered
an active and trusted member.

The community manager then sends a subset of the community specification to the new device, giving
it the information it must have to function within the community. The device then saves this subset
definition of the community on its local file system.

If the device is a target, it connects to the queue of the sender that was specified when the target was
added to the community. The sender’s queue for a target will be either all publishers in the community,
or one or more relay queue(s).
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Removing a Peer from a Community

The remove peer command is used to remove a peer from a community without losing any of the
peer’s definition. Once a peer has been removed from a community, appropriate information and
notification is sent to all other peers in the community so that they may continue to function properly.
For example, publishers and relays cannot publish to peers that have been removed from the
community. Peers can be added and removed from communities repeatedly.

If a relay is removed from a community, any targets and other relays that were connected to this relay
are automatically connected to the sender(s) of the removed relay. An exception to this rule is when
the last or only relay in a community is removed. In this case, all remaining targets will automatically be
connected to all publishers in the community).

Note the following connections rules:

* When a publisher is removed, all relays and targets connected to this publisher are
disconnected.

* When arelay is removed, all relays and targets connected to this relay are connected to all
parents of this relay; that is, either higher level relays or publishers.

* When a target is removed, it is disconnected from all relays and publishers to which it is
connected.

Command Syntax:

everserve renove peer {-p <peerNane>} {-c <conmunityNane>}

Parameters and Options:

Syntax Required Description

{-p <peerName>} Y Name of the peer you wish to remove from the
community. Peer name strings are case
sensitive and alphanumeric.

{-c <communityName>} Y Name for the community. Community name
strings are alphanumeric and can include
symbols. Community names are case sensitive.

Example:
The following example illustrates removing the peer “NWoffice” from the community “HR.”

$ everserve renove peer -p NWffice -c HR
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Deleting a Peer

The delete peer command is used to permanently remove the peer’s definition from the system. A
peer definition specifies how the peer is known and trusted by the publisher and/or relay. Once a
peer’s definition is deleted, it is no longer recognized by Everserve and becomes an unknown entity to
the community manager, publisher(s), and relay(s). Once deleted, the peer is removed from all
communities to which it was associated.

If you wish to withdraw a peer from a community, but want to retain the peer’s definition for future
inclusion into another community, see Removing a Peer from a Community.

Command Syntax:

everserve del ete peer {-p <peer Nane>}

Parameters and Options:

Syntax

Required

Description

{-p <peerName>}

Y

Name for the peer. Peer name strings are case
sensitive and alphanumeric.

Example:

The following example illustrates deleting the peer “Region2.”

$ everserve del ete peer -p Region2
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Publishing Commands

The publisher’s role is to publish packages to all peers in the community and to monitor return receipts
for all packages delivered and logged in the database. Package specifications are created prior to
delivery, and are stored in the default directory \ Ever ser ve\ ser ver\ Packages directory on the
publisher’s machine. For a complete guide to creating and publishing packages, refer to the Everserve
Publisher’s Guide.

Note: By default, package specifications (<packageFileName.XML>) reside in the
Everserve\ ser ver\ Packages directory on the publisher’s file system. This
is also the default location of the package spec.dtd file used to verify all
package elements prior to bundling and sending the package. If package
specifications will reside in a directory other than the default, you must copy
the package_spec.dltd file to the same directory where the package
specifications are located.

Delivering Packages

The deliver command is used to publish a package to recipient peers.
Delivery Syntax:

everserve deliver [inmmediate]{-f <packageFileNane, xm >}
-c <communi tyName>] [-p <publisherPeerNane>] [-i <I|D>]
-1 <peerList>]

Parameters and Options:

Syntax Required Description

[immediate] N Sets package delivery to highest priority. When
deliver immediate is used, the package will be
opened and executed before all other packages in
the target’s queue.

{-f <packageFileName>} Y Name of the package you wish to publish to the
community. All package file names must include the
XML extension

[-c <communityName>] N Name for the community. If more than one
community exists for the publisher, you must specify
the community name. Community names are case
sensitive.
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Syntax Required Description

[-p <publisherPeerName>] N Name of the publisher that has control or
responsibility for publishing to the community. If
more than one publisher exists in the community,
you must specify which publisher is to deliver the
package. Peer names are case sensitive.

[-i <ID>] N The ID of the package is used to create a familiar
name for the delivery, such as "Update_2002". This
ID is also used as identifier that accompanies the
packages so that the user can distinguish package
deliveries. Package IDs may not exceed 50
characters.

[l <peerList>] N By default, the delivery command normally delivers
to all targets in the community. The -l switch
enables delivery of a package to one or several
peers in a given community, as defined by the list of
peer names specified. If a relay is specified as the
delivery recipient, all peers connected to that relay
will receive the delivery. Peer names are case
sensitive.

Examples:

The following example illustrates how a publisher sends the package “FormsUpdate.xml’ to the
community “HR,” by the community publisher, “HRpub.”

everserve deliver -f FormsUpdate.xm -c¢c HR -p HRpub

The following example illustrates how the publisher “HRpub” sends the package “FormsUpdate” to a
list of peers (peer1, peer2, peer3). In this example, an easily recognizable name for the package (and
return receipt) is specified as “Update_2002.”

everserve deliver -f FornmsUpdate.xm -p HRpub -l peerl peer2 peer3
-i Updat e_2002
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Executing Files in Batch Mode

The run command is used to execute several Everserve commands from a file. You can create a text
file that contains a list of Everserve commands, then run the file as a single command in “batch mode.”

Command Syntax:

everserve run {-f <fil eNane>}

Parameters and Options:

Syntax Required Description
{-f <fileName>} Y Name of the file or package you wish to
execute. Filenames are case sensitive (UNIX
only).
Example:

The following example illustrates how to create and run a file containing Everserve commands:

1. Create a text file, for example, “HRdeliveries.bat.”

2. List the Everserve commands to include, for example:
everserve deliver -f HRorgChart.xml -c¢ HR -p HRpub
everserve deliver -f HRfornmsUpdate.xml -c¢ HR -p HRpub
everserve deliver -f Benefits.xm -c¢ HR -p HRpub

3. Save the file.

4. Run the file, for example:
everserve run -f HRdeliveri es. bat

Note: If the path for the file is not specified, Everserve will look for the file in the
\Everserve\server directory.

The system runs all commands listed in the file, in the order in which they are listed. In the
example shown in Step 2, Everserve will initiate three separate package deliveries to the HR
community.
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Information Services Commands

Everserve provides two sets of commands used to view community and delivery information: “Show”
commands that allows the use of wildcard characters in the command string, and “List’ commands.
Both Show and List commands can be used on all Everserve devices, however, the use of wildcard
characters is permitted only when using Show commands.

Specifying Date Ranges

Everserve lets you specify date ranges when using “Show” commands for deliveries, processes, and
receipts. The following rules are applicable to date range usage:

* The date parser is locale specific and uses the short date format. In the U.S. locale, the short
date format is either mm/dd/yy or mm/dd/yyyy. Leading O’s are permitted, and years may have
either 2 or 4 digits.

+ The show output shows a date and a time, but the parser only accepts a date and not a time.
Everweb provides shorter time ranges in terms of hours, which is not possible with the CLI
since it does not parse times.

» To specify a start date for the range, enter “-s <startDate>.” If a start date is not specified, the
default is the beginning of the current day.

+ To specify an end date, enter “-e <endDate>.” If an end date is not specified, the default is the
precise millisecond at which the show command was processed.

* You may specify either startDate and endDate, or startDate or endDate.

+ The start date must be less than the end date, regardless of whether the dates are explicit or
defaulted.

Show Commands

Show commands are methods of accessing information contained in the local devices’ database or file
store. Show commands support the use of the wildcard character "' for those systems that use a
database. A wildcard can be used in all names of communities, peers, and identifiers to search for an
imprecise name match. If no wildcard character is specified, the system will attempt to find an exact
match for the name provided.
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Show Communities

Use the show communities command to display all communities that the peer is aware of (as with a
community manager), or that the peer is a member of (as with a publisher, relay, or target).

Command Syntax

everserve show communities [-c <conmmunityNanme>] [-p <peer Nane>]

Parameters and Options:

Parameter Required | Description

[-c <communityName>] N Name for the community. Community
name strings are case sensitive,
alphanumeric, and can include symbols.
Either specify the complete community
name, or enter a partial name and use the
wildcard character (*) for an imprecise
match.

[-p <peerName>] N Name for the peer. Peer name strings are
case sensitive and alphanumeric. Either
specify the complete peer name, or enter a
partial name and use the wildcard
character (*) for an imprecise match.

Example:

The following example illustrates how to show community information for the community “HR.” Sample
output for this example is provided:

everserve show community -c¢ HR

Nane Descri ption Peer s

HR Human Resources 5
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Show Peers

Use the show peers command to display all peers that are a member of a community, or to display

information about a specific peer.

Command Syntax

everserve show peers [-c <conmunityName>] [-p <peer Nane>]

[-h <hostName>] [-r <rol e>]

Parameters and Options:

Parameter

Required

Description

[-c <communityName>]

N

Name for the community. Community name strings
are case sensitive, alphanumeric, and can include
symbols. Either specify the complete community
name, or enter a partial name and use the wildcard
character (*) for an imprecise match.

[-p <peerName>]

Name for the peer. Peer name strings are case
sensitive and alphanumeric. Either specify the
complete peer name, or enter a partial name and use
the wildcard character (*) for an imprecise match.

[-h <hostname>]

The actual location of the machine (peer) on the
network. The hostname specified can be a fully
qualified hostname, or an IP address. The following
are examples of valid hostnames:

*  MyMachine

* MyMachine.example.com

+ 012.345.67.89

[-r <role>]

Peers may have one role within the context of a
community. Peer roles include:

*  CM (community manager)
*  Pub (publisher)

* Relay

» Target
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Examples:

The following example illustrates how to show peer information for the peers in the community “HR.”

Sample output for these examples is provided:

everserve show peers -c HR

Peer nane Host nane Comuni ty name Rol e Active
HRPub Col orado_server HR Publ i sher true
HRcm Col or ado_ser ver HR Com Myr . true
Regi onl SF_server HR Tar get true
Regi on2 bost on_server HR Tar get true
Regi on3 seattl e_server HR Tar get true

5 rows printed.

The following example illustrates issuing a wildcard to show all peer names beginning with the letters

“‘Reg’”
everserve show peers -p Reg*

Peer Nanme Description

Host nane

Regi onl Headquarters HR Tar get
Regi on2 Nort hEast HR Tar get
Regi on3 Nort hWest HR Target

SF_server
Bost on_server
Seattl e_server
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Show Senders

Use the show senders command is used to display all publishers or relays in a community from which
the relay or target peer receives packages.

Command Syntax

everserve show senders [-c <comuni tyNane>] [-p <peer Nane>]

Parameters and Options:

Parameter Required | Description

[-c <communityName>] N Name for the community. Community
name strings are case sensitive,
alphanumeric, and can include symbols.
Either specify the complete community
name, or enter a partial name and use the
wildcard character (*) for an imprecise
match.

[-p <peerName>] N Name for the peer. Peer name strings are
case sensitive and alphanumeric. Either
specify the complete peer name, or enter a
partial name and use the wildcard
character (*) for an imprecise match.

Examples:
The following example illustrates how to show sender information for all peers in the community “HR.”

everserve show senders -c HR

Peer Nanme Description Sender s
Regi onl Headquarters HR Tar get HR_Pub
Regi on2 Nort hEast HR Tar get HR_Rel ay

The following example illustrates how to show sender information for the specific peer “Region1.”

everserve show senders -p Regionl

Nane Descri ption Senders

Regi on1 Headquarters HR Tar get HR_Pub
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The following example illustrates how to show sender information for the specific peer (Region1) in the
community “HR.”

everserve show senders -¢ HR -p Regionl

Nane Descri ption Sender

Show Processes

Use the show processes command to display all Everserve processes and activities that have run on
the peer. When using the - v parameter, the system will list each process and all the activities
connected to each process.

Command Syntax

everserve show processes [-v] [-a][-s <startDate>] [-e <endDate>]
[-f <find>]

Parameters and Options:

Parameter Required | Description

[-v] N Verbose setting to display detailed information about
the package delivery.

[-a] N Show process records that have been archived that
match the criteria.

[-s <startDate>] N The beginning date range in which a process was
logged. See Specifying Date Ranges for examples of
acceptable date-range formats.

[-e <endDate] N The ending date range in which a process was logged.
See Specifying Date Ranges for examples of
acceptable date-range formats.

[-f <find>] N Text string to identify a process. For example, entering
the word “Start” would show all “Starting Server”
processes.
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Example:

The following example shows sample output when executing the show processes command:

everserve show processes

Description Start End Activities
Starting the server 07/ 24/ 02 07:30:57.400 07/24/02 07:30:57.400 1
Starting the server 07/ 25/ 02 07:56:25.179 07/25/02 07:56:25.179 1
show conmuni ti es 07/25/02 09:17:37.354 07/25/02 09:17:37.354 1
deliver -f FornsUpdate.xnD7/25/02 09:18:13.637 07/25/ 02 09:18: 25. 494 2
deliver -f MyPackage.xm 07/25/02 09:18:25.564 07/25/02 09:18: 25. 564 1
show peers -c¢ "HR' -h "S 07/25/02 09:18: 25. 804 07/25/02 09: 18: 25. 804 1
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Show Receipts

Use the show receipts command to view information about return receipts.
Command Syntax:

everserve showrecello l -v] [-c <communityNane>] [-p <peer Nanme>]
[-1 <ID>] [-f <fi ter>] -Ss <startDate>] [-e <endDate>f

Parameters and Options:

Parameter Required Description

[-a] N Show those records that match the criteria in the
archive tables only.

[-v] N Verbose setting to display detailed information about
the return receipt.

[-c <communityName>] N Name for the community. Community name strings
are case sensitive, alphanumeric, and can include
symbols. Either specify the complete community
name, or enter a partial name and use the wildcard
character (*) for an imprecise match.

[-p <peerName>] N Name for the peer. Peer name strings are case
sensitive and alphanumeric. Either specify the
complete peer name, or enter a partial name and use
the wildcard character (*) for an imprecise match.

[-i <ID>] N The descriptive text used to identify a package using
a short, familiar name, such as "update_2002."
Package ID’s permit the use of the wildcard character
(*). Package IDs may not exceed 50 characters.

[-f <filter>] N Permits filtering deliveries based on Pass, Fail, or
Pending delivery status.

[-s <startDate>] N The beginning date range in which the package was
delivered. See Specifying Date Ranges for examples
of acceptable date-range formats.

[-e <endDate] N The ending date range in which the package was
delivered. See Specifying Date Ranges for examples
of acceptable date-range formats.

142 Synchron Networks



System Administrator’s Guide Information Services Commands

Examples:

The following example illustrates how to show receipts for the community “HR.” Sample output for this
example is provided:

everserve show receipts -c HR

Peer Nane Package I D Fi | eNane Status Received

Regi on3 Checki ng Everserve Ver C:\Program Fi | es\ Sync Pass 03/11/02 10: 11: 45 AM
Regi onl Checki ng Everserve Ver C.\ Program Fi | es\ Sync Pass 03/11/02 10:12: 02 AM
Regi on2 Checki ng Everserve Ver C:\Program Fi | es\ Sync Pass 03/11/02 10:12:10 AM

The following example illustrates how to show a detailed receipt for a specific peer and a specific
delivery. Note that if you do not specify a delivery ID, the system will display all delivery receipts for the
peer.

everserve show receipts -p Region2 -v -i “Hell o Package”

Peer nane: Regi on2
Package nane: hell o package

Specification file: c:\Program Fil es\ Synchron Net ow ks\ Everserve\server\ Pack-
ages\ hel | 0. xmi

Status: Pass

Date received: Tue 12 08:29:20 PST
Speci fication: c:\hello.txt

Status: Pass

Script Return Code: N A

st dout :

stderr:

Speci fication: notepad c:\hello.txt
Status: Pass

Script Return Code: 0

st dout:

stderr:
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Show Deliveries

Use the show deliveries command to display all deliveries made to a community or to specific peers,
or to view deliveries for a specific package.

Command Syntax

everserve show del i
[-i <ID>] [-f <fi

Parameters and Options:

e ies [-a]

er>] [-s <startDate>]

[-c <communityNanme>][-p <peer Nane>]
E/ e <endDat e>]

Parameter

Required

Description

[-a]

N

Show those records that match the criteria in the
archive tables only.

[-c <communityName>]

N

Name for the community. Community name strings are
case sensitive, alphanumeric, and can include
symbols. Either specify the complete community name,
or enter a partial name and use the wildcard character
(*) for an imprecise match.

[-p <peerName>]

Name for the peer. Peer name strings are case
sensitive and alphanumeric. Either specify the
complete peer name, or enter a partial name and use
the wildcard character (*) for an imprecise match.

[-i <ID>]

The descriptive text used to identify a package by a
familiar name, such as "update_2002." Package ID’s
permit the use of the wildcard character (*). Package
IDs may not exceed 50 characters.

[-f <filter>]

Permits filtering deliveries based on Pass, Fail, or
Pending delivery status.

[-s <startDate>]

The beginning date range in which the package was
delivered. See Specifying Date Ranges for examples of
acceptable date-range formats.

[-e <endDate]

The ending date range in which the package was
delivered. See Specifying Date Ranges for examples of
acceptable date-range formats.
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Example:

The following example illustrates show the deliveries made to the community “HR,” from 03/09/2002 to
03/11/2002. Sample output for this example is provided:

everserve show deliveries -¢c HR -s 03/09/2002 -e 03/11/2002

Description Dat e Stat Receipts Targets
deliver -i Checking Everserve Ver 03/10/02 10:15:24 AM Pass 3 3
deliver -i HR Forms for 2002 03/10/02 10: 33: 01 AM Pass 3 3
deliver -i Virus Protection Updat 03/10/02 11:45:13 AM Pass 3 3
deliver -i Updated Org Chart 03/10/02 12:52:56 PM Pass 3 3
deliver -i Policy Updates 03/11/02 08:25: 05 AM Pass 3 3
Show Deliverylog

Use the show deliverylog command to display all delivery related activities for deliveries made to a
community, specific peers, or for a specific package.

Command Syntax

everserve show deliveryl og [-al [-c <communityName>][-p <peer Nane>]
[-i1 <ID>] [-s <startDate>] [-e <endDate>]

Parameters and Options:

Parameter Required Description

[-a] N Show those records that match the criteria in the
archive tables only.

[-c <communityName>] N Name for the community. Community name strings
are case sensitive, alphanumeric, and can include
symbols. Either specify the complete community
name, or enter a partial name and use the wildcard
character (*) for an imprecise match.

[-p <peerName>] N Name for the peer. Peer name strings are case
sensitive and alphanumeric. Either specify the
complete peer name, or enter a partial name and use
the wildcard character (*) for an imprecise match.

[-i <ID>>] N The ID of the package is used to create a short,
familiar name for the package, such as
"update_2002." Package IDs may not exceed 50
characters.
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Parameter Required Description

[-s <startDate>] N The beginning date range in which the package was
delivered. See Specifying Date Ranges for examples
of acceptable date-range formats.

[-e <endDate] N The ending date range in which the package was

delivered. See Specifying Date Ranges for examples
of acceptable date-range formats.

Example:

The following example shows a delivery log for all deliveries made from the publisher’s system over a
specified period of time.

everserve show deliveryl og

Description
package delivered
package received
recei pt created
package received
recei pt created
package received
recei pt created
recei pt received
recei pt received
recei pt received
package delivered
recei pt created
recei pt received

Dat e

07/29/ 02
07/ 29/ 02
07/ 29/ 02
07/29/ 02
07/ 29/ 02
07/ 29/ 02
07/29/ 02
07/ 29/ 02
07/ 29/ 02
07/29/ 02
07/ 29/ 02
07/ 29/ 02
07/29/ 02

-s 07/28/02 -e 07/29/02

Package 1D Peer nanme Ori gi nat or
New HR Forms Pa HRPub HRPub
New HR Forns Pa Regi onl HRPub
New HR Forms Pa Regi onl Regi onl
New HR Forns Pa Regi on3 HRPub
New HR Forns Pa Regi on3 Regi on3
New HR Forns Pa Regi on2 HRPub
New HR Forns Pa Regi on2 Regi on2
New HR Fornms Pa HRPub Regi onl
New HR Forns Pa HRPub Regi on3
New HR Forns Pa HRPub Regi on2
backup docs HRPub HRPub
backup docs Regi onl Regi onl
backup docs HRPub Regi onl
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List Commands

List commands are used to display miscellaneous information for a given Everserve system.

Listxml

The listxml command issued to display detailed information about a community, or for a peer that is a
member of a given community.

Command Syntax:

everserve listxm {-c <communityName>}[-p <peer Nane>]

Parameters and Options:

Parameter Required | Description

{-c <communityName>} Y Name for the community. Community name strings are
case sensitive, alphanumeric, and can include symbols.
Wildcards are not allowed or recognized.

[-p <peerName>] N Name for the peer. Peer name strings are case
sensitive and alphanumeric.

List Roles

The list roles command is used to display all assignable roles supported by Everserve.
Command Syntax:

everserve list roles

Listing Environment Settings

The env command is used to display Everserve’s environment variables.
Command Syntax:

everserve env
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Listing Everserve Version

The version command is used to display which version of Everserve is currently installed and running
on the device.

Command Syntax:

ever serve version

Help

The help command is used to display an alphabetical listing of all Everserve commands and their
parameters.

Command Syntax:

everserve help
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Community

The System Administrator is responsible for planning the community topology
before installing Everserve on any device other than the community manager
system, and is also responsible for creating and maintaining community
definitions.

Once the topology has been defined and mapped-out, Everserve can then be
installed on all devices that will be a member of a community. At install time, role
capabilities are chosen for each device based on the role the device will have in
the community. Therefore, it is important to ensure all devices receive the correct
role capabilities at install time. For information on how to plan an installation for a
community, see Planning Your Everserve Community in this guide.

This section outlines the process of creating a complex community topology that
includes redundant routing, multiple levels of relays, and multiple community
managers and publishers. This section includes step-by-step instructions on how
to create this “Example” community using Everserve’s command line interface,
and how to deliver various package types to the entire community, and how to
deliver packages to individual peers in the community.

This topics in this section include:

»  Community Hierarchy

* Creating the “Example” Community
» Configuring Backup Publishers

* Publishing Packages

Synchron Networks
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Community Hierarchy

The example community depicted in Figure 4 is configured with two community managers, two
publishers, two tiers of relays, several targets, and redundant routing. The following sections describe
how to create the “Example” community illustrated below:

MainCM BackupCM

e

HRPublisher OpsPublisher

ManufRelay RDRelay

12} e )| Bl e
LATarget AustinTarget
3} s e 2} ectomn e
DetroitTarget HQTarget RaleighTarget
USSalesRelay | AsiaSalesRelay

Pl [Eeeaml Heaml Eeme
SFTarget BostonTarget TokyoTarget TaiwanTarget

Figure 4 Hierarchy of Example Community
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Multiple Community Managers

The example community shown in Figure 4 is configured with two community managers to allow for a
main community manager and a backup community manager. The main community manager is used
for all community operations, and is used to create the backup community manager. Without a backup
community manager, any future maintenance of the community by the main community manager
becomes impossible should the main community manager experience a catastrophic failure. In which
case, the backup community manager has full access to the community definition and can perform all
maintenance tasks as needed.

Multiple Publishers

The community shown in Figure 4 uses two publishers to demonstrate how two separate System
Administrators could publish different types of packages to an entire community. These publishers can
also be used in a separate community as a way to provide as backup to the other in the case of a
catastrophic failure on either of the publishers.

For this example, the HR Publisher will publish documents related to employees, such as reports and
forms. The Operations Publisher will publish packages for maintenance of systems, such as
applications and patches.

Tiered Relays and Multiple Targets

Multiple relays allow faster distribution to a large number of targets. For the purpose of brevity in this
example, only a small number of targets will be configured. However, it is highly probable that many

more targets would exist in a real world scenario. As shown in Figure 4, the relays are designated as
follows:

»  The Manufacturing Relay (Manuf) will distribute packages to all sites in the manufacturing
organization.

* The Sales Relay will be used to distribute packages to all sales sites, which also includes a
second tier of relays. This second tier of relays will include redundant routes; using two relays
to go to the same set of targets to ensure packages are received in a timely manner.

» The R&D Relay will distribute packages to all sites in the R&D organization.
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Creating the “Example” Community

This section includes the exact steps to create the community “Example” shown in Figure 4. The very
first step is to create an initial community, and the community’s main and backup community
managers. The initial community will contain all of the members described in the preceding sections.
Hostnames are shown as descriptions, not real hostnames. A sample text file containing all of the
commands listed in this section is provided in Appendix A: Sample Script for Creating Communities.

Using the Everserve Command Shell

Everserve provides a shell enabling command execution without having to prefix each command with
“everserve.” All of the commands in this section can be run outside of the Everserve shell by placing
the “everserve” command in front of the command, however, running within the shell will improve
system performance.

To Enter the Everserve Command Shell:

1. From the command prompt, execute the ever ser ve command to invoke the Everserve shell.

everserve

The system displays the following:

Checki ng Everserve server. ..

Everserve 2.0-3.20 Copyright (c) 2001-2002, Synchron Networks, All
Ri ghts Reserved.

Everserve interactive shell. Type ? or help for a list of conmmands.

Create the Community

The following sections list the exact steps used to create the “Example” community. This community
will consist of two community managers, two publishers, five relays, and several targets.

Create the Community and Community Managers

The following instructions describe how to create the community named “Example,” and the two
community managers; “MainCM” and “BackupCM.”

1. Create the community (Example) and main community manager (MainCM). Provide a description
of the community for identification purposes:

create community -c Exanple -p MainCM -d "Exanpl e Conmunity"
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The system displays the following:

Created comunity "Exanple" - "Exanple Comunity".

Created | ocal peer name = "Mai nCM description = "Default comunity
manager for exanple" networkAddress = "Everserve@hi nCvhost nane”

Added peer "MainCM' to conmunity "Exanple” with the role of comunity
manager .

Created Everserve seed file "Exanple.zip" in directory "C:/Program
Fi | es/ Everserve/ Server\".

Create the peer that will be the backup community manager (BackupCM) and provide a
description of the peer.

create peer -p BackupCM -h BackupCWnhostnane -d "Backup conmunity
manager"

The system displays the following:

Created peer nane

"BackupCM' descri pti on = "Backup Community Manager™
net wor kAddr ess

"backupcmhost nane”

Add the BackupCM peer to the Example community with the role of community manager.

add peer -p BackupCM -c Exanple -r CM

The system displays the following:

Added peer "BackupCM' to conmunity "Exanple" with the role of conmunity
manager .

Create the Publishers

The following instructions describe how to create the community publishers; “HRPublisher” and
“OpsPublisher.”

1.

Create the peer that will be the HR publisher (HRPublisher).
create peer -p HRPublisher -h HRPublisherhostname -d "HR Publisher”

The system displays the following:

"HRPubl i sher" descri pti on = "HR Publisher"

Created peer nane i
“hr publ i sher host nane”

net wor kAddr ess

Add the HRPublisher peer to the Example community with the role of publisher.
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add peer -p HRPublisher -c Exanple -r Publisher

The system displays the following:

Added peer "HRPublisher" to community "Exanple" with the role of
publ i sher.

Create the peer that will be the operations publisher (OpsPublishser).

create peer -p OpsPublisher -h OpsPublisherhostnane -d "Operations
Publ 1 sher™”

The system displays the following:

Created peer nane

"OpsPubl i sher™ descri pti on = "Qperations Publisher"
net wor kAddr ess

"opspubl i sher host nane”

Add the OpsPublisher peer to the Example community with the role of publisher.

add peer -p OpsPublisher -c Exanple -r Publisher

The system displays the following:

Added peer "OpsPublisher" to comunity "Exanple" with the role of
publ i sher.

Create the Relays

The following instructions describe how to create the first tier of community relays; “SalesRelay,”
“ManufRelay,” and RDRelay,” and the second tier of relays; “USSalesRelay” and AsiaSalesRelay.”

Create the First Tier of Relays:

1.

Create the peer that will be the sales relay (SalesRelay).

create peer -p Sal esRelay -h Sal esRel ayhostnane -d "Sal es Main Rel ay"

The system displays the following:

Creat ed peer nane

"Sal esRel ay” description = "Sales Min Relay”
net wor KAddr ess

"sal esrel ayhost nane”

Add the SalesRelay peer to the Example community with the role of relay, with the senders of
HRPublisher and OpsPublisher.
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add peer -p SalesRelay -c Exanple -r Relay -s HRPublisher QpsPublisher

The system displays the following:

Added peer "Sal esRelay" to community "Exanple" with the role of relay.

3. Create the peer that will be the manufacturing relay (ManufRelay).

cre%tis peer -p Manuf Rel ay -h Manuf Rel ayhostnanme -d "Manufacturing Main
el ay"

The system displays the following:

Created peer nanme = "Manuf Rel ay"” description = "Manufacturing Min
Rel ay" networ kAddress = "manufrel ayhost nane"

4. Add the ManufRelay peer to the Example community with the role of relay, with the senders of
HRPublisher and OpsPublisher.

add peer -p ManufRelay -c¢ Exanple -r Relay -s HRPublisher QpsPublisher

The system displays the following:

Added peer "Manuf Rel ay" to community "Exanple" with the role of relay.

5. Create the peer that will be the R&D relay (RDRelay).
create peer -p RDRelay -h RDRel ayhostname -d "R&D Main Rel ay"

The system displays the following:

" RDRel ay” description = "R& Min Rel ay”

Creat ed peer nane
"rdrel ayhost nane”

net wor kAddr ess

6. Add the RDRelay peer to the Example community with the role of relay, with the senders of
HRPublisher and OpsPublisher.

add peer -p RDRelay -c Exanple -r Relay -s HRPublisher OpsPublisher

The system displays the following:

Added peer "RDRel ay" to comunity "Exanple” with the role of relay.
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Create the Second Tier of Relays:

Note: The following steps will create, add, and connect the second tier relays to the
first tier SalesRelay.

1. Create the peer that will be the US sales relay (USSalesRelay).
create peer -p USSal esRel ay -h USSal esRel ayhostnane -d "US Sal es Rel ay"

The system displays the following:

Creat ed peer nane
net wor kAddr ess

"USSal esRel ay” description = "US Sal es Rel ay”
"ussal esrel ayhost nane”

2. Add the USSalesRelay peer to the Example community with the role of Relay, with the sender of
SalesRelay.

add peer -p USSal esRelay -c Exanple -r Relay -s Sal esRel ay

The system displays the following:

Added peer "USSal esRel ay" to comunity "Exanple" with the role of relay.

3. Create the peer that will be the Asia sales relay (AsiaSalesRelay).

cregtle peer -p AsiaSal esRel ay -h AsiaSal esRel ayhostnane -d "Asia Sal es
el ay"

The system displays the following:

Created peer name = "AsiaSal esRel ay" description = "Asia Sal es Rel ay”
net wor kAddr ess = "asi asal esr el ayhost nane"”

4. Add the AsiaSalesRelay peer to the Example community with the role of relay, with the sender of
SalesRelay.

add peer -p AsiaSalesRelay -c Exanple -r Relay -s Sal esRel ay

The system displays the following:

AddedI peer "AsiaSal esRelay" to community "Exanple" with the role of
rel ay.

5. Verify that all five relays show the correct senders by using the show senders command.
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show senders -c Exanpl e

The system displays the following:

Peer nane Conmuni ty nane Sender s

Asi aSal esRel ay Exanpl e Sal esRel ay (rel ay)

Manuf Rel ay Exanpl e HRPubl i sher (pub), OpsPubl i sher (pub)
RDRel ay Exanpl e HRPubl i sher (pub), OpsPubli sher ( pub)
Sal esRel ay Exanpl e HRPubl i sher (pub), OpsPubl i sher (pub)
USSal esRel ay Exanpl e Sal esRel ay(r el ay)

5 rows printed.

Create the Targets

Note: If a role is not specified for the device being added to a community, the device
will be assigned the default role of target. Therefore, when adding targets to a
community, the -r parameter is optional.

1. Create the peer that will be the head quarters target (HQTarget).
create peer -p HQrarget -h HQTarget hostnane -d "HQ Target"

The system displays the following:

Creat ed peer nane = "HQrarget" description = "HQ Target" networ kAddress =
"hgt ar get host nane"

2. Add the HQTarget peer to the Example community, with a role of target, and its sender as the
SalesRelay.

add peer -p HQrarget -c Exanple -s Sal esRel ay

The system displays the following:

Added peer "HQTarget" to conmunity "Exanple” with the role of target.
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3. Create the peer that will be the San Francisco target (SFTarget) for the sales sub-relays.

create peer -p SFTarget -h SFTargethostnane -d "SF Sales O fice Target”

The system displays the following:

Created peer nane

"SFTarget" descri pti on = "SF Sales Ofice Target™
net wor kAddr ess

"sftargethost nane”

4. Add the SFTarget peer to the Example community, with a role of target and its senders as the
USSalesRelay and the AsiaSalesRelay. This will create a redundant route to SFTarget whenever a
package is sent to the community or to SalesRelay specifically. This will ensure that all sales
targets will receive their packages if the Internet connection between one of the sub-relays goes
down.

add peer -p SFTarget -c Exanple -s USSal esRel ay Asi aSal esRel ay

The system displays the following:

Added peer "SFTarget" to conmmunity "Exanple" with the role of target.

5. Create the peer that will be the Boston target (BostonTarget) for the sales sub-relays.

create peer -p BostonTarget -h BostonTargethostnane -d "Boston Sal es
Ofice Target"

The system displays the following:

Created peer nane = "BostonTarget" description = "Boston Sales Ofice
Target" networ kAddress = "bhostont ar get host nane"

6. Add the BostonTarget peer to the Example community, with a role of target and its senders as
USSalesRelay and the AsiaSalesRelay.

add peer -p BostonTarget -c Exanple -s USSal esRel ay Asi aSal esRel ay

The system displays the following:

Added peer "BostonTarget"” to community "Exanple"” with the role of target.
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7. Create the peer that will be the Taiwan target (TaiwanTarget) for the sales sub-relays.

create peer -p TaiwanTarget -h Tai wanTarget hostnane -d "Tai wan Sal es
O fice Target™

The system displays the following:

Created peer name = "TaiwanTarget" description = "Taiwan Sales Ofice
Target" networ kAddress = "tai want ar get host nane"

8. Add the TaiwanTarget peer to the Example community, with a role of target and its senders as
USSalesRelay and the AsiaSalesRelay.

add peer -p TaiwanTarget -c Exanple -s USSal esRel ay Asi aSal esRel ay

The system displays the following:

Added peer "TaiwanTarget" to community "Exanple" with the role of target.

9. Create the peer that will be the Tokyo target (TokyoTarget) for the sales sub-relays.

cre%te peer -p TokyoTarget -h TokyoTargethostnane -d "Tokyo Sales Ofice
arget"”

The system displays the following:

Created peer name = "TokyoTarget" description = "Tokyo Sales Ofice
Target" networ kAddress = "tokyot ar get host nane"

10. Add the TokyoTarget peer to the Example community, with a role of target and its senders as
USSalesRelay and the AsiaSalesRelay.

add peer -p TokyoTarget -c Exanple -s USSal esRel ay Asi aSal esRel ay

The system displays the following:

Added peer "TokyoTarget" to community "Exanple" with the role of target.

11. Create the peer that will be the Los Angles target (LATarget) for the manufacturing relay.
create peer -p LATarget -h LATargethostnane -d "LA Manufacturing Target"

The system displays the following:

Creat ed peer nane

"LATarget"” description = "LA Manufacturing Target”
net wor kAddr ess

"| at ar get host nane”
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12.

13.

14.

15.

Add the LATarget peer to the Example community, with a role of target and its sender as the
ManufRelay.

add peer -p LATarget -c¢ Exanple -s Manuf Rel ay

The system displays the following:

Added peer "LATarget" to conmunity "Exanple" with the role of target.

Create the peer that will be the Detroit target (DetroitTarget) for the manufacturing relay.

create peer -p DetroitTarget -h DetroitTargethostname -d "Detroit
Manuf acturi ng Target"”

The system displays the following:

Created peer name = "DetroitTarget" description = "Detroit Manufacturing
Target" networkAddress = "detroittargethostnane"

Add the DetroitTarget peer to the Example community, with a role of target and its sender as the
ManufRelay.

add peer -p DetroitTarget -c Exanple -s Manuf Rel ay

The system displays the following:

Added peer "DetroitTarget” to comunity "Exanple" with the role of
target.

Create the peer that will be the Raleigh target (RaleighTarget) for the R&D relay.

create peer -p RaleighTarget -h Ral ei ghTargethostname -d "Ral ei gh R&D
Ofice Target"

The system displays the following:

Created peer nane = "Ral eighTarget" description = "Raleigh R&D O fice
Target" networkAddress = "ral ei ght ar get host nane"
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16. Add the RaleighTarget peer to the Example community, with its sender as the RDRelay.
add peer -p RaleighTarget -c Exanple -s RDRel ay

The system displays the following:

Added peer "Ral eighTarget" to conmmunity "Exanple" with the role of
target.

17. Create the peer that will be the Austin target (AustinTarget) for the R&D relay.

create peer -p AustinTarget -h AustinTargethostnane -d "Austin R&D
Ofice Target"

The system displays the following:

Created peer nane = "AustinTarget" description = "Austin R&D Ofice
Target"” networ kAddress = "austi nt arget host nanme"\

18. Add the AustinTarget peer to the Example community, with its sender as the RDRelay.
add peer -p AustinTarget -c Exanple -s RDRel ay

The system displays the following:

Added peer "AustinTarget" to community "Exanple” with the role of target.

19. View the community configuration using the show peers command.

show peers -c¢ Exanple

The system displays the following:

Peer nane Host nane Community nanme Role Active
Asi aSal esRel ay asi asal esrel ayhost nanme Exanpl e Rel ay fal se
Aust i nTar get austi nt ar get host nanme Exanpl e Tar get fal se
BackupCM backupcnhost nane Exanpl e Com Myr. false
Bost onTar get bost ont ar get host name Exanpl e Tar get fal se
Detroi t Tar get detroittargethostnanme Exanple Tar get fal se
HQrar get hqgt ar get host nane Exanpl e Tar get fal se
HRPubl i sher hr publ i sher host nane Exanpl e Publ i sher fal se
LATar get | at ar get host nane Exanpl e Tar get fal se
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Mai nCM mai ncmhost name Exanpl e Com Myr. true
Manuf Rel ay manuf r el ayhost nane Exanpl e Rel ay fal se
OpsPubl i sher opspubl i sher host nane Exanpl e Publ i sher fal se
RDRel ay rdr el ayhost nane Exanpl e Rel ay fal se
Ral ei ghTar get ral ei ght arget host nane Exanpl e Tar get fal se
SFTar get sftar get host nane Exanpl e Tar get fal se
Sal esRel ay sal esr el ayhost nane Exanpl e Rel ay fal se
Tai wanTar get t ai want ar get host nane Exanpl e Tar get fal se
TokyoTar get t okyot ar get host nane Exanpl e Tar get fal se
USSal esRel ay ussal esrel ayhost nane Exanpl e Rel ay fal se

18 rows printed.

Note: The Active flag for each peer will be false until the peer joins the community.
The exception to this are peers that are located on the same system as the
community definition (in this example, MainCM is are automatically activated).

20. Exit the Everserve shell.

exit

Joining the Community

Before a peer can actively participate in the community, a challenge-response joining operation must
take place. A seed file was created on the peer that serves as the Main CM for the Example
community and lives in that Everserve\Server directory. This seed file will set up a private/public key
pair between the community manager(s) and each peer in the community, ensuring secure
transmission of packages. See Activating a New Everserve Device in this guide for additional
information.

Note: A peer is not considered an active member of a community until the join
process is complete.

The following steps must be performed on all devices in the community.

1. Copy the seed file for the community, example.zip, to the Everserve\server directory of each peer
in your community.
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2. On each peer in the Example community, issue the j oi n command.

everserve join —c Exanple

The system displays the following:

Trying to join a new comunity, please wait.
Successfully joined community "Exanpl e".

3. Once all peers have successfully joined the Example community, verify their Active status by using
the show peers command on the community manager peer.

everserve show peers -c Exanpl e

The system displays the following:

Peer nane Host nane Community nanme Role Active
Asi aSal esRel ay asi asal esrel ayhost name Exanpl e Rel ay true
Aust i nTar get austi nt ar get host nanme Exanpl e Tar get true
BackupCM backupcnhost nane Exanpl e Com Myr. true
Bost onTar get bost ont ar get host name Exanpl e Tar get true
Detroi t Tar get detroittargethostname Exanple Tar get true
HQrar get hqgt ar get host name Exanpl e Tar get true
HRPubl i sher hr publ i sher host nane Exanpl e Publ i sher true
LATar get | at ar get host nane Exanpl e Tar get true
Mai nCM mai ncmost namne Exanpl e Com Myr. true
Manuf Rel ay manuf r el ayhost nane Exanpl e Rel ay true
OpsPubl i sher opspubl i sher host nane Exanpl e Publ i sher true
RDRel ay rdr el ayhost nane Exanpl e Rel ay true
Ral ei ghTar get ral ei ght ar get host nane Exanpl e Tar get true
SFTar get sftar get host nane Exanpl e Tar get true
Sal esRel ay sal esr el ayhost nane Exanpl e Rel ay true
Tai wanTar get t ai want ar get host nane Exanpl e Tar get true
TokyoTar get t okyot ar get host nane Exanpl e Tar get true
USSal esRel ay ussal esr el ayhost name Exanpl e Rel ay true

18 rows printed.
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The example community definition is now complete with all peers in the community as active
members. The publishers for this community can now begin to publish packages to the entire
community (see Publishing to an Entire Community), to a relay in the community (see Publishing
to a Relay), to a single target (see Publishing to a Single Target), or to a list of targets (see
Publishing to a Lists of Targets).

Configuring Backup Publishers

Similar to having backup community managers for a community, you may wish to have the ability for
one or more publishers to serve as a backup for the community’s main publisher. This requires all
package specifications and datasets used by the main publisher for a community to be available on
other publishers that will serve as a backup should the main publisher experience a catastrophic
failure. The easiest method to synchronize backup publishers with the main publisher is to create a
small community that contains the backup publishers and use Everserve to deliver packages from the
main publisher to this community on a regular basis.

Everserve supports multiple peers on a single device as long as each peer on the device has a unique
peer name. This allows you to create a new target peer on the devices that will be used as backup
publishers, then publish packages to the target peers on the backup publishers. Since all peers must
be a part of, and have a role in a community to receive packages, you would create a new community
consisting of the community managers, the main publisher, and the newly created target peers on
each backup publisher. Because this is a new community, each peer in the community would need to
join the community to become a trusted member and receive packages. This configuration allows the
main publisher to continue to publish packages to the primary community (such as the community
“Example”), and also publish a different set of packages to the smaller community of backup
publishers.

This method of creating a backup publisher configuration allows the main publisher to deliver “special
packages” to the backup publishers only. A “special package” would be files and data that you may not
want to distribute to all targets in a community, but are needed by publishers to publish packages to a
community. This method ensures that all package specifications and datasets used by the main
publisher is delivered to each publisher that will be configured as a backup.

In the “Example” community, there are two publishers that serve different roles in the community; one
that publishes HR packages and one that publishes operations packages. As shown in Figure 5, the
HRPublisher Backup community that consists of the existing MainCM, BackupCM, and HRPublisher,
and a new HRBackup target. The HRBackup target will be a newly created peer that resides on the
same device as OpsPublisher.

Figure 6 illustrates the OpsPublisher Backup community that consists of the existing MainCM,
BackupCM, and OpsPublisher, and a new OpsBackup target. The OpsBackup target will be a newly
created peer that resides on the same device as HRPublisher.
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MainCM BackupCM

HRPublisher HRPublisherBackup Target
(Located on OpsPublisher)

Figure 5 HRPublisher Backup Community

MainCM BackupCM

OpsPublisherBackup Target OpsPublisher
(Located on HRPublisher)

Figure 6 OpsBackup Community Configuration
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Creating Backup Communities

The following instructions describe how to create two backup publisher communities; one for
HRPublisher, and one for OpsPublisher.

Note: Perform the following steps from the main community manager (MainCM)
device to create the communities to be used as backup targets for each
publisher.

1. Enter the Everserve shell.

everserve

The system displays the following:

Checki ng Everserve server...

Everserve 2.0-3.20 Copyright (c) 2001-2002, Synchron Networks, All
Ri ghts Reserved.

Everserve interactive shell. Type ? or help for a list of conmands.

2. Create a community that will serve as the backup HR Publisher mechanism (HRPublisherBackup),
using the MainCM community manager peer as the community manager for this community.

cre%tekcorrrrunity -¢ HRPubBackup -p MainCM -d "Conmunity for HRPublisher
ackup"

The system displays the following:

Created community "HRPubBackup” - "Comrunity for HRPublisher Backup".
Added peer "Mai nCM' to comrunity "HRPubBackup"” with the role of comunity
manager .

Created Everserve seed file "HRPubBackup.zip" in directory "C/
Everserve/ Server\".
3. Create a community that will serve as the backup Operations Publisher mechanism
(OpsPublisherBackup), using the MainCM community manager peer as the community manager
for this community.

create community -c OpsPubBackup -p MainCM -d "Community for
OpsPubl i sher Backup”
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The system displays the following:

Created conmunity " QOpsPubBackup" - "Comunity for OpsPublisher Backup".

Added peer "MainCM to comunity "OpsPubBackup” with the role of
comuni ty nanager.

Created Everserve seed file "OpsPubBackup.zip" in directory "C./
Everserve/ Server\".

4. View the three communities using the show communities command.

show communi ti es

The system displays the following:

Communi ty nane Descri ption Peers

Exanpl e Exanpl e Community 18
HRPubBackup Comunity for HRPublisher Backup 4
OpsPubBackup Conmunity for QpsPublisher Backup 4

3 rows printed.

5. Add the BackupCM to the HRPubBackup community with the role of community manager.
add peer -p BackupCM -c HRPubBackup -r CM

The system displays the following:

Added peer "BackupCM to conmunity "HRPubBackup"” with the role of
conmmuni ty nanager.

6. Add the BackupCM to the OpsPubBackup community with the role of community manager.
add peer -p BackupCM -c¢ OpsPubBackup -r CM

The system displays the following:

Added peer "BackupCM to community "OpsPubBackup” with the role of
communi ty manager.
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7. Add HRPublisher to the HRPubBackup community with the role of publisher.
add peer -p HRPublisher -c HRPubBackup -r Publi sher
The system displays the following:
Added peer "HRPublisher" to community "HRPubBackup” with the role of
publ i sher.
8. Add OpsPublisher to the OpsPubBackup community with the role of publisher.
add peer -p OpsPublisher -c¢ OpsPubBackup -r Publisher
The system displays the following:
Added peer "OpsPublisher” to comunity "QpsPubBackup” with the role of
publ i sher.
9. Create a target peer on the OpsPublisher device to serve as the storage mechanism for packages
published by HRPublisher (the packages are used to synchronize the publishers with each other if
a backup publisher is needed).
create ﬂeer -p HRBackupTarget -h QpsPublisherhostnanme -d "Backup Target
for HR Publisher on OpsPublisher”
The system displays the following:
Created peer nane = "HRBackupTarget" description = "Backup Target for HR
Publ i sher on QpsPublisher” networkAddress = "opspublisherhost nane”
10. Create a target peer to serve as the storage mechanism for the OpsPublisher to be used if a
backup is needed.
create peer P OﬁsBacku Target -h HRPubl i sherhostnanme -d "Backup Tar get
for OpsPublisher on HR Publisher”
The system displays the following:
Created peer name = "OpsBackupTarget" description = "Backup Target for
OpsPubl i sher on HR Publisher" networkAddress = "hrpublisherhost nane”
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11. Add the HRBackupTarget peer to the HRPubBackup community as a target. Note that the sender
option does not have to be specified, as there is only one sender in this community — the publisher.

add peer -p HRBackupTarget -c HRPubBackup

The system displays the following:

Added peer "HRBackupTarget" to community "HRPubBackup" with the role of
target.

12. Add the OpsBackupTarget peer to the OpsPubBackup community as a target.
add peer -p OpsBackupTarget -c¢ OpsPubBackup

The system displays the following:

Addeg peer "QOpsBackupTarget” to comrunity "OpsPubBackup"” with the role
of target.

13. View all peers in each of the communities by using the show peers command.

show peers -c¢ HRPubBackup

The system displays the following:

Peer nane Host nane Comuni ty nane Rol e Active
BackupCM backupcnhost name HRPubBackup Com Myr. false
HRBackupTar get opspubl i sher host nane HRPubBackup Tar get fal se
HRPubl i sher hr publ i sher host name  HRPubBackup Publ i sher fal se
Mai nCM mai ncmost name HRPubBackup Com Myr. true

4 rows printed.
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14.

15.

show peers -c¢ OpsPubBackup

The system displays the following:

Peer nane Host nane Communi ty nane Rol e Active
BackupCM backupcnhost nane OpsPubBackup Com Myr. false
Mai nCM mai ncmost namne OpsPubBackup Com Myr. true
OpsBackupTar get hrpubli sherhost nane QpsPubBackup Tar get fal se
OpsPubl i sher opspubl i sher host nane OpsPubBackup Publ i sher fal se

4 rows printed.

You now have two small communities that can be used to keep the packages and their required
data synchronized between the two publishers by publishing packages to each other on a regular
basis. As with the Example community, you will need to have each peer join their respective
communities before they can become active in the community.

Copy the HRPubBackup.zip and OpsPubBackup.zip seed files from the MainCM Everserve\server
directory to the Everserve\server directory on the following hosts:

* backupcmhostname
* hrpublisherhostname
* opspublisherhosthame

Join both communities on each of the systems named above.

everserve join —c HRPubBackup

The system displays the following:

Trying to join a new community, please wait.
Successfully joined comunity "HRPubBackup".

everserve join —c OpsPubBackup

The system displays the following:

Trying to join a new community, please wait.
Successfully joined community "QpsPubBackup".

170

Synchron Networks



System Administrator’s Guide Creating the “Example” Community

16. Verify that all peers have successfully joined the two communities by using the show peers
command on the MainCM device.

show peers -c¢ HRPubBackup

The system displays the following:

Peer nane Host nane Comuni ty nane Rol e Active
BackupCMm backupcnhost nane HRPubBackup Com Myr. true
HRBackupTar get opspubl i sher host nane HRPubBackup Tar get true
HRPubl i sher hr publ i sher host name  HRPubBackup Publ i sher true
Mai nCM mai ncmost name HRPubBackup Com Myr. true

4 rows printed.
show peers -c¢ OpsPubBackup

The system displays the following:

Peer nane Host nane Communi ty name Rol e Active
BackupCM backupcnhost nane OpsPubBackup Com Myr. true
Mai nCM mai ncnmhost name OpsPubBackup Com Myr. true
OpsBackupTar get hrpubl i sherhost name OpsPubBackup Tar get true
OpsPubl i sher opspubl i sher host name OpsPubBackup Publ i sher true

4 rows printed.

17. Exit the Everserve shell.

exit
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Publishing Packages

Once the community peers have joined the community, packages can now be sent to any or all peers
defined. Packages sent can be sent to an entire community, a subset of peers, or to a single peer.

Publishing to an Entire Community

Everserve is typically used to perform some action on each target in a community. You may wish to
update a file, get the OS version of each system, view the version of Everserve running on each
system, or install an application.

The following instructions will publish a package that will return the OS version of each target in the
community.

1. Create a package called GetWinOS.xml that will retrieve the Windows version of the OS. For
example:
<?xm version="1.0" encodi ng="UTF-8"?>
<! DOCTYPE spec-cont ai ner SYSTEM " package_spec. dtd">

<spec-cont ai ner name="Retrieve Version of Wndows OS" version="fal se"
delta="fal se">

<spec-version version="2.0" earliest="1.0"/>
<conmand- spec comrandl i ne="ver" success-codes="0"/>
</ spec- cont ai ner >

2. Enter the Everserve shell.

everserve

The system displays the following:

Checki ng Everserve server...

Everserve 2.0-3.20 Copyright (c) 2001-2002, Synchron Networks, All
Ri ghts Reserved.

Everserve interactive shell. Type ? or help for a Iist of comands.
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3. Deliver the GetWinOS package to the Example community from the OpsPublisher system.

deliver -f Get WnGS. xn

Ver si on"

The system displays the following:

-c Exanpl e -p OpsPublisher -i

"CGetting Wndows OS

Package ".\Everserve\ Server\Packages\ Get WnGCS. xm " with ID "Getting
W ndows OS Version" queued for delivery to "Exanple" by
"OpsPubl i sher™.

4. Review the status of the delivery using show deliveries and show receipts commands.

show del i veries

The system displays the following:

Description

St at us Recei pts Targets

deliver -i "Getting Wndows OS Ver 07/08/02 17:40:44 Fail 9 9

1 row printed.

show recei pts -i

"CGetting Wndows OS Version"

The system displays the following:

Peer nane

Tai wanTar get
SFTar get

Bost onTar get
TokyoTar get
LATar get
Detroi t Tar get
HQTar get

Ral ei ghTar get
Aust i nTar get

Package 1D

Getting W ndows
Getting Wndows
Getting W ndows
CGetting Wndows
Getting W ndows
Getting Wndows
Getting W ndows
CGetting Wndows
Getting W ndows

9 receipts printed.

Fil e nane

St at us

Recei ved

07/08/02 17:41:01
07/08/ 02 17:41:01
07/08/02 17:41:01
07/ 08/ 02 17:41:01
07/ 08/ 02 17:40:59
07/ 08/ 02 17:40: 59
07/08/02 17:40:57
07/ 08/ 02 17:40: 57
07/ 08/ 02 17:40: 56
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5. View the contents of a return receipt for a target that passed.

show receipts -v -i "CGetting Wndows OS Version" -p Tai wanTar get

The system displays the following:

Peer nane: Tai wanTar get

Package nane: Getting Wndows OS Version
Specification file: .\Everserve\Server\Packages\ Get W nCS. xm
Status: Pass

Date received: Mn Jul 08 17:41:01 PDT 2002
Speci fication: ver

Status: Pass

Script Return Code: O

stdout :

M crosoft W ndows 2000 [ Version 5.00.2195]
stderr:

6. View the contents of a return receipt for a target that failed.

show receipts -v -i "CGetting Wndows OS Version" -p DetroitTarget

The system displays the following:

Peer nane: Detroit Target

Package nane: Getting Wndows OS Version

Specification file: .\Everserve\Server\ Packages\ Get WnCS. xm
Status: Fail

Date received: Moyn Jul 08 17:40:59 PDT 2002

Speci fication: ver

Status: Fail
Script Return Code: 1
st dout :

stderr: 'ver' is not recognized as an internal or external conmmand,
operabl e program or batch file.
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Publishing to a Relay

The following instructions illustrates how to publish a package to the Main Sales Relay only. The Main
Sales Relay will then pass on the report to all peers connected to the relay, which then delivers the
sales report to all sales offices. Note that this package specification includes the use of a system
variable.

1.

Create the JuneRpt.xml package specification. For example:

<?xm version="1.0" encodi ng="UTF-8"?>

<! DOCTYPE spec-cont ai ner SYSTEM "package_spec. dtd">

<spec-cont ai ner name="June Sal es Report" version="true" delta="true">
<spec-version version="2.0" earliest="1.0"/>

<fil e-spec source="c:\Reports\JuneSal es. RPT'
target =" { $Syst errRoot}\ Report s\ JunesSal es. RPT"/>

</ spec- cont ai ner >

Enter the Everserve shell.

everserve

The system displays the following:

Checki ng Everserve server..

Everserve 2.0-3.20 Copyri ght (c) 2001-2002, Synchron Networks, All
Ri ght s Reserved.

Everserve interactive shell. Type ? or help for a list of commands.

Deliver the package to the sales offices only using the HRPublisher system.

deliver -f JuneRPT.xml -c¢ Exanple -1 Sal esRelay -p HRPublisher

The system displays the following:

Package "C:\Everserve\ Server\Packages\JuneRPT.xm " with I D "Package
JuneRPT. xm " queued for delivery to

"Exanpl e" by "HRPublisher".
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4. Review the status of the delivery.
show deliveries -i "Package JuneRPT. xm "
The system displays the following:
Description Dat e Status Receipts Targets
"Package JuneRPT.xm " 07/08/02 18:02: 28 Pass 5 5
1 row printed.
5. View a list of return receipts for a delivery:
everserve show receipts -i "Package JuneRPT. xm "
The system displays the following:
Peer nane Package 1D Fil e nane Status Received
Bost onTar get Package JuneRPT JuneRPT. xni Pass 07/ 08/ 02 18:.02: 38
SFTar get Package JuneRPT JuneRPT. xm Pass 07/08/ 02 18:02: 38
Tai wanTar get Package JuneRPT JuneRPT. xni Pass 07/08/ 02 18:02: 38
TokyoTarget Package JuneRPT JuneRPT. xni Pass 07/ 08/ 02 18:02: 38
HQrar get Package JuneRPT JuneRPT. xm Pass 07/ 08/ 02 18:02: 35
5 receipts printed.
6. View the contents of a specific return receipt.
show receipts -v -i "Package JuneRPT.xnm" -p SFTar get
The system displays the following:
Peer nane: SFTar get
Package nane: Package JuneRPT. xni
Specification file: .\Everserve\Server\ Packages\ JuneRPT. xni
Status: Pass
Date received: Mn Jul 08 18:02: 38 PDT 2002
Speci fication: {$SystenRoot}\Reports\JunesSal es. RPT
Status: Pass
Script Return Code: N A
st dout :
stderr:
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Publishing to a Single Target

Everserve supports package delivery to a single target rather than the entire community using the - |
parameter. The following steps illustrate creating the package “RevenueProjections.xml” and
delivering this package to the HQTarget.

1. Create a package called RevenueProjections.xml that will send the latest revenue forecast report
to recipient peers. For example:
<?xm version="1.0" encodi ng="UTF-8"?>
<! DOCTYPE spec-cont ai ner SYSTEM "package_spec. dtd">
<spec-cont ai ner name="June Sal es Report" version="true" delta="true">
<spec-version version="2.0" earliest="1.0"/>

<fil e-spec source="c:\Reports\RevenueProj ecti ons. RPT"
target ="{ $Syst emRoot } \ Report s\ RevenuePr oj ecti ons. RPT"/ >

</ spec- cont ai ner >

2. Enter the Everserve shell.

everserve

The system displays the following:

Checki ng Everserve server. ..

Everserve 2.0-3.20 Copyright (c) 2001-2002, Synchron Networks, All
Ri ght s Reserved.

Everserve interactive shell. Type ? or help for a Iist of commands.

3. Deliver the RevenueProjections.xml package to the HQTarget from the OpsPublisher system.

deliver -f RevenueProjections.xm -1 HQTarget -p OpsPublisher -i
"Revenue Projections”

The system displays the following:

Package ".\Everserve\ Server\ Packages\ RevenueProj ections. xm" with ID
“Revenue Projections" queued for delivery to "HQTarget" by
"OpsPubl i sher".
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4. Review the status of the delivery using show deliveries and show receipts commands.

show del i veri es

The system displays the following:

Description Dat e Stat us Recei pts Targets

deliver -i "Revenue Projections” 07/18/02 17:40:44 Pass 1 1
1 row printed.

show receipts -i "Revenue Projections"

The system displays the following:

Peer nanme Package ID File nane Status Received
HQT?;Q% §$venue Proj ecti ons RevenuProjections.xm Pass 07/ 18/ 02

1 receipts printed.

5. View the contents of a return receipt for a target that passed.

show receipts -v -i "Revenue Projections" -p HQrlarget

The system displays the following:

Peer nane: HQrar get

Package nane: Revenue Projections

Specification file: .\Everserve\Server\Packages\ RevenueProj ecti ons. xn
Status: Pass

Date received: Thu Jul 18 17:41:01 PDT 2002

Speci ficati on:

Status: Pass

Script Return Code: O

st dout :

stderr:
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Publishing to a Lists of Targets

Everserve supports package delivery to multiple targets rather than the entire community using the - |
parameter. The following steps illustrate delivering the package “SecurityPatch.xml” to several targets.

1. Enter the Everserve shell.

everserve

The system displays the following:

Checki ng Everserve server. ..

Everserve 2.0-3.20 Copyright (c) 2001-2002, Synchron Networks, All
Ri ght s Reserved.

Everserve interactive shell. Type ? or help for a list of commands.

2. Deliver the package SecurityPatch.xml to a list of targets from the OpsPublisher system.

deliver -f SecurityPatch.xm -1 AustinTarget DetroitTarget HQlarget -p
OpsPubl i sher -i “Security Patch”

The system displays the following:

Package ".\Everserve\ Server\ Packages\ SecurityPatch.xm" with ID
" Secur i t¥_ Patch" queued for delivery to "AustinTarget”
“DetroitTarget” “HQrarget" by "QOpsPublisher"”.

3. Review the status of the delivery using show deliveries and show receipts commands.

show del i veries

The system displays the following:

Descri ption Dat e Status Receipts Targets

deliver -i "Security Patch” 07/08/ 02 17:40:44 Pass 3 3
1 row printed.

show receipts -i "Security Patch"
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The system displays the following:

Peer nane Package 1D Fil e nane Status Received

Detroi t Tar get Security Patch SecurityPatch.xm Pass 07/08/02 17:40:59
HQrar get Security Patch SecurityPatch.xm Pass 07/08/02 17:40:57
Aust i nTar get Security Patch SecurityPatch.xnm Pass 07/08/02 17:40:56

3 receipts printed.

4. View the contents of a return receipt for a target that passed.

show receipts -v -i "Security Patch" -p AustinTarget

The system displays the following:

Peer nane: AustinTar get

Package nane: Security Patch

Specification file: .\Everserve\Server\Packages\ SecurityPatch. xm
Status: Pass

Date received: Mn Jul 08 17:41:01 PDT 2002

Speci ficati on:

St atus: Pass

Script Return Code: O

st dout :

stderr:
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The following sections describe the tasks used to manage communities using
Everserve’s Web-based graphical user interface, Everweb. The information
provided describes how to use Everweb to perform specific operational tasks only
and does not discuss the rules or policies supporting community and peer
definitions. For this information, refer to the section Community Management in
this guide.

The topics in this section include:
» Connecting to Everweb

« Everweb Page Overview

* Managing Communities

* Managing Peers

» Viewing System Log Files

» Server Operations

* Logging Off Everweb
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Connecting to Everweb

Everserve’s Web interface (Everweb) requires cookies to be enabled for the session. If a browser is
set to refuse cookies, Everweb will let you login only; you will not be allowed to make any selection or
perform any task.

If using Internet Explorer, you can enable cookies for "Local Intranet" zone, per session only. Other
cookie settings can be disabled if you are administering the local machine only. For Netscape (6.2),
cookies can be set to "Enable cookies from originating site only."

Note: If at install time you choose to install Everweb using HTTPS, a Security Alert
dialog box will be displayed when invoking Everweb. This alert prompts you to
accept the certificate issued by Synchron Networks. To by pass this alert for
future sessions, it is recommended that you obtain a valid certificate by an
authorized certificate authority.

To Connect to the Everweb User Interface:

Windows:

From the Windows Start Menu, choose Programs> Everserve> Everweb Session.
Solaris:

From the command line, type ever web.
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Once connected to Everserve’s graphical user interface, the system displays Everserve’s Login
Web page:

3 Everserve Login - Microsoft Internet Explorer provided by EarthLink _ o |£|
Fle Edit View Favorites Tools Help &Send ‘
+=Eack v = v @ 2} | Qsearch LdFavorites Pheda B | B> & =1 2 ‘Links =

Address Ig] htips focahost: 844 3/everserveogin.isp ﬂ P60
a

Everserve*

please login with your userid and password

need help
with login?

contact us @ Username
Password @

=l
‘@ Done ’_ ’_ E Local intranet v
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1. Enter your system login name and password and click Go.

The system displays the Server page:

Local Time Display _ Current Page Name
3 EverServe Control - Microsoft Internet Explorer provided by EarthLink -0 ll
Fle Edt Vew Favortes Took Help  cSend| ‘
Page Navigation $Back v =+~ @D it ‘ QSearch [GFavorites PMedia 44 ‘ BrS == ‘Liﬁks =
Tabs Address |Ejhttps‘I/Iocalhost:8443Ieverservefdo/queryServer ' ﬂ P60

Everserve*

communities

Links to Related
Pages

H 08/01/02

09:04 AM
PDT
Tat

server log
processes

Page Actions e —
T

server name: Eversene
machine name: Sharp
version: 20-112
pause server directory:  C/Program Files/Synchron Networks/EverservesServery

EEsume status: Running ®

about: Everserve 2.0
Copyright (<) 2001-Z002 Synchron Networks
211 rights reserved. =
4

|@ Cione ‘ ’7 E @ Local intranet

Everweb Page Overview

The top pane of the Web page displays the navigational tabs used to traverse through Everweb, the
local time for the device, and the current page name.

Note: The system will display navigational tabs for the role capabilities installed on
the device only. For example, if the device was installed with publisher
capabilities only, tabs that enable package creation and deployment will be
displayed, however community management tasks will not be available.

The left pane contains links to task related pages and a list of actions that can be performed on the
current page. The center of the page is used to display or enter information.
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Page Navigation

Everweb contains tabs at the top of the page used to navigate between pages. Clicking once on a tab
displays the selected Everweb page. Available page navigation tabs are based on role capabilities
installed on the device and may include:

Tab Page Description

Communities The Communities page is used to view, create, and maintain
community definitions.

Peers The Peers page is used to view, create, and modify peers, and
to add peers to a community. The role a peer has in the
community is specified while adding the peer to a community.

Packages The Packages page is used to view, create, and modify package
specifications.

Deliveries The Deliveries page is used to initiate a package delivery,
monitor the progress of deliveries, and to view return receipts.

Server The Server page is used to access system log files, process logs
and activity records, and to pause and resume the local device.

Logout The Logout page is used to log out of the Web interface only -
logging out does not disrupt your Everserve service.

Status Indicators

Several Everweb pages contain colored lights to indicate the status of the system or the status of a
delivery. The status indicators represent the following conditions respective to the active page:

Indicator Color | Server Page Deliveries Page

Green The Everserve system is running. A green light indicates all expected
receipts have been received, and all
packages have been successfully
delivered and executed without error.

Yellow The Everserve systemisin a paused | Indicates that a delivery is still in
state. progress. The total number of return
receipts expected for the particular
delivery is also displayed.

Red The Everserve system is not Indicates an error in the delivery for
running. one or more return receipts.
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Managing Communities

At install time, the device designated to be a community manager is enabled with capabilities and
privileges to create and maintain community and peer definitions. The following sections describe how
a System Administrator uses Everweb to define communities, community peers, and package routing
information.

All tasks described in this section can be performed from Everserve’s command line interface (see the
section Command Line Interface Operations in this user’s guide).

Creating Communities

The community manager peers is automatically created and joined to a community when the
community is created.

To Create a New Community:

1. Click the Communities tab.

The system displays the Communities page. The following example shows no communities exist
that this community manager is a member of.

3 Everserve Communities - Microsoft Internet Explorer provided by EarthLink
Ble Edit Wew Faworites Tooks Hep  %end |

“Back v = v @D 2] 4| Dsearch GFavorites TMeda B | B S = |Links »
Address Iﬁj https:/focahost:844 3/everservefdo/queryCom munitiesshow j G

Everserve-
———

E—— NS IF O EEE I CUL AT

08101/02 09:18 AMPDT

Mo communities were found.
achons

create new

H
|@ ’_ l_ |a_ Local infranet A

2. Click Create New.
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The system displays the following page:.

Community - Microsoft Internet Explorer provided by EarthLink

Fle Edit View Favorites Tools Help Nend
ERack v =+ D 4 | Dsearch GaFavorites @Meda (3| B~ S =1 2
Address Iﬁj htips: /localhost: B44 3/everserve/do foreateCommunity forepare

Everserve®

R AF BFEFS QLI EVE Y

08/01/02 09:26 AM PDT
please enter your community information
N
Name I
Description I
Community I
Manager
=
&) [ |8 [BE Local inmanet 4
3. Enter a name and description for the community, and a descriptive name for the community

manager.

The following screen shows an example of creating a community called “HR” with a description of
“‘Human Resources” and the community manager peer name of “HRcm.”

2 Create Community - Microsoft Internet Explorer provided by EarthLink ;lglil
Fle Edt Wiew Favortes Toos Help  &Send| ﬁ
GBack v = v D #at | @ Search [EFavorites “hMedia &4 \ B> S = ‘unks =
Address I@ htips: /focahost:B44 3feverservefdo/fereateCommunity jprepare j fges)
-

Everserve*

communit server I logout e A

08/01/02 09:26 AM PDT
please enter your community informatian
achons
save N
quit

Name |HR

Description IHuman Resources

Community IHREm
Manager

=
@ (8 B
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4. Click Save.

The system adds the new community to the list of all other communities this device (community

manager) has access to, as shown in the following example:

2 Everserye Communitie licrosoft Internet Explorer provided by EarthLink

Ele Edt W¥ew Favorites Tools Help &Send

GBack v = v D & | @search GaFavorites Meda 3| Eh~ S =

‘ Links >

Everserve*
——————

communities server IHogout

click a community name to see the details
achons

Address I@ htips: /flocahest:B44 3feverserve fdo/queryCommunities fshow @G0

VW AF PR R ER VTS LTY

08/01/02 09:29 AM PDT

create new name description peers
HE Human Resources 1 B
H
‘Q‘] Done l_ l_ E Local infranet v
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Changing Community Definitions
Using Everserve, you can change the name and description of a community. The following section
describes how to change a community’s definition.

To Change a Community Definition:

1. From the Communities page, click the Community Name you want to change from the list of
communities displayed.
The system displays the details page for the community chosen

=1ojx]

|
| Links >

4} Community General - Microsoft Internet Explorer provided by Earthiink
File Edit Yiew Favorites Tools Help &Send
wBack v =+ v @ B 4| @search GHFavorites Pneda 3| B S =

Address I@ https: focahost:B443/everservefeommunity General. jsp j &G0

Everserve*
———

er | logout A EBCEERVEEERE

communities

08/01/02 09:30 AM PDT

velaledpages SO fiElds and click save

peers
deliveries

Name IHR

achons

delete Description |Human Resources
add peer
view xml

save

e

=
|@'] DCone ’_ l_ E @ Local intranet 4

2. To change the community name, enter a new name for the community in the Name field.

3. To change the community description for the community, enter a new description for the
community in the Description field.

4. Click Save.
The system displays the Communities page, listing all known communities.
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Deleting Community Definitions

As network topologies dynamically change, it may be necessary at time to delete obsolete community
definitions from the system. It is important to note that deleting a community definition does not delete
any peer definitions from your Everserve system. All peer definitions remain intact and can be included

into other communities as needed.

To Delete a Community Definition:

1. From the Communities page, click the Community Name you want to delete from the list of

communities displayed.
The system displays the details page for the community:

ommunity General - Microsoft Internet Explorer provided by EarthLink - ||:| il
Ele Edt Vew Favorites Took Help  &Send |
&Back v = v @D ﬁ| @ Search CeFavorites @Media &3 | BrS e E |L|nks ™

Address |®j https:/ocahost:Bd43/everserve/communityGeneral jsp j @Go

Everserve*
———

communities 1 peers | server | logoLt e e s

HR

welaedpages UL fields and click save

peers
deliveries

08/01/02 09:30 AM PDT

Name IHR

ackans

delete Description IHuman Resources
add peer
view xml
save

e

||
|@ Daone ’7 ’7 E Local intranet 4

System Administrator’s Guide

Warning: Everserve will not prompt you to confirm delete operations. Once
you click Delete, the community definition is immediately removed
from the database.

2. Click Delete.
After deleting the community definition, the system returns to the Communities page.
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Managing Peers

Once a community and community manager have been created, the next step to populate the
community with peers and assign each peer a role in the community (such as publisher, relay, or
target). The following sections describe how to create peer definitions and add those peer definitions
to the community.

Creating Peers

The community manager can create and modify peers at any time. After creating a new peer and
adding the peer to the community, the new peer must obtain the community seed and issue a join
command to become an active member and begin receiving messages.

To Create a New Peer:

1. Click the Peers tab.

The system displays the following screen. Note that the community manager that was
automatically created when the community was created.

4} Everserve Peers - Microsoft Internet Explorer provided by EarthLink ;lglél
Fle Edit Vew Favortes Took Hep  &Send|
wBack v = v @ [@ 4| @search GdFavortes @Meda 4| B S =1 H |Links B
Address I@j https:/Aocalhost:B44 3feverserve/do/queryPeers/show j 6o

: o C !

Everserve"

08/01/02 09:35 AM PDT
click a peer name to see the details

ackans

create new name description hosthame
HEcm Default community manager for HR sharp
=
|@ Done ’_’_E Local intranet v

2. Click Create New.
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The system displays the following page:

4§ create Peer - Microsoft Internet Explorer provided by EarthLink _ O |i|
File Edit ‘iew Favorites Tools Help &Send ﬁ
wBack v = v @ B & | Qoearch GaFavorites @ecia 8| Bv & = ‘unks )

Address I@j https:{flocalhost:B44 3feverserve fdojcreatePeer forepare
Everserve~

Commun

08/01/02 09:37 AM PDT

please enter your peer information

Name IHRpuh

Description |Puh|isher for HR Community

Hosthame |Puh|isher's <hostName>

- |
&]Done [ [& [ Locd inranet y

3. Enter the peer name, a description of the peer, and the hostname (physical address) where the
peer is located. In the example above, the new peer for the community is given the name “HRpub,”
a description of “Publisher for HR Community,” and the hostname of the publisher device.

Peer hostnames can be a fully qualified hostname or an IP address. The following are examples of
valid hostnames:

*  MyMachine
* MyMachine.example.com
+ 012.345.67.89
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In this example, the publisher resides on the device (known to the network as) “greybeard.”

£} Create Peer - Microsoft Internet Explorer provided by EarthLink _ ||:| il
Ele Edt Vew Favorites Took Help  &Send
&Back v = v @D ﬁ| @ Search CeFavorites @Media &3 | BrS e E |L|nks ™

Address I@j hiips:/Mocalhost:Bd43/everserve/doforeatePeer forepare

j @G0

Everserve*

Hogout

08/01/02 09:37 &M PDT
please enter your peer informatian
achons
save \
quit

Name IHRpuh

Description IPuhIisher for HR Community

Hostname Igreyheard

||
|@ ’7 ’7 ﬁg Local intranet 4

4. Click Save.
The system displays the following page, listing the newly created peer:

Everserve Peers osoft Internet Explorer provided by EarthLink
Fle Edit Wiew Favorites Tools Help &Send
wgack » = + @ [7] & | Dsearch GaFavorites TMedia 3 By & = | Links >

Address I@ https {flocalhost:B44 3feverserve fdofqueryPeers fshow PGo

Everserve*

08/01/02 09:43 AM PDT

click a peer name to see the details
actions

create new name description hosthame
HEcm Default community manager for HR sharp
HEpub Fublisher for HR Cormrmunity grevheard

El
‘@ l_ l_ E Local infranet v
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5. Repeat steps 2 through 4 to create other peers for the community (such as relays, targets, or
additional publishers).
The following example illustrates creating the peer name “Region1,” with a description of “North-
west HR Region.”

A} create Peer - Microsoft Internet Explorer provided by EarthLink ;lglél
Fle Edit Vew Favortes Took Hep  &Send|
wBack v = v @ [@ 4| @search GdFavortes @Meda 4| B S =1 H |Links B
Address I@j https:/Aocalhost:844 3feverserve/do createPeer forepare j &G0

: .

Everserve"
—————

communitie
08/01/02 09:44 AM PDT
please enter your peer infarmation
achons
save
quit

Name IRegiun1

Description INonhwest HR Region

Hosthame Itrinityi

|
] | O Eocdinanet
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Adding Peers to a Community

1. From the Peers page, click the Peer Name you wish to add to a community.

Fle Edit Vew Favorites Tools

2}l Everserve Peers - Microsoft Internet Explorer provided by EarthLink

Help &Bend

=1ojx]

EBack v = v (@ [2] 4| Dsearch GaFavorites Pveda 8| B S =1 =

| Links *

Everserve"

achans

create new

Address I@j https: fAocalhost:844 3feverserve/do/queryPeersfshow

click & peer name to see the details

@Go

08/01/02 09:56 AM PDT

name description hostname
HRcm Default community manager far HR sharp
HEpub Fublizher for HR Carmrunity greyheard
HRrelay Relay for HR Community hungle
Eegionl MNorthwest HR Region trinity
Region2 YWest Coast HR Region wioot
Region3 MNortheast HR Region mombi
Regiond Southeast HR Region ojo
Fegions Central HR Headquarters pluto

€l

|- |

U8 [ Local ntranet y

The system displays the following page:

rosoft Internet Explorer provided by Earthi

Fle Edt Wew Favorites Tools

Help  &Send

GBack v = v D & | @search GaFavorites Meda 3| Eh~ S =

Everserve*

related pages
communities
deliveries

actions
delete
add to
save

e

Address I@ htips: /flocahost:B44 3/everserve fpeerGeneral Jsp

HRpub

edit fields and click save

08/01/02 09:57 AM PDT

Name |HR|:|uI:|

Description |Puh|i5her for HR Community

Hostname Igreyheard

‘E‘] Done

=
(B B
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2. Click Add To.
The system displays the following page:

2 Add Peer - Microsoft Internet Explorer provided by EarthLink - |O |£|
File Edt ¥ew Favorites Tools Help — &Send ﬁ
GBack v = v D #at | @ Search [EFavorites “hMedia &4 \ B> S = ‘unks =

Address I@j htips: /flocahost:B44 3/everserve fdo/addPeerSelectCommunity forepare j @G0
Everserve~

————

communities Fpeers Fserver FHogout

HRP ub 08/01/02 09:58 AM PDT
E_-"; ackons
add to community | Select Community ¥
quit
with role ISelect Role j
attached to
sender(s)
‘@] Cione I_I_E Local infranet v

3. From the drop down lists, choose the community to which to add the peer, select the role the peer
will have in the community, and to which sender the peer is connected.

Choosing Peer Roles:

When selecting the role for the peer, select a role that the peer has capabilities of performing. For
example, if a peer received a target only installation, assigning a role of relay or publisher will not
enable the peer to act as a relay or publisher in the community. To enable additional role

capabilities for any peer, you must uninstall Everserve on the peer device, then reinstall Everserve
with the desired role capabilities.

Choosing Senders:

Everserve employs specific rules governing peer connections for senders. Generally, all peers
must be connected to either all publishers in a community, or to one or more relays in a
community. For a description of all applicable rules and policies regarding sender/receiver
connections, see the section Specifying Peer Connections in the Community.
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The following example shows adding the peer “HR pub” to the community “HR” with the role of

“publisher.”
<} Add Peer - Microsoft Internet Explorer provided by EarthLink _|d0 ﬁl
Fle Edit Vew Favorites Tools Help &Send
+Back v = v @ [ 4| Qsearch GaFavorites Piveda 3| Fy & =1 = | Links >
Address Iéj https: focalhost:B44 3feverserve/dofaddPeerSelectCom munity fprepare j PGo
Everserve*
communities 1 peers | server | logoLt e e
HRP ub 08/01/02 09:58 AM PDT
achons
@ to community |HR -
quit
LN IO P ublisher A
attached to
sender(s)
E
|@'] Done ’_’_E E Local intranet v

4. Click Add.
The system adds the peer to the community.

5. Repeat steps 1 through 4 for all other peers you want to add to the community.

Note: All peers added to a community must obtain the community seed file and
issue a join command before they can receive packages. Join commands are
issued from each peer device in the community and from the command line
only. For information on how a peer joins a community, see Community
Topologies.

6. Click Quit to return to the list of peers for the community.
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When you have finished building your community of peers, click the Communities tab to view the
community information.

Everserve Communities rosoft Internet Explorer provided by EarthLink — IEI ﬁl

Ele Edt Vew Favortes Took Help  &Send |
EBack v = ~ D 2| Qsearch GaFavorites @Meda 3| B~ S =1 5 |Llﬂks 2

Address Iﬁj https: /ocalhost:B44 3feverserve/do/queryCommunites/show j 5o

Everserve* oo1at e

e

" e S P R PR R Iy B AT 2 =TS

08/01/02 10:04 AM PDT

click a community name to see the details
achons

name description peers
HE Human Resources 8

create new

/|
|@ Daone ’7 ’7 ﬁg Local intranet 4

This example shows the newly created community “HR,” its description, and the number of peers
in the community.
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Changing Peer Definitions

Peer definitions can be modified and updated to meet the changing needs of your network topologies.
Everserve lets you change the name and description of community peers without interfering with
package delivery. However, to change the hostname name of a peer requires that the peer definition
be deleted then recreated with the new hostname, then added to the community again. The recreated
peer then needs to rejoin the community to become a trusted member and receive packages.

To Change a Peer Definition:

1. From the Peers page, click the name of the peer definition you want to change.
The system displays the following page:

) Peer General - Microsoft Internet Explorer provided by EarthLink _ |E| El
Fle Edit Vew Favorites Tools Help &Send
+Back v = v @ [ 4| Qsearch GaFavorites Piveda 3| Fy & =1 = | Links >

Address I@j https: focalhost:B44 3 feverserve/peerGeneral jsp j PGo
Everserve* ' -
_ communities | peers er Hogout
Regfonz 08/01/02 10:06 AM PDT
B laedpagss edit fields and click save
communities
deliveries
- ——— Name IReginn2
delete Description IWest Coast HR Region
add to
. Hestname le:ll:lt
quit -
. . &l
|@ Done ’_’_E @ Local intranet v
2. Change the peer definition as needed. Enter a new name for the peer or a new description of the
peer.
3. Click Save.

The system displays the list of peers and their descriptions and hostnames on the Peers page.
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Removing a Peer from a Community

Everserve lets you remove peers from communities without changing or deleting the peer’s definition.
This is useful if you want to withdraw a peer from a community, disabling the peer from receiving
community packages, and to retain the peer’s definition for inclusion into an Everserve community at a
later time.

To Remove a Peer from a Community:

1. Click the Communities tab.
The system displays a list of all communities for which the device is either a community manager

or member.
) Everserve Communities - Microsoft Internet Explorer provided by EarthLink — |EI ﬁl
Fle Edit Vew Favorites Tools Help &Send
+Back v = v @ [ 4| Qsearch GaFavorites Piveda 3| Fy & =1 = | Links >

Address Iéj https :fAocalhost:B44 3feverserve/do/queryCommunities,shom j PGo

Everserve*

: 5
p—— A r s TR T R N R AN

08/01/02 10:07 AM PDT

click a community name to see the details
achons
create new name description peers

HR Human Resources 8

H
|@'] Cone ’_ ’_ E Local intranet v

2. Click the Community Name that contains the peer you want to remove.

200 Synchron Networks



System Administrator’s Guide

The system displays the details for the community.

Ele Edit View Favorites Tools Help
ERack v » (D 2 | @zearch GdFavorites @veda (4| B & =1 H

Everserve*

————

Related Pages HR o
Links 02/04/02 02:33 PM PST
fEfaled pages edit fields and click save
peers
deliveries
Name IHR
B Description |Human Resources

add peer

save

quit

H
|§] Cione l_ ’_ l_ Local intranet 4

3. Click Peers from the related pages link on the left side of the Community page.
The system displays the Community Peers page:

Everserve Peers osoft Internet Explorer provided by EarthLink - |EI il

Ele Edit view Favorites Tools Help Send
&Back v = v @D ﬁ| @ Search CeFavorites @Media &3 | BrS e E |L|nks ™

Address I@j https:/MocahostiBd4 3/everserve/dofqueryCommunityPeers/show j #Eo

Everserve*
——————

B e i
communiti = 1 logout B AF F I T FEVEILSOL Y A %-%F \F

HR

click a peer name to see the details

08/01/02 10:08 AM PDT

achons

name description hostname role active
= HRcm Default community manager for HR sharp Com. Mar true ~
HRpub Publisher for HR Community greybeard Publisher false
HRrelay Relay for HR Community bungle Relay false
Hegiont Marthwest HR Region trinity Target false
Region? West Coast HR Region wioot Target false
Hegion3 Martheast HR Region rnormbi Target false
Reqiond Southeast HR Region ojo Target false
Eeaiong Central HR Headguarters pluta Target false

H
|Q'] Cone ’_ ’_ E Local intranet v
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4. Click the Peer Name you want to remove from the community.
The system displays the details for the selected peer:

} CommunityPeer General - Microsoft Internet Explorer provided by EarthLink || |£|
File Edt ¥ew Favorites Tools Help — &Send |
‘ Links >

GBack v = v D & | @search GaFavorites Meda 3| Eh~ S =

Everserve*
——————

achons
delete
remove
view xml

save
qui

-

Address I@ htips: /flocahost:B44 3feverserve fcommunityPeeriGeneral. jsp

communities Fpeers Fserver FHogout

peer Regiond in community HR

edit fields and click save

j fges)

o

F ! ]
W AF F R R E VIR Y A %l

08/01/02 10:09 AM PDT

sender hame

with role | Target j

HRrelay

‘Q‘] Done

=l
(8 B

5. Click Remove.
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The system removes the peer from the community and displays the current list of peers in the

community:
Everserve Pee oft Internet Explorer provided by EarthLink - |0 Iil
File Edit ‘iew Favorites Tools Help &Send |
wBack v = v @ B & | Qoearch GaFavorites @ecia 8| Bv & = ‘unks )

Address @] hitps:/localhost:B44 3/eversarve/do/queryCommunityPears/show j fages)

Everserve*
- i

3 o

Tt B2 R R 2 F R g e e = B

HR

click a peer name to see the details

08/01/02 10:09 AM PDT

name description hostname role active
HEcm Default community manager for HR sharp Com. Mgr. true
HEpub Publisher for HR Community greyheard Publisher false
HErelay Relay for HR Community hungle Relay false
Region1 Morthwwest HR Region trinity Target false
Region2 West Coast HR Region woot Target false
Region3 MNortheast HR Region mombi Target false
Regiong Central HR Headguarters pluto Target false

El
‘@ Diore l_ l_ E Local infranet v
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Deleting Peer Definitions

There may be times when it becomes necessary to delete a peer definition from the system. When
deleting a peer definition, all information about the peer is removed from the community manager’s

database.

To Delete a Peer Definition:

1.

From the Peers page, click the Peer Name you want to delete from the list of peers displayed.

The system displays the details page for the peer:

3 Peer General - Microsoft Internet Explorer provided by EarthLink _ |0 |i|
Fle Edit Wiew Favorites Tools Help &Hend ﬁ
wpack » = v @ [9 4 | Dsearch GiFavorites Tvedia 3 By & = |Links >

Address I@ htips:/focahost:B44 3/everserve /peerGeneral jsp

Everserve*

communities I peers I server Iogout

Regiond

08i01/02 10:11 AM PDT
welateapages PO fields and click save
communities
deliveries Y
Name IREgiun4
Description |Snutheast HR Region
Hosthame Iujo

i

‘Q‘] Dore ’_l_@_ Local intranet 4

Warning: Everserve will not prompt you to confirm delete operations. Once
you click Delete, the peer definition is immediately removed from the
database.

2. Click Delete.

After deleting the peer definition, the system returns to the Peers page.
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Viewing Community Peers

Once you have created and added peers to a community, you should review the community definition
to ensure all peer definitions are correct.

To View all Peer Definitions in a Community:

1.

Click the Community Name from the list of communities.

2. Click the Peers link on the left Actions panel.

The system displays all peers for the selected community, and lists their active status as shown in the
following figure:

a Everserve Peers - Microsoft Internet Explorer provided by EarthLink

Fle Edit View Favorites Took Help — &Send |
wBack v = v @ [ 4| @search GdFavorites @Meda & | B S =1 H |Link3 2

Address I@ https:/MocahostiBd4 3/everserve/dofqueryCommunityPeers/show j #Eo

Everserve"

) ¥
R g

i o | g
ut R AFFFEFSOPEI OV P B [T AF

0810102 10:13 AM PDT
click a peer name to see the details

name description hostnare role active

HRcm Default community manager for HR sharp Com. Mar true

HRpub Publisher for HR Community grevbeard Publisher false

HRrelay Relay for HR Cormmunity hungle Relay falze

Regiont Morthwest HR Region trinity Target false

RegionZ West Coast HR Region wioat Target false

Region3 Martheast HR Region rnormbi Target false

Regiond Southeast HR Region oja Target false

Regions Central HR Headguarters pluto Target false

[~

|@ Cone ’_’_E @ Local intranet v

In this example, the only “active” peers are the ones on the device that created the community - in
this example, the community manager. The community manager is automatically activated (joined)
because it was created on the Everserve device where the community was created. All other
peers will not be active and will not be entitled to receive packages until each peer receives the
community seed and joins the community. For information on how to activate community peers,
see the section Community Topologies.
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Viewing System Log Files

Everweb provides access to view the system log files (Everserve logs and the process log file) to
monitor system activity and events. The following sections provide information on how to access the
log files only, for information on the contents and maintenance of Everserve log files, see System Logs
in this guide.

Viewing Server Log File

This file contains information about the server beginning from the last time Everserve was started on
the device.

1. Click the Server tab.

2. Click the Server Log link.
The system displays the Everserve log file.

3 Everserve Log - Microsoft Internet Explorer provided by EarthLink _ o |i|
Ele Edit “ew Favorites Tools Help Z5end |
Back v = v @ @t | @search Garavorites @Media 3| B~ S =1 15 ‘L\nks B

Address I@j https {localhost:B44 3feverserve fviemlog jsp @G0

Everserve~

communities

08/01/02 10:14 AM PDT
Everserve 2.0-1.12 Copyright {c) 2001-2002, Synchron Netwarks, All Rights Reserved
Thu Aug 01 08:30:03 PODT 2002 Starting Everserve server in Ci/Program Files/Synchron
Networks/EverservelServert
Everserve is now logging to C:hYProgram Files\Synchron NetwarksiBverservelServerieverserve log.
2002-08-01 08:30:03,786 (Re)loading logging configuration file C:AFrogram Files\Synchron
Metworks\EverserveiServericonfighogd) xml
The hostname of this machine is Sharp and its [P address is 10.148.125 254,
Created new RMI registry on port 1098
JOnAS Server, wersion 2.3, running on rmi.
Mo Security Service
EJB container : Nile available
EJE container : CommunityManager available
EJBServer is ready
2002-08-01 08:30:27,350 stdout from CAAINNTsystem32emd . exe:

FioranoMG Environment Settings

£y ANNA AN Ficcnnn Cefhaimrn o | cn Cedbon A L l08 _I

\@ l_ l_ E Local infranet 4
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Viewing System Log Files

Viewing the Processes Log File

The process log file can be used to view some or all processes that have been run on the device for a
given time period or that match a specified text string. The available viewing filters include:

Filter Type

Description

Predefined Time/Date Range

View the processes log using one of the predefined date/time
ranges provided. Select the date range in which to view Ever-
serve processes on the device from the Date pull-down list.
Date range options are as follows:

Past hour

Past 6 hours

Past 12 hours

Past day (24 hours)
Past 3 days

Past week

Past month

Specified (used in conjunction with Start and End
date range)
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Filter Type

Description

Start and End Date Range

Specify date ranges in which to view processes on the
device. The following rules are applicable to date range
usage:

The date parser is locale specific and uses the short date
format. In the U.S. locale, the short date format is either
mm/dd/yy or mm/dd/yyyy. Leading O’s are permitted, and
years may have either 2 or 4 digits.

The display output shows a date and a time, however, the
parser only accepts a date and not a time.

If a start date is not specified, the default is the beginning
of the current day.

If an end date is not specified, the default is the precise
millisecond at which the filter was processed.

You may specify either start and end dates, or you may
specify either a start or an end date.

The start date must be less than the end date, regardless
of whether the dates are explicit or defaulted.

Text

Descriptive text for an intended process. For example,
entering the text string “stop” would result in a display of all
Everserve processes that were stopped during the date
range specified.

3. After selecting the desired viewing filters, click Apply Filters.
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Viewing System Log Files

The system displays a log file of all Everserve processes and tasks that match the view filters criteria

selected. For example:

Fle Edt uew Favorites Tools Help

@Send

3 Everserve Processes - Microsoft Internet Explorer provided by EarthLink

=lolx]

EBack * = v @ [2] & Qoearch GFavortes DMeda |~ S = 2

Everserve*
T———

RCEORS

apply filters

Istart [07/30/02

43 everserveldofqueryProcesses show

click a process description to see list of activities

description

- uvvuuva.él

start date

duration

08/01/02 10:17 AMPDT

activities

showr processes

showr processes

showr processes

show peers -c "HR" -r Target

show peers -c "HR" -r Relay

show communities

show peers -c "HR" -h "Sharp” -r Publisher

end [08/01/02

text

show deliveries -5 07/31/02 -e 07/31/02
show deliveries -5 07/31/02 -e 07/31/02
show deliveries -5 07/28/02 -e 07/31/02
show communities

show peers -c Target

show peers -c "HR" -h "Sharp” -r Publisher

07/31/02 11:02 AM
07/31/02 11:02 AM
07/31/02 11:18 AM
07/31/02 01:20 PM
07/31/02 01:20 PM
07/31/02 01:20 PM
07/31/02 01:20 PM
07/31/02 01:25 PM
07/31/02 01:45 PM
07/31/02 01:45 PM
08/01/02 09:17 AM
08/01/02 09:17 AM
08/01/02 09:17 AM

0ms
0ms
0ms
0ms
0ms
0ms
0ms
0ms
0ms
0ms
0ms
Oms
Oms

’—5 @ Local intranet v
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Server Operations

The Server page provides access to Pause and Resume operations. Pausing an Everserve device will
disable the device from delivering packages and receiving return receipts. However, any Everserve
messages en route will be held in queue until Everserve is resumed on the paused device. To pause or
resume Everserve operation, click the desired action listed on the Server page.

When Everserve is paused, the system status light on the Server page turns yellow to indicate a
paused state. This light turns green once Everserve has resumed operational status. The following
figures show the operational indicators for a paused and running (resumed) operational state.Yellow
Status Indicator Showing a Paused State
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Logging Off Everweb

To logout of Everweb, click the Logout tab.

The system logs the current user out of Everweb and displays the user login screen.

3 Everserve Login - Microsoft Internet Explorer provided by EarthLink
File Edit ¥iew Favorites Tools Help &Send

wBack v = v @ 2 4| Qoearch GFavortes Diveda 4| By S = |unks »
Addrass I@ htips: /Aocahost:B44 3feverservedogin.isp

Everserve*

please login with your userd and password

need help
with login? ™~

contact us Q@ Username
Password @

||
[&]oore [ [ & BB Cocal nraret v
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Part 3

Maintenance and
Troubleshooting
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Database and
Filestore
Maintenance

Everserve community managers, publishers, and relays maintain their delivery,
receipt, process, and activity records in a database, while targets maintain their
persistent data on their local file system. In the context of Everserve, persistent
data is considered to be any package, community definition, and system audit
data.

Since Everserve creates records of all transmissions sent, received, and
processed, it is possible to experience performance problems when executing
complex queries as databases and filestores reach their maximum record space
capacity. Depending on the frequency and amount of data stored by Everserve
devices, it will become necessary to perform periodic record maintenance (such
as archiving and purging records) for Everserve systems. The frequency in which
records are archived and/or purged depends entirely on the amount of disk space
used to store Everserve records.

Everserve supports record archiving, purging, and restoration from the command
line interface only. The topics in this section include:

+ Database Tables

* Archiving Records

* Purging Records

* Restoring Archived Records

* Error Recovery

« Backing-up and Restoring Databases
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Database Tables

Everserve logs all process, activity, delivery information for the device into Everserve database tables.
These tables may need to be archived periodically to accommodate the continuous information logged
to the database tables.

Table Name Field Name Description

peer A Peer is a logical identifier of a device.
An Everserve device could have one or
more peer identifiers.

oid Primary key. It is a UUID guaranteed to
be unique across time and space.

name The name identifier for the peer. The
end user identifies a peer using this
name.

description An optional description for the peer.

server_name An optional Everserve server name that

this peer identifies. Especially important
if there are more then one everserve
server running on the machine.

host_name The host name identifier for the peer.
Used primarily in the challenge-
response protocol of the join operation.

domain_name An optional domain name of the peer.

community A community identifies a grouping of
peers. A peer has roles depending on
which community it belongs to.

oid Primary key. It is a UUID guaranteed to
be unique across time and space.

name A name identifier for the community. The
end user identifies a community using
this name.

description An optional description for the
community.
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Table Name

Field Name

Description

community_peer

An associate relationship between
community and peers. Used to link
peers to a community and vice versa.

oid

Primary key. It is a UUID guaranteed to
be unique across time and space.

oid_peer

Peer oid.

oid_community

Community oid.

active

Whether this peer is active within this
community.

key_pair

Stores the public/private key pair for
Community peer and Community
objects.

oid

Primary key. It is a UUID guaranteed to
be unique across time and space.

oid_object

Either the community object oid or the
community peer oid that the key pair
refers to.

private_key

The private key associated with a
community or community peer object. If
the key-pair represents a community,
then it will be populated only if the
community has a local Community
manager. If the key-pair represents a
community-peer then it will be populated
if the peer is local.

public_certificate

The public signed certificate for the
community or community peer.

local_peer

The local peer houses peer identifiers
that are local to the device running
Everserve.

oid Primary key. It is a UUID guaranteed to
be unique across time and space.
oid_peer The peer identifier.
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Table Name Field Name Description

transport The transport entity identifies the
underlying transport mechanism used
by a peer to send packages to multiple
receivers.

oid Primary key. It is a UUID guaranteed to
be unique across time and space.

oid_sender The community peer oid of the package
sender.

roles The role of the package sender.
Possible role values are:

1-Publisher
2-Community Manager
4-Target

8-Relay

properties_send A collection of name-value pairs that
identify the send properties for the
transport. The properties are used to
configure the underlying transport
(currently JMS).

properties_receive A collection of name-value pairs that
identify the receive properties for the
transport. The properties are used to
configure the underlying transport
(currently JMS).
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Table Name Field Name Description
transport_receiver A transport could have one or more
receivers. This table identifies the
receivers of a transport.
oid Primary key. It is a UUID guaranteed to

be unique across time and space.

oid_transport

The transport that this receiver receives
packages from.

oid_receiver The community peer identifier of the
receiver.
roles The roles of the receiver. The role will be

moved to the community_peer table in a
future release. Possible role values are:

1-Publisher
2-Community Manager
4-Target

8-Relay
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Table Name

Field Name

Description

versioned_file

A versioned file houses file attributes of
files and directory when it was last
scanned for changes. It is used to
determine whether a file has to bundled
when version in a package is set to true.

oid

Primary key. It is a UUID guaranteed to
be unique across time and space.

oid_parent

The oid of the parent

package name

The package name that identifies the
package specification.

name The name of the file or directory.

size The size of the file when it was last
scanned.

mode The permission attributes of the file
when it was last scanned.

atime The access time of the file when it was
last scanned.

mtime The modification time of the file when it
was last scanned.

ctime The change time of the file when it was
last scanned.

shortcut The path name to which a symbolic link

points to. Will be populate only if the file
was a symbolic link when it was last
scanned.
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Table Name

Field Name

Description

package

A package identifies a delivery that was
bundled and delivered to targets using
the deliver command.

oid

Primary key. It is a UUID guaranteed to
be unique across time and space.

description

The description of the package.
Currently this is filled in with the CLI
usage of the deliver command for
example:

“deliver -i abc -f test.xml -c C1 -p pub”.

oid_process

The oid of the process associated with
this delivery.

specification

The specification xml that was used to
bundle this package.

id

An identifier for the delivery. It is the
value of the -l option in the deliver
command.

number_targets

The number of targets that will receive
this delivery.

ts The time when the package was
delivered.
ts_msec Similar to ts, but with millisecond

accuracy. Time fields in some database
like mysql have accuracy only up to a
second.

number_receipts

The number of targets that have
acknowledged receiving this delivery.

status

Aggregated status of the delivery. 0
means success while 1 means failure. It
will be set to failure if any of the targets
sends a failure receipt.

oid_community

The community that received this
delivery.
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Table Name

Field Name

Description

package_transport

The transport used to send a package. It
is possible that a package is delivered to
targets using multiple transport
protocols. Though it is populated
currently, it will be deprecated in a future
release as its use is limited and the
information is redundant.

oid

Primary key. It is a UUID guaranteed to
be unique across time and space.

oid_package

The oid of the package.

oid_transport

The oid of the transport.
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Table Name

Field Name

Description

package_element

This table contains individual file,
directory and command elements that
make up a package.

oid

Primary key. It is a UUID guaranteed to
be unique across time and space.

oid_package

The oid of the package that this element
is a part of.

oid_parent

Identifies the parent package element.
All package elements barring the top
level package container has a parent
package element. This field will be null
for the top level package container.

name

The name of the element.

type

The package element type. Possible
values are:

1 - Package container
2 - Directory

3 - File

4 - Command

sequence

The In-order traversal sequence number
of this element in the package tree.

data

The data of this package element.
Currently the option to populate this field
has been turned off as bundling and
sending of a package is done together in
one command.

has_changed

Internal to Everserve processing.

Synchron Networks

223




Database and Filestore Maintenance

System Administrator’s Guide

Table Name Field Name

Description

file_element_attributes

This table contains the file and directory
attributes of the files that are bundled.
Currently the option to populate this field
has been turned off as bundling and
sending of a package is done together in
one command.

oid

Primary key. It is a UUID guaranteed to
be unique across time and space.

oid_package_element

File or directory package element oid
that this record ties to.

operation

Operation that will be executed on the
target. Possible values are:

1- Create

2- Meta

3- Remove
4- No Change
5- Replace

size

The size of the file.

mode

The permissions for the file or directory.

atime

The last access time for the file or
directory.

mtime

The last modification time for the file or
directory.

ctime

The last change time for the file or
directory.

shortcut

The symbolic link that the file points to if
the file is a symbolic link.
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Table Name

Field Name

Description

receipt

This table houses the acknowledgment
sent by a target after unbundling a
delivery. There will be one receipt for
each target that the package was sent
to.

oid

Primary key. It is a UUID guaranteed to
be unique across time and space.

oid_package

The oid of the package for which this
receipt was generated.

description

An optional description for the
receipt.Currently it is automatically
generated by Everserve and contains
the name of the target, the package id
and the specification file name for
example:

Receipt for “target™, package id =

““abc™, package name = “test.xml

9

oid_community_peer

The oid of the community peer that sent
this receipt.

ts

The time this receipt was received by
the publisher. If a a receipt has not yet
been received this field will be null.

ts_msec

Similar to ts, but with millisecond
accuracy. Time fields in some database
like mysql have accuracy only up to a
second. Will be null if a receipt has not
yet been received.

status

Status of the delivery on the target.
Possible values are:

1 - Success
2 - Failure
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Table Name

Field Name

Description

receipt_element

Receipt elements contain information
about the status of unbundling a
package element on a given target. Note
that not all receipt elements are saved. If
the parent housing directory was
unbundled successfully then the receipt
elements housed within that directory
are not saved. Similarly if unbundling a
package container (top level of the tree)
was successful, and the package did not
contain any command package
elements then only the package
container success status is saved.
Command receipt elements are always
saved irrespective of success or failure
as it could contain standard output and
standard error data.

oid

Primary key. It is a UUID guaranteed to
be unique across time and space.

oid_receipt

The receipt oid that this element ties to.

oid_package_element

The package element oid associated
with this receipt element.

status Whether unbundling this receipt element
was successful. Possible values are:
1 - Success
0 - Failure

rc Return code returned by the command

execution.
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Table Name

Field Name

Description

receipt_element_blobs

Receipt element blobs contains the
output of command-spec elements.
Every receipt_element associated with a
command, will have a corresponding
element in this table.

oid

Primary key. It is identical to the
command’s receipt element oid.

stdout

The standard output of the command
execution on the target.

stderr

The standard error of the command
execution on the target.

process

This table groups activities that occur at
any given time using Everserve. It tracks
both synchronous and asynchronous
events that occur on everserve. All CLI
and Web commands are tracked as
individual processes as well as
deliveries received by the target.

oid

Primary key. It is a UUID guaranteed to
be unique across time and space.

description

A brief description of the activity. For CLI
commands, the paraphrased version of
the actual command issued by the user
is saved.

ts_min

Time when this process began.

ts_max

Time when the last activity for this
process occurred.

nbr_activities

Number of activities that are currently
logged for this process.

object_type

Currently not used.
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Table Name Field Name Description
activity This table houses every notable event

that occurred in Everserve. Each activity
has an associated process record that
groups it.

oid Primary key. It is a UUID guaranteed to
be unique across time and space.

oid_process Oid of process that this activity is tied to.

description Description of this activity.

status Status of the activity. It is a integer code,
whose description is stored in the
descriptor table under type =1.

ts The time when the activity took place.

ts_msec Similar to ts, but with millisecond
accuracy. Time fields in some database
like mysql have accuracy only up to a
second.

username The user who initiated this event.

level Currently always 2.

object_type

oid_object
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Table Name

Field Name

Description

object_type

This is a static table mapping a type to
an Everserve class name. One can
construct a live Everserve object, by
instantiating the class associated with a
type and passing the appropriate oid in
the constructor. Everserve follows a
simple object relational model and there
is a one to one mapping between an
everserve class and the database row. It
is for this reason that all database tables
is a single field (UUID) of the same type.

oid

Primary key. It is a UUID guaranteed to
be unique across time and space.

type

The type of object. There is a
uniqueness constraint on this field.

class_name

The class name to be instantiated for
the given type.

attributes

Any other attributes that needs to be
passed.

comment

A description text for this object type.

descriptor

This is a static table that maps type and
id combination to a description. The type
is the broad category while the id are the
various identifiers within that category.

oid

Primary key. It is a UUID guaranteed to
be unique across time and space.

type

Currently there are three categories of
descriptors:

1 - status field in the activity table
2 - level field in the activity table
3 - type field in the delivery_log table

Identifier within the type field. There is a
unigueness constraint on the type, ID
combination.

description

Description for the identifier of a given
type.
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Table Name

Field Name

Description

delivery_received

This object contains deliveries that have
been received by a target or a relay. It is
used to prevent duplicate processing of
the same package through multiple
routes.

oid

A composite UUID that guarantees
uniqueness of a package for a given
target. We need two UUIDs here as just
the delivery oid will not suffice as the
package can be received twice if there
are more then one target for the same
delivery. To guarantee uniqueness for a
target, we need to append the listener
oid as well to enable us to realize that
the packet indeed has been received
twice.

ts_msec

When the package was received as a
long since epoch. We do not store itas a
time field as databases like MySQL do
not provide millisecond accuracy.
Besides most targets have file store
where this information is cached in
memory. In a future release, we will be
using this field to clear the cache (for file
stores) after a specified interval.
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Table Name

Field Name

Description

delivery_log

A log of deliveries that were sent,
relayed or received by the Everserve
server. This information can also be
retrieved from activity records, but would
have to be filtered from other types of
events that took place. Besides the
delivery log houses additional
information that are not captured in
activity records.

oid

Primary key. It is a UUID guaranteed to
be unique across time and space.

type

The type field that specifies the action
taken. The exact description
corresponding to a value is stored in the
descriptor table.

The id of the package that was received
or delivered.

ts

When the package was received or
delivered.

ts_msec

When the package was received or
delivered measured as a elapsed time in
milliseconds.

process_time

How much time was taken to process
the delivery (in milliseconds).

originator Originator peer for this package.

sender The sender of this package. Could be
different from originator if the senderis a
relay.

community The community to which this package
was delivered

peer The local peer within the community that

was a recipient for this package.
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Table Name

Field Name

Description

db_version

Stores version information for this
everserve schema. There is only one
record in this table. Its use is to provide
version compatibility between the
everserve schema and everserve
server.

oid

Primary key. It is a UUID guaranteed to
be unique across time and space.

version

The current version of the database
schema.

earliest

The earliest version that this schema is
compatible with.

jms_ssl_server_propert
ies

This table houses the Key Pair oids if we
are using SSL to communicate with the
JMS server. This table is only applicable
for peers that are senders (community
manager, publisher, and relay). This
however poses a limitation that we can
only have one Transport Server (JMS)
per Everserve server. In a future release
we will begin having named transport to
get around this.

oid

Primary key. It is a UUID guaranteed to
be unique across time and space

oid_server_key_pair

JMS uses the key pair to validate client
access to queues and topics. An

Everserve sender needs the key to sign
certificates while creating communities.

oid_client_key_pair

Everserve sends the Client Certificate
and seed over to receivers in a seed file.

oid_admin_key_pair

Everserve uses this key pair to add or
remove JMS queues and topics.
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Archiving Records

The archive command moves the records associated with a specified set of deliveries, processes or
delivery logs from the main database table to a set of secondary database archive tables. This action
is similar to moving deliveries, processes, and delivery logs to a separate folder.

The schema for each secondary table is identical to its counterpart Everserve table. The archive tables
are housed within the same database for database servers that do not allow joins across databases
(for example, MySQL) or in a separate database (everserve_archive) for databases such as MS
SQLServer that allows joins across databases. For MySQL, these tables are Mylsam tables; for MS
SQLServer, the archive tables are located in a separate database and have the same name as their
counterpart in the Everserve database.

Note: Once an archive action is performed, then subsequent activities related to an
archived set are lost. For example, the receipt will be lost if a delivery was
archived, and a pending receipt is received after the archival has taken place.

Best Practices

Archiving records should be done periodically so that access to information in the database or file store
does not deteriorate in speed. The following are recommended practices to archiving records:

*  When a delivery or process is no longer pertinent and no longer needs to be observed.

*  When show commands become too slow. This may be especially true for the show receipts
command.

» Archiving records should be done in manageable chunks. For example, if a years worth of data is
being archived, on some databases, it may take a very long time to complete the archival process.
If, however, this task is divided into monthly chunks, then the 12 [monthly] operations may take less
time to complete than one operation for an entire year.

Specifying Date Ranges

Processes and delivery logs can be archived based on the date range specified using the —s (start
date) and —e (end date) tags as described in the following sections. The following rules are applicable
when using start and end dates:

* The date parser is locale specific and uses the short date format. In the U.S. locale, the short
date format is either mm/dd/yy or mm/dd/yyyy. Leading O’s are permitted, and years may have
either 2 or 4 digits.

+ If the —s tag is omitted, all records up to the end date will be archived.

+ If the —e is omitted, all records later than the start date will be archived.

+ If both —s and —e are omitted, all records will be archived.

+ If both —s and —e are specified, all records that fall in the date range will be archived.
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Archiving Delivery Records

The archive deliveries command is used to store all delivery related tables that match the specified

criteria into archive tables.

Command Syntax:

everserve archive deliveries [-s <startDate>] [-e <endDate>] [-x]

[-1 <ID>]

Parameters and Options:

Syntax

Required

Description

[-s <startDate>]

N

The beginning date range in which to specify the data
to be archived. See Specifying Date Ranges for
information of acceptable usage.

[-e <endDate>]

The ending date range in which to specify the data to
be archived. See Specifying Date Ranges for
information of acceptable usage

[-x]

Excludes all pending deliveries from being archived
even if the pending deliveries falls within the specified
date range.

[-i <ID>]

The ID of the package in which to archive, such as
"update_2002." Multiple IDs are separated with a
space, for example:

-i update_2002 update_2002_HR

Example:

$ everserve archive deliveries -s 08/09/2002 -e 09/09/2002 -x

-i updat e_2002
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Archiving Process Records

The archives processes command is used to store processes and activity tables that match the
specified criteria into archive tables.

Command Syntax:

everserve archive processes [-s <startDate>] [-e <endDat e>]

Parameters and Options:

Syntax Required Description

[-s <startDate>] N The beginning date range in which to specify the data
to be archived. See Specifying Date Ranges for
information of acceptable usage.

[-e <endDate>] N The ending date range in which to specify the data to
be archived. See Specifying Date Ranges for
information of acceptable usage

Example:

$ everserve archive processes -s 09/09/2002 -e 09/17/2002
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Archiving Deliverylog Records

The archive deliverylog command is used to store deliverylog tables that match the specified criteria

into archive tables.

Command Syntax:

everserve archive deliveryl og

Parameters and Options:

[-s <startDate>] [-e <endDate>]

Syntax Required Description

[-s <startDate>] N The beginning date range in which to specify the data
to be archived. See Specifying Date Ranges for
information of acceptable usage.

[-e <endDate>] N The ending date range in which to specify the data to

be archived. See Specifying Date Ranges for
information of acceptable usage

Example:

$ everserve archive deliverylog -s 09/09/2002 -e 09/17/ 2002
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Archiving All Records

The archive all command is used to archive all records into a separate database or store. The archive
all command moves the data from the deliveries, processes, and activity tables into corresponding
backup archive tables.

Command Syntax:

everserve archive all [-s <startDate>] [-e <endDate>] [-Xx]

Parameters and Options:

Syntax Required Description

[-s <startDate>] N The beginning date range in which to specify the data
to be archived. See Specifying Date Ranges for
information of acceptable usage.

[-e <endDate>] N The ending date range in which to specify the data to
be archived. See Specifying Date Ranges for
information of acceptable usage

[-x] N Excludes all pending deliveries from being archived
even if the pending deliveries falls within the specified
date range.

Example:

$ everserve archive all -s 09/09/2002 -e 09/17/2002 -x
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Purging Records

The purge command deletes archived records for a given category. This command will only delete
records from the archive tables and not the Everserve database. When using the purge command, an
optional directory output argument may be used that will purge records then move the purged records
to the specified secondary storage directory. These records can later be restored using the restore
purged command. For information on how to restore purged records, see the section Restoring
Archived Records.

Best Practices

Purging records should be done periodically to effectively manage archived records. The following are
recommended practices to purging records:

» Purge when the archive tables become unmanageable or the performance of the show - a (archive)
commands deteriorate.

+  For MySQL, there may be an OS limit to the size of the archive database table file. Archive tables
for MySQL are Mylsam, as opposed to InnoDB for the main tables.

 If the purged records are stored in a secondary directory, then it is important that some directory-
naming standard is employed. One example for naming the directory would be
Everserve_All_010102_to_013102. This suggests that the directory houses all deliveries,
processes and delivery logs for the month of January 2002.

Note: Each purge operation requires a new directory to house purged records. The
purge command will throw an error if attempting to execute a purge command
that purges twice to the same directory location.

The following commands are used to purge archived records.

Note: The start and end date range parameters for purging archived records are
used in the same manner as described in the section Specifying Date
Ranges. However, when using start and end date ranges in purge commands,
the criteria specified for purging will match records in the archive table and not
the main Everserve table.
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Purging Delivery Records

The purge deliveries command deletes delivery and receipt data permanently from the archive
tables. Purged data may be saved to a file, enabling record restore operations at a later time.

Command Syntax:

everserve purge deliveries [-s <startDate>] [-e <endDat e>]

[-d <directory>]

Parameters and Options:

Syntax Required Description

[-s <startDate>] N The beginning date range in which to specify the data
to be purged. See Specifying Date Ranges for
information of acceptable usage.

[-e <endDate>] N The ending date range in which to specify the data to
be purged. See Specifying Date Ranges for
information of acceptable usage

[-d <directory>] N The full path and directory where the purged record

will reside. Purged files will be created with a.dat
extension.

Example:

$ everserve purge deliveries -s 09/09/2002 -e 09/17/2002

-d c:\nyDeliveries
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Purging Deliverylog Records

The purge deliverylog command deletes delivery log data permanently from the archive tables.
Purged data may be saved to a file, enabling record restore operations at a later time.

Command Syntax:

everserve purge deliverylog [-s

[-d <directory>]

Parameters and Options:

<startDate>] [-e <endDate>]

Syntax Required Description

[-s <startDate>] N The beginning date range in which to specify the data
to be purged. See Specifying Date Ranges for
information of acceptable usage.

[-e <endDate>] N The ending date range in which to specify the data to
be purged. See Specifying Date Ranges for
information of acceptable usage

[-d <directory>] N The full path and directory where the purged record

will reside. Purged files will be created with a .dat
extension.

Example:

$ everserve purge deliverylog -s 09/09/2002 -e 09/17/2002
-d \ nmyDel i veryl ogs
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Purging Records

Purging Process Records

The purge processes command deletes process data permanently from the archive tables. Purged
data may be saved to a file, enabling record restore operations at a later time.

Command Syntax:

everserve purge processes [-s <startDate>] [-e <endDate>]

[-d <directory>]

Parameters and Options:

Syntax Required Description

[-s <startDate>] N The beginning date range in which to specify the data
to be purged. See Specifying Date Ranges for
information of acceptable usage.

[-e <endDate>] N The ending date range in which to specify the data to
be purged. See Specifying Date Ranges for
information of acceptable usage

[-d <directory>] N The full path and directory where the purged record

will reside. Purged files will be created with a .dat
extension.

Example:

everserve purge processes -s 09/09/2002 -e 09/17/2002 -d c:\myProcesses
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Purging All Records

The purge all command removes delivery, receipt, delivery log, and process data permanently from
the archive tables. Purged data may be saved to a file.

Command Syntax:

everserve purge all

Parameters and Options:

[-s <startDate>] [-e <endDate>] [-d <directory>]

Syntax Required Description

[-s <startDate>] N The beginning date range in which to specify the data
to be purged. See Specifying Date Ranges for
information of acceptable usage.

[-e <endDate>] N The ending date range in which to specify the data to
be purged. See Specifying Date Ranges for
information of acceptable usage

[-d <directory>] N The full path and directory where the purged record

will reside. Purged directories will be created with a
.dat extension.

Example:

$ everserve purge all

-s 09/09/2002 -e 09/17/2002 -d C\nyDeliveries
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Restoring Archived Records

The restore command is the undo operation to the archive command. It moves archived records back
into the main Everserve tables. This is true for all the restore commands except the restore purged
command. The restore purged command moves the records from the secondary storage back into the
archived tables.

Restoring Delivery Records

The restore deliveries command is used to retrieve package and receipt data from backup archive
tables to the original tables.

Command Syntax:

everserve restore all [-s <startDate>] [-e <endDate>] [-i <ID>]

Parameters and Options:

Syntax Required Description

[-s <startDate>] N The beginning date range in which to specify the
archived data. See Specifying Date Ranges for
information of acceptable usage.

[-e <endDate>] N The ending date range in which to specify the
archived data. See Specifying Date Ranges for
information of acceptable usage

[-i <ID>] N The ID of the package that was archived, such as
"update_2002."

Example:

$ everserve restore deliveries -s 09/09/2002 -e 09/17/2002 -i
updat e_2002
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Restoring Deliverylog Records

The restore deliverylog command is used to retrieve delivery log data from the archive tables to the

original tables.

Command Syntax:

everserve restore deliverylog [-s <startDate>] [-e <endDat e>]

Parameters and Options:

Syntax Required Description

[-s <startDate>] N The beginning date range in which to specify the
archived data. See Specifying Date Ranges for
information of acceptable usage.

[-e <endDate>] N The ending date range in which to specify the

archived data. See Specifying Date Ranges for
information of acceptable usage

Example:

$ everserve restore deliverylog -s 09/09/2002 -e 09/17/ 2002
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Restoring Process Records

The restore processes command is used to retrieve process data from backup archive tables to the
original tables.

Command Syntax:

everserve restore processes [-s <startDate>] [-e <endDat e>]

Parameters and Options:

Syntax Required Description

[-s <startDate>] N The beginning date range in which to specify the
archived data. See Specifying Date Ranges for
information of acceptable usage.

[-e <endDate>] N The ending date range in which to specify the
archived data. See Specifying Date Ranges for
information of acceptable usage

Example:

$ everserve restore processes -s 09/09/2002 -e 09/17/2002
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Restoring All Records

The restore all command is used to retrieve data from backup archive tables and restore this data to

the original tables.

Command Syntax:

everserve restore all

Parameters and Options:

[-s <startDate>] [-e <endDate>]

Syntax Required Description

[-s <startDate>] N The beginning date range in which to specify the
archived data. See Specifying Date Ranges for
information of acceptable usage.

[-e <endDate>] N The ending date range in which to specify the

archived data. See Specifying Date Ranges for
information of acceptable usage

Example:

$ everserve restore all

-s 09/09/ 2002 -e 09/17/2002
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Restoring Purged Records

The restore purged command retrieves a purged file to archive tables.
Command Syntax:

everserve restore purged {-d <directory>}

Parameters and Options:

Syntax Required Description
{-d <directory>} Y The full path and directory where the purged file
resides.
Example:

$ everserve restore purge -d c:\nyPurgedRecords
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Error Recovery

It is possible that executing an archive, purge, or restore command might fail before completion of the
operation. There are potentially many reasons why these operations might prematurely fail; for
example shutting down either the Everserve server or database in the middle of the operation, would
result in a failed operation.

In such situations, Everserve ensures that the data is not lost as long as the command is repeated.
Whenever an archive, purge, or restore command fails, the command should be re-executed to bring
the system to a valid state and to prevent loss of referential integrity.

If a failure occurs but the command in not reissued, the next time any one of the archive, purge, or
restore commands is issued, Everserve will complete the previous incomplete task before proceeding
with the current one.

Backing-up and Restoring Databases

Everserve provides an import/export utility that allows the backup and restore of the Everserve
database to a secondary storage location. The backed-up data is machine independent allowing
restoration of data to a different database server. There are two prerequisites for restoring an
Everserve database:

* The Everserve database already exists.

» There is version compatibility between the Everserve database records to be restored and the
backed-up data.

The following table lists the input expected by the utility.

Input Description

Database Type The type of database. Currently allows for MySQL, MS SQLServer, or a
generic database. Database Type works with any database with a valid
JDBC driver and a compatible Everserve schema defined.

Action Possible values are backup or restore.

Directory The directory that will house the backed-up data, or from which data is
to be restored.

JDBC driver The JDBC driver used to connect to the database.

JDBC url The URL for the connection.

DB User The DB username for the connection.

DB Password The DB password for the connection.

For MySQL and MS SQLServer, the default JDBC driver and JDBC URL are set to the values currently
supported by Everserve for these two engines. However, these values may be modified. All Everserve
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tables, including archive tables, are backed-up to the directory specified. The archive tables will
however be prefixed with the “archived_” tag.

The import/export command is used to either backup an Everserve database (using the export
command that writes the database tables to a specified location), or to restore an Everserve database
to a previous state (import from backed-up database tables).

To Back-up or Restore an Everserve Database:

1.

Make sure the Everserve database is running.
Stop the Everserve service.

Open a command window and go to the C:. \ Program Fi | es\ Synchron
Net wor ks\ Ever serve\ |l i b directory.

Enter either the export command ori nport command as shown below. Export is used to create
a back-up of the database tables, import is used to extract backed-up database tables into the
Everserve database.

everserve export

or

everserve i npor t

Follow the instructions on the screen when prompted to run the import/export utility:

Ent er dat abase type:

Enter Enter action[inport/export]:

Enter directory to backup to:

Enter Enter JDBC driver[org.gjt.mmmysqgl.Driver]:

Enter Enter JDBC url[jdbc:nysql://local host/everserve]:
Enter Enter DB User[everserve]:

Enter Enter DB Password[everserve]:
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6.

The system displays the values specified to run this utility:

DB type . nysql

Acti on . export

Directory cotnp

JDBC driver : org.gjt.mmnysqgl.Driver

JDBC url . jdbc:nysql://1ocal host/everserve

DB usernanme : everserve
DB password : everserve
Enter Proceed[y]:

An acknowledgment of the operation will be displayed upon completion.

Restart Everserve.
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Everserve uses two separate logging features that enable System Administrators
to monitor and audit system activity and processes. These logs include a server
log maintained on each peer’s local file system, and package and community
information stored in the community manager’s, publisher’s, and relay’s
database.This section describes Everserve’s logging mechanisms, provides
information on how to view system logs and control logging verbosity, and
describes the routine maintenance required to maintain Everserve system logs.

The topics in this section include:

» Server Logs
* Process Logs
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Server Logs

Everserve’s server log files are used primarily for activity monitoring and auditing. Each server log is
maintained on each peers local file system and contains output from the Java Virtual Machine (JVM)
running behind the scenes,

All Everserve systems maintain their own server log files on their local file systems. The main purpose
for these server log files is to aid in diagnosing server problems. All log files (described in the following
table) are located in the \ Synchr on Net wor ks\ Ever ser ve\ server subdirectory.

Log File Description

everserve.log Log file containing received output that corresponds to “stdout,” which is
considered “normal” output (such as messages). Each time Everserve is
started on a system, a new everserve.log file is created.

everserve_log.bak The contents of the old everserve.log file are appended to
everserve_log.bak (the system creates this file if it does not already exist).
After appending the old contents of everserve.log, Everserve writes its
current logging information to this file when the system is restarted.

everserve.err An error log file used to track error output such as stack traces from
exceptions.

everserve_start.log | Log file showing timestamp when the device started or stopped an
Everserve service.

everserve_start.err | An error log file that shows Everserve service shutdown and startup errors.

Auditing the System

Messages transmitted over the JMS messaging layer contain information pertinent to that device. For
example, community managers can view all attempts to join the community; publishers can view the
delivery status of all packages; relays can view a history of all packages received and passed to
targets, and targets can view a history of all packages received.

Community manager and publisher devices have privileges and resources needed to view all
commands issued to the system and can be accessed through the Web interface or command line
interface.

Note: Although relays and targets do not have access to the Web interface, these
devices can access this information using the command line interface. For
information on how relays and targets can view process and messaging
information, see the section Information Services Commands in this guide.
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All asynchronous jobs that persist through server restarts are recorded in a jobs table. Examples of
asynchronous jobs include activities such as joining a community, delivering a package, adding a peer
to a community, or other messaging tasks where communication is generated from one device and
sent to another, then after receiving the communication, a response is returned to the message
originator (publisher).

Database Tables

Events are logged and recorded in the following database tables, with each containing details related
to the corresponding event:

Log Table Description

process Lists each command issued that starts a process (either through the
command line or through the GUI).

activity Contains descriptions of parts of a process. Each process contains one or
more activities, which is stored in the activity table.

receipt Lists each time a publisher receives a receipt. The return receipt is logged in
the receipt table.

receipt_element Lists each element in the return receipt. Elements include results of
applying file operations, standard output, standard error, and return code of
all scripts that are executed as a result of opening a package.

package Lists each package delivery command sent from the publisher.

package_element Lists each element contained in the package. Package elements include the
DTD file associated with the package, file-specs, directory-specs,
command-specs, and scripts to run.

package_transport Lists the transport used to deliver the package.

Viewing Server Log Files

By default, all log files are stored on each device’s file system in the \ Synchr on

Net wor ks\ Ever ser ve\ server subdirectory and can be viewed using an ASCII editor. Because log
files are primarily used to troubleshoot server or device errors, performing case-sensitive keyword
searches such as “Error” or “Exception” can be useful to track down specific problems.

Controlling everserve.log Verbosity

The data written to the everserve.log file is defined by the configuration file, log4j.xml, and can be
modified as needed. If you are experiencing errors on an Everserve system it may be useful to
increase the amount of data that is being recorded to this log file. By default, many entries in the logger
section are commented out to decrease the amount of data being recorded to everserve.log. You can
remove the comment notation (comments are found between the characters "<!-- -->") and begin
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recording the specified data to the log file. The logging properties previously enclosed by the comment
become active once the file has been saved with the changes.

Log4j.xml Properties

The following section describes how to change the logging properties to log more data than the default
settings permit. Conversely, using the comment delimiters, you can exclude information from being
logged to everserve.log as well.

The following example shows the different categories of data that can be recorded to everserve.log.
The log4j.xml configuration file is located in the \ Ever serve\ server\ confi g subdirectory.

You can choose to include additional categories, or exclude categories of data that, by default, are
turned on and logged to everserve.log. For tips on how to use the log4j.xml properties to troubleshoot
system errors, see Synchron’s Technical Support Web site at http://support.synchronnetworks.com.

Note: It is recommended that you create a backup copy of log4j.xml before editing
this configuration file. This will be useful for future reference, and if needed, to
revert back to the file’s default settings.

<?xm version="1.0" encodi ng="UTF-8" ?>
<I DOCTYPE | og4j : configuration (View Source for full doctype...)>
- <l--

Log4J configuration file

-->

- <l og4j:configuration xmns:| 0841 ="http | akart a. apache. or%el og4j /"

~ disabl e=" nul'l" disabl eQverri nuII de ug="null" config
bug="nul I "

- <l--

Here is how you specify the format of and destination
for all log entries witten to STDOUT. By changing the "val ue
in the "param' tag bel ow, you change the format of ALL
Everserve | og nessages. For details on the formatting
strings that can be defined for "value", see "Log4J Configuration
Qui ck Reference" at the end of this file.

-->

- <appender name="STDOUT" cl ass="org. apache. | o0g4j. Consol eAppender ">
- <layout class="org.apache.|og4j.PatternLayout">

<par am nanme="Conver si onPattern" value="%l %5p [%] - %ir\n" />
</l ayout >

</ appender >
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This entry defines the |ogging behavior for the all the
code witten by Synchron Networks. The "priority value" tag
is used to set the logging level. The logging |levels are:

"fatal" - enables Asserts in all Synchron Networks code

"error" - enables only error |evel nessages (few)

"warn" - enables only warning | evel nessages (nore, still few)
"info" - enables info |evel |ogging (nearly none)

"debug" - enabl es debug | ogging for entire Everserve product,

all classes. This is the nost verbose setting and
wi || show debug tracing for every single class that
has been enabl ed for 1 o0g4J.

If this section is comented out, it will effectively disable
all Asserts in Everserve (which use the "fatal"™ level). By
uncoment i ng any of the categories described bel ow, you can
sel ectively enable |logging for specific areas of Everserve.

>

- <category name="com synchronnetworks" additivity="fal se">

<priority value="warn" />

<appender-ref ref="STDOUT" />

</ cat egory>

- <l--

Here is how you specify the format of and destination

for all log entries witten to STDERR By changi ng the "val ue"
in the "param’ tag bel ow, you change the format of ALL
Everserve | og nessages. For details on the formatting

strings that can be defined for "value", see "Log4j Configuration Quick
Ref erence" at the end of this file.

<appender name="STDERR' cl ass="org. apache. | og4j . Consol eAppender" >
<param nane="target" val ue="Systemerr"/>
<l ayout cl ass="org. apache.| og4j. PatternLayout">
<par am nane="Conver si onPatt ern”
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value="% %5p [%] - %\r\n"/>
</l ayout >
</ appender >

Enabl e this category of logging to further investigate a Java
exception that Everserve is throwing. Note that not al
exceptions are fatal because Everserve has built-in recovery
code to handl e many exceptions.

>

- <category name="com synchronnetworks. util.Ever OnException" additiv-
ity="fal se">

<priority value="error" />
<appender-ref ref="STDOUT" />
</ cat egory>

- <l--

Enabl e this category of logging to investigate why the Everserve
server does not start or why it seened to stop unexpectedly.

Move the end-of-conmment line up to the end of the next Iine
to enable it.
ENABLED

<cat egory nane="com synchronnetworks.nile" additivity="false">
<priority value="debug" />
<appender-ref ref="STDOUT" />
</ cat egory>
end- of - coment

Enable this category of logging to investigate difficulties
in one Everserve server connecting to another. If you need
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further information, enable "com synchronnetworks. nessenger”
descri bed bel ow.

Move the end-of-coment line up to the end of the next line
to enable it.
ENABLED

<cat egory name="com synchronnetworks.roles" additivity="false">
<priority val ue="debug" />
<appender-ref ref="STDOUT" />

</ cat egory>

end- of - coment

If you need further information after enabling

"com synchonnet wor ks. rol es” (descri bed above), enable this
category of logging. This area is quite verbose so use with
care when you are doing deliveries

Move the end-of-coment line up to the end of the next line
to enable it.
ENABLED

<cat egory name="com synchr onnet wor ks. nessenger" additivity="fal se">
<priority val ue="debug" />
<appender-ref ref="STDOUT" />
</ cat egory>
end- of - coment
-->

</ 1 og4j:configuration>
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Logdj Configuration Quick Reference

The following table lists the log4j.xml configuration settings and provides description of their usage in

this file:

Logging Parameters:

Parameter

Tag Value

%c Category of the logging event

%C Fully qualified class name of the caller

%d Date of the logging event (example: %d{HH:mm:ss,SSS} )

%F File name where the logging request was issued (caution: extremely slow)

%l Location information of the caller (caution: extremely slow)

%L Line number from where the logging request was issued (caution: extremely
slow)

%m Application-supplied message

%M Method name from where the logging request was issued (caution: extremely
slow)

%n Line separator

%p Priority of the logging event

Yr Number of milliseconds since the start of the application

Y%t Name of the thread that generated the logging event

%X Nested diagnostic context associated with the thread

% % A single percent sign

Format Modifier Examples:

The following table lists the modifiers used to format the output that log4j.xm/ generates.

Modifier Output
%20c Left pad with spaces if category is less than 20 characters long
%-20c Right pad with spaces if category is less than 20 characters long
%.30c Truncate from the beginning if category is more than 30 chars long
%20.30c Left pad 20 chars + truncate from beginning if more than 30 chars
%-20.30c Right pad 20 chars + truncate from beginning if more than 30 chars
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everserve_log.bak File Maintenance

Each time Everserve is restarted a new server log is created and the old server log is appended to
everserve_log.bak. The growth of this file is dependant on the frequency in which server logs are
created. In many cases, paring-down the everserve_log.bak file is required to handle log file growth.
This file requires periodic size reduction maintenance to ensure the size of this backup log file does not
become too large or cumbersome to work with, or that disk space to support this file becomes an
issue.

To reduce the size of everserve_log.bak, open the file with a text editor and either transfer older
information to a separate file, or delete the unneeded information from everserve log.bak.

Note: In cases where an Everserve system has been running continuously for an
extended time, it may be necessary to pare-down the everserve.log file to
control log file growth in the same manner as described above.

Process Logs

Process logs contain information about the processes that have run on an Everserve system. This
information encompasses package deliveries and community configurations, and includes a log that
lists all processing activity for the device. All information is recorded on an on-going basis and can be
viewed from the command line using Everserve “show processes” command. In the case of
community managers and publishers, process logs can be displayed from the Web interface (see the
section Viewing the Processes Log File).
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Appendix A:
Summary of CLI
Commands

The commands listed in this appendix summarize the syntax used to manage communities, deploy
and monitor package delivery, and to make inquires about system activities for your Everserve

community.

The following table lists all Everserve commands and their parameters and options, and lists which
role-type has privileges to execute the command.

Issuer Command Parameters
CM add peer {-p <peerName>} {-c <communityName>} [-r <role>]
[-s <sender...>]
CM add sender {-p <peerName>} {-c <communityName>} {-s <sender...>}
PUB/CM | archive all [-s <startDate>] [-e <endDate>] [-x]
PUB archive deliveries [-s <startDate>] [-e <endDate>] [-x] [-i <ID>]
PUB archive deliverylog | [-s <startDate>] [-e <endDate>]
PUB/CM | archive processes | [-s <startDate>] [-e <endDate>]
CM change community | {-c <communityName>} [-n <newCommunityName>]
[-d <newDescription>]
CM change peer {-p <peerName>} [-n <newPeerName>] [-d <newDescription>]
CM change peer {-p <peerName>} {-c <communityName>} [-r <role>]
[-s <sender...>]
CM create community {-c <communityName>} {-p <cmPeer>} [-d <description>]
CM create peer {-p <peerName>} {-h <hostname>} [-d <description>]
CM create seed {-c <communityName>}
CM delete community {-c <communityName>}
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Issuer Command Parameters

CM delete peer {-p <peerName>}

PUB deliver [immediate] {-f <packageFileName>} [-c <communityName>]
[-p <publisherPeerName>] [-i <ID>] [-| <peerList>]

ALL env

ALL exit

ALL help

ALL join {-c <communityName>}

ALL list roles

ALL listxml {-c <communityName>} [-p <peerName>]

ALL pause

PUB/CM | purge all [-s <startDate>] [-e <endDate>] [-d <directory>]

PUB purge deliveries [-s <startDate>] [-e <endDate>] [-d <directory>]

PUB purge deliverylog [-s <startDate>] [-e <endDate>] [-d <directory>]

PUB/CM | purge processes [-s <startDate>] [-e <endDate>]

ALL quit

CM remove peer {-p <peerName>} {-c <communityName>}

CM remove sender {-p <peerName>} {-c <communityName>} {-s <sender...>}

PUB/CM | restore all [-s <startDate>] [-e <endDate>]

PUB restore deliveries [-s <startDate>] [-e <endDate>] [-i <ID>]

PUB restore deliverylog | [-s <startDate>] [-e <endDate>]

PUB/CM | restore processes [-s <startDate>] [-e <endDate>]

PUB/CM | restore purged {-d <directory>}

ALL resume

ALL run {-f <fileName>}

ALL show communities | [-c <communityName>] [-p <peerName>]

PUB show deliveries [-a] [-c <cummunityName>] [-p <peerName> [-i <ID>] [-f <filter>]
[-s <startDate>] [-e <endDate>]

ALL show deliverylog [-a] [-c <cummunityName>] [-p <peerName> [-i <ID>]
[-s <startDate>] [-e <endDate>

ALL show peers [-c <communityName>] [-p <peerName>] [-h <hostName>]
[-r <role>]

ALL show processes [-v] [-a] [-f <find>] [-s <startDate>] [-e <endDate>
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Issuer Command Parameters

PUB show receipts [-a] [v] [-c <communityName>] [-p <peerName>] [-i <ID>]
[-f <filter>] [-s <startDate>] [-e <endDate>

ALL show senders [-c <communityName>] [-p <peerName>]

ALL stop

ALL version
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Appendix B: Sample
Script for Creating
Communities

The commands listed in the sample script in this appendix were used to create the “Example”
community and deploy and monitor package deliveries to the “Example” community. The steps
performed using this scripts are illustrated in the section Creating a Community.

# Thi Islfibl e can be executed using the follow ng command on a devi ce that
Wi e

# the Main Community Manager

#

# everserve run -f EverserveExanpl e. EV
#

#

Prior to executing this file, replace all exanple hostnane values with

real

# hostnanme values. |If the hostnane is not detected on the network, a
warning will

# be issued.

#

# create the comunity

#

create community -c Exanple -p MainCM -d "Exanpl e Conmunity"
#
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# create and add the backup CM
#

create peer -p BackupCM - h BackupCWhost nane -d "Backup Community Man-
ager"”

add peer -p BackupCM -c Exanple -r CM

#

# Create and add the publishers

#

create peer -p HRPublisher -h HRPublisherhostname -d "HR Publisher”
add peer -p HRPublisher -c Exanple -r Publisher

cre?tehpeer -p OpsPublisher -h QpsPublisherhostnanme -d "Qperations Pub-
i sher"

add peer -p OpsPublisher -c Exanple -r Publisher

create peer -p Sal esRelay -h Sal esRel ayhostnane -d "Sal es Main Rel ay"
add peer -p SalesRelay -c Exanple -r Relay -s HRPublisher OpsPublisher
#

# Create and add the Rel ays

#

cregtf peer -p Manuf Rel ay -h Manuf Rel ayhost name -d "Manufacturing Main
el ay"

add peer -p ManufRelay -c Exanple -r Relay -s HRPublisher OQpsPublisher
create peer -p RDRelay -h RDRel ayhostname -d "R&D Mai n Rel ay"

add peer -p RDRelay -c Exanmple -r Relay -s HRPublisher OpsPublisher
create peer -p USSal esRel ay -h USSal esRel ayhostnane -d "US Sal es Rel ay"
add peer -p USSal esRelay -c Exanple -r Relay -s Sal esRel ay

cre%tf peer -p AsiaSal esRel ay -h Asi aSal esRel ayhostnane -d "Asia Sal es
el ay"

add peer -p AsiaSalesRelay -c Exanple -r Relay -s Sal esRel ay
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#

# Show the senders for all Rel ays

#

show senders -c¢ Exanple

#

# Create and add the targets

#

create peer -p HQrarget -h HQTarget hostnanme -d "HQ Target”

add peer -p HQrarget -c Exanple -r Target -s Sal esRel ay

create peer -p SFTarget -h SFTargethostnane -d "SF Sales O fice Target”
add peer -p SFTarget -c Exanple -s USSal esRel ay Asi aSal esRel ay

create peer -p BostonTarget -h BostonTarget hostnane -d "Boston Sal es
Ofice Target"

add peer -p BostonTarget -c Exanple -s USSal esRel ay Asi aSal esRel ay

create peer -p TaiwanTarget -h Tai wanTarget hostnane -d "Tai wan Sal es
Ofice Target™

add peer -p TaiwanTarget -c Exanple -s USSal esRel ay Asi aSal esRel ay

cre%te peer -p TokyoTarget -h TokyoTarget hostnanme -d "Tokyo Sales O fice
arget"

add peer -p TokyoTarget -c Exanple -s USSal esRel ay Asi aSal esRel ay
create peer -p LATarget -h LATargethostnane -d "LA Manufacturing Target"
add peer -p LATarget -c Exanpl e -s Mnuf Rel ay

create peer —$ DetroitTarget -h DetroitTargethostname -d "Detroit Manu-
facturing Target™

add peer -p DetroitTarget -c Exanple -s Manuf Rel ay

create peer -p RaleighTarget -h Ral ei ghTargethostname -d "Ral ei gh R&D
Ofice Target"

add peer -p Ral eighTarget -c Exanple -s RDRel ay
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create peer -p AustinTarget -h AustinTargethostnane -d "Austin R&
Ofice Target"

add peer -p AustinTarget -c Exanple -s RDRel ay
#

# Show all peers in the comunity

#

show peers -c¢ Exanple

#

# Create communities for Publisher backups

#

cre%tekcommnity - ¢ HRPubBackup -p MainCM -d "Comunity for HRPublisher
ackup"

create community -c OpsPubBackup -p MainCM -d "Comrunity for OpsPub-
i sher Backup"

#

# show all of the communities

#

show communi ties

#

# add backup CMto backup comunities

#

add peer -p BackupCM -c¢ HRPubBackup -r CM
add peer -p BackupCM -c OpsPubBackup -r CM
#

# add publishers to backup conmunities

#

add peer -p HRPublisher -c HRPubBackup -r Publisher
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add peer -p OpsPublisher -c¢ OpsPubBackup -r Publisher
#

# create target peers to be used for backups and add themto their corre-
spondi ng communi ties

#

create EFer -p HRBackupTarget -h OpsPublisherhostnanme -d "Backup Target
for HR Publisher on Ops Publisher"

create peer -B OpsBackupTarget -h HRPublisherhostnane -d "Backup Tar get
for Ops Publisher on HR Publisher"

add peer -p HRBackupTarget -c HRPubBackup
add peer -p OpsBackupTarget -c¢ OpsPubBackup
#

# Show all peers in each community

#

show peers -c¢ HRPubBackup

show peers -c¢ OpsPubBackup
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Appendix C:Third Party
Software

Use of the software products listed below is hereby acknowledged.
FIORANOMQ

Copyright © 2002 Fiorano Software, Inc., All rights reserved
Bouncy Castle Crypto APIs

Copyright © 2000 The Legion Of The Bouncy Castle (http://www.bouncycastle.org)

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN
THE SOFTWARE.

TWFreeTDS

Copyright © 2001 ThinWEB Technologies Inc.

This library is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without
even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU Lesser General Public License for more details. Licensor will provide a Warranty ONLY to
those users who separately purchase a support package from Licensor that includes a Warranty. A
support package can only be purchased by visiting Licensor's Web site.
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Castor

Copyright 2000 © Intalio Inc. All Rights Reserved.
Developed by the ExoLab Project (http://www.exolab.org/).

THIS SOFTWARE IS PROVIDED BY INTALIO AND CONTRIBUTORS "AS IS" AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL INTALIO OR ITS CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND
ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Jakarta-Struts, log4dj, Servletapi - 3.2.2, Tomcat-3.2, Xerces-J 1.3.1

Copyright © 2000 The Apache Software Foundation. All rights reserved.
The Apache Software License, Version 1.1
Copyright © 2000 The Apache Software Foundation. All rights * reserved.

This product includes software developed by the Apache Software Foundation
(http://www.apache.org).

THIS SOFTWARE IS PROVIDED "AS IS" AND ANY EXPRESSED OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE APACHE
SOFTWARE FOUNDATION OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA,
OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE
OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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Glossary

The following terms are used in this document:

Term

Definition

Community

A community is a set of peers, together with the role that each peer has
within that community, and routing information that specifies how
packages are routed to each within that community.

Community Manager

The community manager is a device installed with capabilities to create
communities and peers, and defines the routing information and
topology used in the Everserve community.

Deployment

The process of propagating application files to target systems, then
automatically installing the application without human intervention. If a
target is unavailable to receive the package, the package is queued
until delivery can be made.

Everserve Device

A physical computer system that has Everserve software installed on it.

Everserve Scripts

An Everserve script is a script that will be executed on a set of
Everserve targets. Everserve scripts may be intrinsic scripts or shell
scripts. An intrinsic script is executed directly by the Everserve software
in the most reliable means possible (such as “resume”), whereas a shell
script is executed as a shell command (such as “less —I” or “dir”).
Intrinsic scripts work on all Everserve computer systems, regardless of
the operating system and operating environment, whereas shell scripts
are executed by the shell environment of the target system. Thus, shell
scripts may be operating system dependant. Everserve makes no
attempt or guarantee to execute shell scripts in an operating system
independent manner.

File Operation

A file operation is an operation to be performed on a file system object,
which includes operations such as: create directory, create link, create
file, rename file, update file, and so on. A file operation includes the
data necessary to carry out the operation, such as the file name and the
file contents. In the particular case of a file update, only the data that
actually changed is required to be part of the file operation; this allows
for an efficient mechanism for delivering small changes to large files.
Publishers create sets of file operations, insert them in packages, and
send packages to targets.

File set

A file set a set of file system objects, including: directories, files, and
links (both hard and soft).
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Term

Definition

First Level Relay

A first level relay is a relay peer that is connected to a publisher. If the
community uses multiple levels of relays, a first level relay will receive
packages from a publisher, then pass the package on to other relays in
the community.

Opening a Package

Opening a package is the process of receiving a package from a queue,
verifying the digital signature of the package, decrypting the package
using the package encryption key, executing the pre-script (if any),
applying the set of file operations (if any), executing the post-script (if
any), and finally sending the package return receipt back to the
publisher.

Package Delivery

Package delivery is the process of sending a package from a publisher
to a set of targets.

Package

A set of files and scripts that are delivered to remote computers. All
packages are digitally signed by the publisher that originates package
delivery. All files and scripts to be delivered are defined by the package
specification.

Package Specification

A package specification is an XML file that contains the list of files,
scripts, and commands that define the operations to be performed on
targets.

Package Update

A package update is an update to a previous package delivery,
intended to bring the previous, old state of the package on remote
systems up to date. Everserve delivers package updates in an optimal
manner, sending only the delta changes to update the peers.

Peer

A device (for example, a personal computer or server) that is a member
of a community having one of the following roles: community manager,
publisher, relay, or target. If a peer belongs to more than one
community, it may have a different role in each community.

Peer Roles

A peer may have one role within the context of a particular community.
The following peer roles are supported: community manager, publisher,
relay, and target.

Publisher

A publisher is a peer that defines the contents of a package and initiates
package delivery to a set of targets. After targets open and execute the
package, the results are sent back to the publisher in the form of a
return receipt. Return receipts are stored and accessed in the
publisher’s database.

Receiver

A receiver is a peer that accepts packages from a community sender.
Receivers can be relays or targets.
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Term Definition

Relay A relay is a peer that receives a package from either a publisher or
another relay and sends the package to targets. Return receipts from
the targets are sent to the sending relay, then forwarded to the
originating publisher.

Replication The process of propagating files between Everserve peer systems. If a

peer is unavailable to receive the package (replicated file), the package
is stored in queue until a delivery can be made.

Return Receipts

A return receipt is the result of opening a package. Included in the
return receipt is the standard output, standard error, and return code of
all scripts that were executed. It also includes the results of applying the
file operations. Return receipts are sent by targets to the publishers
from whom the package originated.

Seed File

A file in zip format created by the community manager in the

\ Synchron Networ ks\ Ever serve\ ser ver directory following
execution of the "create community" command. This file contains all the
information needed to enable an Everserve device to receive packages

Sender

A sender is any peer in the community that either initiates or passes a
delivery to another peer. Senders can be publishers, which initiate a
delivery, or relays, that pass a delivery on to the connected targets.
Community managers and targets can not be senders.

Target

A target is a peer that receives a package. When a target receives a
package, it opens the package, executes the commands or scripts
contained in the package, and sends a return receipt back to the
originating publisher.

Transport

The means by which Everserve systems communicate with each other.
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